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1 Intoduction

Till now, we have seen deniable encryption, using indistinguishability obfuscation (Sahai-Waters
paper). After that, public key encryption has been constructed, from secret key encryption, using
iO. In this lecture, we are going to see (from [20]), iO construction for P, from iO for NC! and fully
homomorphic encryption scheme, with decryption in NCL

1.1 Review of :O and FHE

Definition 1.1 (Homomorphic Encryption).
A homomorphic encryption scheme is defined as four-tuple of ppt algorithms (KeyGen, Enc, Dec, Eval).

1. KeyGen(1%) : It gives output (pk, sk, evk) the public key, secret key and evaluation key.

2. Enc(pk,m) : If m is a messege then it outputs some ciphertext c.

3. Dec(sk, ¢) : It outputs some messege bit m; from ciphertext c.

4. Eval(evk, f,c1,...,c) : For some function f and ciphertexts ¢y, .. ., ¢; it outputs
fler,...,aq) =cy.

Correctness: The above scheme is correct if

Pr[Decgi(Evaleyr(f,c1,- .-, c)) # f(ma....,my)] = negl(\)

where ¢; «+ Enc(pk, m;) Vi.
Compactness: The scheme is compact if the size of Evale,(f, c1, ..., ¢) is bounded by poly(\) bits
and it is independent of the function and number of inputs to it.

Definition 1.2 (Indistinguishability Obfuscator).
Indistinguishability Obfuscator O is a ppt algorithm so that:
Given input some program Py, :O(Fp) satisfies:

1. iO(Fy) can be computed in time polynomial over the description of Fj.

2. iO(Fy) preserves functionality.

3. For any ppt adversary A and programs P;, P», with equal complexity and functionality,
PrIAGO(P1)) = 1] = PrlA(iO(R)) = 1|

is negligible.



2 Construction

Say, (KeyGen, Enc, Dec, Eval) is our given FHE scheme, so that, it’s decryption circuit is in NC!. In
the following procedure, we construct iO for a circuit C' with polynomial depth.

1. Say, A is our security parameter and (pkj,sk;) < KeyGen(1?), (pka,ska) + KeyGen(1*).
2. Encrypt C using two public keys. Say, e; < Encyy, (C), e2 <= Encpy, (C).
3. Now, we obfuscate of a program P € NC! and description of P is given below.

For iO construction of C, we have to assure two main points. The first one is {O(C) should hide
C' and from the encryption of the circuit, we have the security guarantee. Now, we need to make
sure that it preserves functionality.

Although Dec circuit is in NC!, we cannot simply give the obfuscated Dec circuit publicly. As, in
that case, by computing Dec(é ), the circuit C can be easily recovered (Here, C is the encryption of
circuit C').

So, we describe the program P € NC! by following procedure.

Here, we define Universal Circuit U. Given a circuit C' and some input z, U(C, z) computes
C(x). Let, U, be the circuit U(., z) where x is hard-wired.

From definition of FHE.Eval, Evaley(Us, 6) = C/'(x\) So, we want to assure that the input to the
obfuscated Dec circuit was computed as Evale, (U, C), for some z.
Say, Ry, R are the circuits, which compute y; < Evaleyk, (Uy, €1) and y2 < Evaley, (U, €2) respec-
tively. Let 1 and 79 are the values of internal wires of circuits Ry and R, on input z.
Define P = Py, pky.skie1,e0, ON iNput (2, y1, Y2, 71, m2) in the following way:

1. Check whether R;(z) = y; and Ra(z) = y2 by using 71, ma.

2. if condition (1) is satisfied then output Dec(ski, y1).

FHE.Dec circuit is in NC! and as we have 7y, 7, we can check if R;(z) = y; and Ra(z) = v by
using log depth circuit. Hence, Ppk, pky.ski.er.er € NC'. We can obfuscate Pk, pky.sky.ereo Py OUT
known iO for NC! circuit. In this way we assure functionality.

Proof of Security:

We prove indistinguishability property for this construction, by hybrid argument. Here the iO
for P adversary challenger gives two circuits Cp, C1 € P and it receives iO(C}) for some random
b € {0,1}. It has to guess b.

And for the reduction from one hybrid to another, iO for NC! challenger or the FHE challenger
is invoked. Through these hybrids, we transform obfuscation of Cy to obfuscation of Cy and H; 4
is indistinguishable from H; for all 7.

1. Hp : The real world with e; = Encpy, (Cp), e2 = Encpy, (Cp) with obfuscated Py, pky skye1e-

2. H; : Here we make ey = Encpy, (C1), using FHE security.
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3. Ha : Py, pko,skier,e, 1S changed to Py, ok, skoer,e, (it USes sko instead of sk ), using ¢O security.
4. Hj : Make e; = Encyy, (C1) using FHE security.
5. Hy : Change P to Fpk, pko,sky,e1,e, again, using iO security.

And here we arrive at real world with C;.
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