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With parallel programs becoming a mainstay, analyzing them has become an important requirement. Points-to
analysis and May-Happen-in-Parallel (MHP) analysis are two of the most foundational analyses for parallel
programs written in OO languages like Java. It is well known that precise MHP analysis needs points-to
analysis results and precise flow-sensitive points-to analysis needs MHP analysis results. In this paper, we
explore the interdependence between these analyses and propose new schemes to perform them efficiently.

We start by proving that there is a phase-ordering relation between MHP analysis and flow-sensitive
points-to analysis; that is, they are interdependent such that no particular order of performing the analyses
can yield the precise result. Next, we propose a novel combined MHP and points-to analysis scheme (called
ComPoMHP) based on inclusion constraints, for real world parallel Java applications; this generates flow-
sensitive, context-insensitive results; it even computes the required call graph information on the fly. We have
implemented ComPoMHP in the Soot compiler framework and tested our analysis on thirteen benchmarks
drawn from multiple sources. We show that the combined analysis leads to significant improvements in terms
of precision of both MHP and points-to results, across seven different clients. We find that ComPoMHP leads
to an excellent time-precision trade-off for points-to results, compared to the popular Doop based analyses.
We also show that composing the points-to results of ComPoMHP with the results from existing Doop based
flow-insensitive, context-sensitive analysis leads to highly precise results at affordable costs. We believe that
our work paves the way for more precise and practical analysis of parallel Java programs.
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1 Introduction
As parallel hardware is becoming omnipresent, parallel programming in popular languages like
Java [2], C# [21], Scala [44], Rust [26] is becoming more prevalent. Consequently, techniques for
analyzing parallel programs are becoming essential and have received much attention. Some of the
popular analysis techniques in this space include, May-Happen-in-Parallel (MHP) analysis [43],
points-to analysis [59], thread escape analysis [12, 59], alias analysis [36], and so on. In this paper,
we focus on two of these fundamental analysis techniques: MHP analysis and points-to analysis
for Java programs.

MHP analysis identifies which pairs of statements run in parallel with each other, and points-
to analysis identifies which objects a variable in a method or a field of an object may point to.
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T Assume
S0 % f = Points-to information:
e AtS0, S1
SLxf o x — {0}, yo — {Oa}.y1 — {01}
e At S2,
"""" x1 — {0x}, y2 — {02}
T1 At S3,
x2 = {0x}, y3 — {03}
S2: x1.f =y, At S4,
A2 ... x3 = {Ox}ys — {04}
T2 T3 MHP information:
o v MHP(S0) = MHP(S1) = MHP(S2) = {};
S3:x2.f=y3: :S4:x3.f =y, MHP(S3) = {S4, A4};
A3 Ad:. .. ... MHP(S4) = {S3, A3}
(a) Java code snippet showing execution of (b) Points-to and MHP information for the
multiple threads code snippet in Fig. 1a

Fig. 1. Example illustrating the impact of parallelism on computing points-to information involving heap. T1,
T2 and T3 are three threads starting after the statement A1. Assume that T2 and T3 start after T1 ends, which
in turn starts after A1. MHP(s) returns the set of statements that may run in parallel with s.

Both of these are highly popular analyses with broad range of applications. MHP analysis can
be used in debugging, detecting race conditions, deadlocks [4, 17, 30, 42], and in many other
analyses and optimizations [41]. Points-to analysis is a prerequisite for many other analyses and
optimizations. For example, in Java, points-to analysis is used for resolving virtual calls, precise call-
graph construction, removing unnecessary synchronization, side effect analysis, and so on. It is well
known that to perform precise flow-sensitive points-to (FSPT, in short) analysis, MHP information
is required (to update the heap in a flow sensitive manner) [51]. Similarly, to compute precise
MHP information, points-to information is required (to precisely identify the locking/notifying
objects, and call-graph) [43]. Traditionally, the MHP analysis techniques [5, 11, 34, 43] have assumed
the availability of points-to information. Similarly, conventional points-to analysis schemes have
typically skipped handling of the parallel components, forcing them to assume that any statement
may occur in parallel with any other statement. Consequently, these schemes inherently restrict
themselves to perform only flow-insensitive update of the (shared) heap [45]. There have also
been prior works that model parallel constructs to update heap flow-insensitively, and used this
information to drive flow-sensitive analysis (for example, data-race detection [37], value-flow
bugs [10], and so on). Considering the precision gains obtainable from FSPT analysis, a few
prior works [19, 38, 47] compute FSPT results by using conservative MHP (or escaping objects)
information. Though the interdependence between FSPT analysis and MHP analysis is known,
we are not aware of any work that characterizes the dependencies between these analyses. We
illustrate the dependencies with two motivating examples.

Consider the scenario shown in Figure 1. Assume a thread T executes two store statements, SO
and S1, and let Ai denote the statement immediately following Si (i = 0,1,2,3). After A1, three threads
T1, T2, and T3 are started, which execute the store statements S2, S3, and S4, respectively as shown
in Figure 1a. The flow-sensitive points-to information for variables at store statements, along with
the MHP information for those statements are shown in Figure 1b. All the store operations update
the field ‘f’ of the same abstract object (Oy). Assume that the abstract object O, corresponds to a
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1 class X{ ... 7 class T extends Thread{

2 public void foo(T t){ s public void run(){ ...

3 t.start(); ... 9 synchronized(L2){ x.f1 =

4 synchronized(L1){ ... 10 .

5 x.f1 = ...} 11 x.f1 = ...
6 t.join(); ...} %} 12 T3

Fig. 2. Code snippet illustrating the mutual interdependence between MHP and FSPT

single concrete object at run time (we term such objects as non-summary objects), and that these
five are the only store operations on Oy.f. We now discuss computing the points-to information of
heap in the presence of parallelism, focusing on Oy.f.

Note that the heap is shared among all the threads. Thus, flow-sensitive updates to heap require
MHP information (for a detailed reasoning, see Section 2.3). Without it, the points-to analysis
must conservatively assume that any statement may execute in parallel with any other—effectively
making heap updates flow-insensitive. Even statements within the same method must be treated as
potentially happening in parallel because multiple runtime threads may concurrently invoke that
method. A flow-insensitive analysis of heap concludes that O.f may point to {Op, O, 02, O3, O4},
since it maintains a single global points-to map. In contrast, handling of the store statement using
MHP analysis facilitates flow-sensitive heap updation. Consider the store statement x.f =y, at SO.
Since the MHP set of SO is empty, the heap at SO is not affected by any statement, aside from normal
control flow. At S0, x points to a single non-summary object O, allowing a strong update [46] that
sets Oy.f to the points-to set of yp (= {Op}) at the successor program point A0. Thus, at A0, Ox.f may
point to {Op}. Similarly, at program point A1, Ox.f may point to {01}; at A2 O.f may point to {0;}
and at both A3 and A4, 0,.f may point to {03, 04}. Since S3 and S4 may happen in parallel, their
interleaving results in Oy.f pointing to either 03 or 04. Such results are clearly more precise than
the variant that does not use MHP analysis.

Consider another synthetic example code snippet shown in Fig. 2 that starts a thread at Line 3.
The start method internally invokes the run method of the corresponding thread object. To
compute MHP information, we need points-to information to find the possible threads that are
starting at a line (for example, at Line 3). Similarly, given two synchronization blocks (for example,
at Lines 4 and 9), to know if the statements within them (for example, Lines 5 and 11) may run in
parallel, we need to establish two key properties (i) the entry point of these blocks (for example,
Lines 4 and 9) may run in parallel, and (ii) the lock variables of the synchronization blocks (L1 and
L2) must not point to the same object. Similarly, to precisely compute the FSPT information of the
fields of objects that are stored in the heap, we need to find out the statements that may happen in
parallel with all the statements that write to these fields. As the heap is shared by all the threads, in
the absence of precise MHP analysis, we have to conservatively assume that these fields can be
updated by all the threads and perform flow-insensitive analysis.

These challenges of precision, along with the well known challenges of scalability in both
these analyses, excite us to explore the following two questions in this paper: (i) Can a specific
order between these two analyses (MHP analysis and FSPT) be specified for obtaining precise
results? (ii) Can a combined analysis lead to improved precision for both the analyses? In addition,
considering the known scalability issues of performing context-sensitive FSPT, we explore an
additional question: (iii) How do the precision and scalability of context-insensitive FSPT aided by

, Vol. 1, No. 1, Article . Publication date: July 2026.



4 Ramya Kasaraneni and V. Krishna Nandivada

MHP analysis, compare against those of popular Doop [9] based context-sensitive flow-insensitive
points-to analyses?

Phase-Ordering Relation. An important aspect of MHP analysis and FSPT analysis, especially
in the context of OO languages like Java, is that their interdependence is complex in nature. A
common problem among the many analyses typically deployed in compilers and related tools is that
finding the order among the analyses which gives the most precise result is a difficult challenge [55].
Moreover, the optimal order (if present) is often application-dependent. There have been works on
finding the optimal order for a set of analyses/optimizations [14, 27, 60, 61]. They are applicable
if the analyses under consideration are not mutually dependent. In cases where the analyses are
mutually dependent, no single order or even repetitive alternating application can result in optimal
results. Such dependent analyses are said to have a phase-ordering relation between them, and
thus there is no best ordering between them. In this paper, we show (in Section 3) that there is a
phase-ordering relation between MHP analysis and FSPT analysis.

Combined Analysis. We take inspiration from many prior works that combine passes [8, 13,
16, 18, 23, 28, 40, 58] with phase-ordering relations, and propose a combined analysis to perform
context-insensitive FSPT analysis and MHP analysis. We also compute the required call-graph
information in the process. To the best of our knowledge, this is the first work that performs such
a combined analysis (and computes both MHP and points-to analysis results), especially in the
presence of constructs like join, wait/notify, synchronized, and so on. Further, our analysis does not
make highly restrictive/unscalable choices (for example, the requirement to inline all the method
calls, the cloning of thread and lock objects to resolve aliasing, and so on [29, 43]) that made prior
MHP analysis schemes unsuitable for real-world Java applications. We represent the individual
analyses in a modular way, encode their interdependence in terms of inclusion constraints (similar
to that of Andersen [1], Oxhgj et al. [45]), and solve them.

A natural question is why encoding MHP and FSPT as interdependent inclusion constraints and
solving them iteratively yields a precise result that no sequential ordering (or repetition) of FSPT
and MHP can achieve. A sequential schedule cannot avoid the phase-ordering problem because the
analysis performed first must rely on a worst-case estimate of the other analysis, whose results are
not yet available. Once this imprecision is introduced, it cannot be eliminated in later iterations (see
Section 3). Our combined analysis avoids this problem by seeding neither analysis with a worst-case
assumption: it grows the MHP and points-to information together, starting from the empty set,
and adds information only when a constraint is actually triggered. As a result, the solve converges
to the same precise result regardless of the order in which constraints are processed. One challenge
here is the must information that is required to guard (a) strong updates to the heap, and (b) the
pruning of non-parallel statement pairs. For soundness, we require that the truth value of these
guards can never change from false to true as the may information (i.e., the MHP and points-to
results) grows. We therefore pre-compute a sound, conservative estimate of just this information
once, and treat it as a fixed set during the solve. This allows the may information to evolve jointly
in an order-insensitive manner while keeping the required must information unchanged.

Flow-sensitive context-insensitive analysis vs. flow-insensitive context-sensitive analysis. Prior
works [49, 50] have shown that context-sensitivity leads to serious issues of scalability for FSPT
analysis. Thus, in this work we focus on context-insensitive, FSPT analysis — the flow-sensitivity, es-
pecially for updating the heap gets enabled due to the availability of MHP information. Interestingly,
we find that our proposed approach can be an effective alternative to the popular context-sensitive,
flow-insensitive approaches for points-to analysis, in terms of time-precision trade-off. However,
extending our proposed ideas to context-sensitive, FSPT analysis [54] to extract further precision
in a scalable manner is left as future work.
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Sets
Vars = Set of all variables in P. Maps
Classes = Set of all classes in P. (P(X) indicates the power set of the set X)
Functions = Set of all Functions in P. varPts  : Stmts X Vars — P (Refs)
Refs = Set of all abstract references in P. fieldPts  : Stmts X Refs x Fields — P (Refs)
Fields = Set of all the fields in P. MHP : Stmts — P (Stmts)
Stmts = Set of all the statements in P.

Fig. 3. Sets and Maps pertinent to flow-sensitive points-to (FSPT) and MHP analyses for a given program P.

Our Contributions.
e We show that a phase-ordering relation exists between MHP and FSPT analyses for Java programs.
e We propose the first known solution for performing combined MHP and FSPT analysis (termed
ComPoMHP); we use an inclusion-constraint based approach. We take advantage of the modular
nature of our proposed scheme and also derive the first inclusion constraint based formulation of
the standalone MHP analysis for Java (that assumes the availability of points-to results), by making
some minor simplifications to the formulation of ComPoMHP.
e We implemented ComPoMHP and the standalone MHP analysis in the Soot framework [57]. We
present an elaborate evaluation of our analysis on thirteen benchmarks from 9.12, 23.11 versions
of DaCapo [6], and real world Java applications. We show that the combined analysis leads to
significant improvements in the precision of MHP and points-to analysis, compared to schemes
that perform these analyses one after the other. For example, the improvement in precision of MHP
results varied from 0.0% to 99.8%; geomean = 5.5%, median = 3.9%. Similarly, the improvement in
precision of points-to results varied from 2.3% to 85.0%; geomean = 37.8%, median = 41.5%. We also
show that in contrast to existing schemes, the standalone MHP analysis successfully analyzes all
these large benchmarks.
o As an additional evaluation, we compared ComPoMHP (FSPT with MHP) against the 1-object-
sensitive (DIobj) and adaptive-2-object-sensitive+heap (Da20bjH) (flow-insensitive and context-
sensitive) points-to analyses of Doop [9] and found that ComPoMHP outperforms these analyses,
in many cases, in terms of analysis time and memory consumption. In terms of quantitative metrics
signifying precision, we found that ComPoMHP is comparable to those of DIobj and Da2objH.
Based on a simple observation, we find that the results of ComPoMHP can be combined with those
of an off-the-shelf flow-insensitive, context-sensitive analysis (like DIobj, and Da2objH) to obtain
very highly precise (yet, conservative and sound) results. We show that the composed results
significantly improve the precision.

Even though we propose our techniques in the context of Java programs, we believe that they
can also be extended to other OO languages like Scala, C#, and so on.

2 Background

2.1 MHP and Points-to Sets

We represent the flow-sensitive points-to (FSPT) information via two maps varPts and fieldPts maps,
and MHP information via MHP map (see Fig. 3). For each program point, the abstract stack varPts
maintains the information about what a variable may point to at different program points, and
the abstract heap fieldPts maintains the information about what the fields of different references
may point to. The MHP map maintains the set of statements that may run in parallel with each
statement. For each memory allocation statement s, we use an abstract reference O; to represent
all the references that may be created at s, during runtime. We use a unique abstract object to
represent null. For the ease of explanation we use a super-graph, a graph obtained upon taking a
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union of all the CFGs of the functions, along with call and return edges, to represent the program,;
the entry node of the main-function is the root of this super-graph.

2.2 Summary and Non-Summary Statements and Objects

We mark a statement as a non-summary statement if it is guaranteed to be executed at most once;
else, it is marked as a summary statement. We can identify a statement s to be a summary (or,
non-summary) statement, if there exists multiple paths (or, a unique path) from the entry-node
of super-graph to s. Using allocation site abstraction, an object is considered non-summary if its
allocation site corresponds to a non-summary statement; otherwise, it is marked as a summary
object.

Consider a store statement S; of the form x.f = y. On processing this statement, the points-to
maps of heap locations can be updated in two ways: strong or weak [46]. A strong update is used
when the analysis can identify a single concrete target location (for example, x is guaranteed to
point to a singleton set containing a non-summary object, say O,). In such cases, the points-to
information of O,.f can be replaced with varPts(Sy,y). A weak update is used when multiple target
locations are possible (for example, when x may point to more than one object, or when x points to
only one object, say Os and Os represents a summary object). In such cases, in contrast to the idea
of replacement in case of strong-update, for each object O € varPts(Sy, x), varPts(S, y) has to be
added to the points-to information of O.f.

A special case: Consider a scenario in which varPts(S, x) contains a single object O created at a
summary allocation statement s. Since s is marked as a summary statement, O is also marked as a
summary object. Because O; is a summary object, the above discussion requires that a weak update
is performed at S;. However, inspired by prior work [3, 39], we identify additional opportunities to
perform strong update at S; by marking O, as a non-summary object at Sy, if (i) for each instance
of execution of Sy there is a unique instance of s that is executed, and (ii) s dominates S; in the
program super-graph. Otherwise, we mark O; as a summary object at S;. Consequently, while it
is enough to maintain a global set of non-summary statements, we need a per-statement set of
non-summary objects to perform flow-sensitive analysis.

2.3 Points-to Analysis in the Presence of Parallelism

We briefly examine the key concepts of Java points-to analysis in the presence of parallelism.
Flow-insensitive points-to analysis ignores control flow, and hence the presence (or absence) of
parallelism in the input program has no impact on the computed results. Flow-sensitive analysis,
however, takes into consideration the control-flow in the program, and tracks points-to maps
for variables and heap locations at each program point associated with every statement. At each
program point, it updates the points-to maps based on the semantics of the corresponding statement
and propagates this information to the control-flow successors [35] of the statement. In the context
of parallel programs, updates to shared locations must also be propagated to statements that may
execute concurrently, as determined by May-Happen-in-Parallel (MHP) analysis. Since variables
are thread-local, only the points-to information about the heap objects and their fields needs to
be propagated across potentially parallel statements. Without MHP information, updates must be
propagated to all statements in the program, effectively reducing the analysis of shared heap to a
flow-insensitive one. Thus, precise flow-sensitive updation of points-to maps of shared locations
(like heap), for FSPT analysis, requires MHP information.

Besides precise points-to analysis results, precise MHP analysis also requires flow-sensitivity.
That’s because a flow-insensitive MHP analysis is overly conservative: since it does not account
for control-flow ordering, it could assume that each statement may execute in parallel with every
statement. This commonality of flow-sensitivity and interdependence between MHP analysis and
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FSPT, forms the basis of the phase-ordering relation between them (Section 3), and our proposed
combined analysis (Section 4).

2.4 Relevant Java Constructs

Call Stmt. In a call statement of the form x.bar (. .), the object pointed-to by x is termed as the
receiver. Inside bar, the special variable this (0" argument) points to the object pointed to by the
receiver.

Parallel constructs. In Java, a programmer realizes parallelism by the use of threads. In this paper,
for the ease of exposition, we mainly focus on a subset of Java constructs for realizing parallelism:
thread creating, joining, waiting, notifying, and synchronizing. In Section 5, we briefly describe
how we deal with other concurrency-related constructs of Java.

Thread creation and joining. In Java, a thread-type class extends the Thread class or implements
the Runnable interface. A thread is an object created by instantiating a thread-type class. Such
a class must implement the run method which is the method invoked internally when a thread
is started (by invoking the start method on the thread object). A join function call of the form
t.join() will wait for the termination of the thread object pointed-to by t.

Mutual Exclusion. Accesses to shared memory can be guarded by using the synchronized
construct in Java. Each object in Java has an associated lock. If blocks of code (executed by two or
more threads) are guarded by the same lock object, the codes are executed in a mutually-exclusive
manner. The syntax to create a monitor block is as follows: synchronized (p) S.Internally, we
replace such a block by three statements syncStart p; S; syncEnd p.

Thread interaction. A thread can send a notification to any one or all the waiting threads (on
an object pointed-to by x) by calling x.notify() or x.notifyAll(), respectively. A thread can
suspend its execution using a wait call of the form x.wait(), till a notification (on the same object
pointed-to by x) is sent by another thread.

3 MHP and Points-to Analyses: Phase-Ordering

Many prior works [47, 51] have recognized that precise MHP analysis requires points-to information
and precise flow-sensitive points-to (FSPT) analysis of parallel programs requires MHP analysis.
However, we have not found any work that discusses if there is a phase-ordering relation between
the two; if such a relation exists, then there will be no particular order in which these two passes
can be run (in a compiler, one or more times) to obtain precise results. In this Section, we answer
this question in the affirmative. We take inspiration from Nandivada and Palsberg [40] and prove
the existence of a phase-ordering relation by using an example. The example shows that performing
MHP analysis followed by FSPT, or vice-versa, any number of times, can leave scope for improving
the precision of the points-to and MHP results.

Consider the synthetic code snippet shown in Fig. 4a. The main method in Example class, starts
and joins a thread of type T. The created thread runs in parallel with the synchronized block at
Line 9, let us name the synchronized block as B1 (Lines 10-12). The run method of T contains another
synchronized block at Line 26, let us name the block B2 (Lines 27-29). A class type LockWrap has
three fields k@, k1, k2. The main method has a variable w1 and T has a field w of type LockWrap.
Observe that at Line 6, w1.k® and w. k@ both point to the same object {04}. The lock variables mL
and tL also point to {04} as they are aliases of w1.k@ and w. k@ respectively from Lines 8, 25. So,
the two synchronized blocks B1 and B2, whose lock variables are mL and tL respectively, will not
run in parallel. Note that if B1 and B2 do not run in parallel (if they run one after the other B1;B2
or B2;B1), then the points-to information of w1.k@ and w.k® does not change anywhere after the
initial assignment. They both continue to point to {04}. We now discuss two possible orderings:

Perform FSPT analysis first (Fig. 4b). We make a conservative assumption about MHP information
and assume that any statement may run in parallel with any other statement (including Line 4,
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1 public class Example{ 16 class LockWrap{
2 public static void main(...){ 17 public MyLock ko, k1, k2;
3 LockWrap w1l = new LockWrap(); //03 18 }
wl.k@ = new MyLock(); //04 19 class MyLock { ...
5 Tt =new T(wl); //05 20 }
6 t.start(); 21 class T extends Thread{
7 for(...){ 22 LockWrap w;
8 MyLock mL = w1.ko; 23 public T(LockWrap w){this.w = w;}
9 synchronized(mL){ /#B1x/ 24 public void run(){
10 wl.k2 = wl.ko; 25 MyLock tL = w.ko;
11 wl.k1 = new MyLock(); //011 26 synchronized(tL){ /*B2x/
12 wl.ko = wl.k2; 27 w.k1 = w.ko;
13 } } /* end-for */ 28 w.k2 = new MyLock(); //028
14 t.join(); 29 w.ko = w.k1;
15 T} 30 >}
(a) Example (abstract object created at line# n is denoted by On)
Assume conservative MHP and perform Assume conservative points-to and per-
points-to. Points-to result (at Line 9/26) = form MHP. MHP result obtained =
[wl — {03}; t — {05}; w — {03}; [Lines 7-14 MHP Lines 25-30]
mL — {04,011,028}; tL — {04,011,028}; h
03.ko 04,011,028}; 03.k1 04,011,028};
— 0’3 k2,—> {24 011 0?8;] 011,028} Perform points-to using the obtained MHP
’ P ’ result. Point-to result (at Line 9/26) =
‘u [wl — {03}; t — {05}; w — {03};
Perform MHP using the obtained points- mL — {04,011,028}; tL — {04,011,028};
to results. MHP result obtained = 03.k@ — {04,011,028}; 03.k1 — {04,011,028};
[Lines 7-14 MHP Lines 25-30] 03.k2 — {01,01 1,028};]
l Perform MHP using the ob-
Perform points-to using the obtained MHP re- tained points-to result. No change
sults. No change in the points-to result obtained. in the MHP result obtained.
1 l
(b) Perform points-to analysis first and repeat (c) Perform MHP analysis first and repeat

Fig. 4. lllustration for interdependence of FSPT and MHP analyses.

Lines 10-12 (B1) and Lines 27-29 (B2)). With such an interleaving, upon completion of the analysis,
both w1.k® and w.k® may point-to {04,011,028}, at Lines 8 and 25, respectively. Note that even if
we use some simple heuristic to ignore the assignment at Line 4, w1.k® and w. k@ will still point-to
a non-singleton set {011, 028}. Because of the presence of the loop (at Line 7), upon reaching the
fixed-point, w1.k@ and w. k@ point to {04,011, 028}. Similarly, mL and tL also point to {04,011, 028}.
Now, performing MHP analysis with this points-to information, will again give the result that the
statements at Lines 10-12 may run in parallel with statements at Lines 27-29. Note: statically, two
synchronization blocks are guaranteed to not run in parallel, only if both the lock variables point
to a single non-summary object (see Section 2.2).

Perform MHP analysis first (Fig. 4c). We make a conservative assumption about points-to infor-
mation and assume that every variable may point-to every possible object (of matching type). With
such an assumption, the MHP analysis will conservatively conclude that the two synchronized
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Java Prog varPts, fieldPts, MHP maps

| T

Constraint -
Model ) Gen- ) Constraint
Extractor Solver
erator

Fig. 5. Block diagram showing the working of our proposed approach.

blocks may run in parallel, as the lock variables tL and mL point-to multiple objects. Now, per-
forming points-to analysis with this MHP information, will lead to the same imprecise points-to
information as before: upon reaching the fixed-point, w1.ko and w.k@ point to {04,011,028}.

We can continue the process further and find that in both the orderings, even repeating the
sequence any number of times does not lead to the precise conclusion: that at Line 7, w1.k@ and
w.ko@ may only point to {04}, and Lines 10-12 and Lines 27-29 may not run in parallel. Despite
repeated application of these analyses, we do not obtain a precise conclusion because each analysis
needs the precise results of the other analysis to improve its own precision. Since we start with
a conservative (and therefore imprecise) assumption about one of the analyses, neither of the
analyses gives precise results. Hence, we say that there is a phase-ordering relation between MHP
and FSPT analyses.

Note: there is no such relation between MHP and flow-insensitive points-to analyses, as flow-
insensitive analysis does not require MHP information, since it does not consider the control
flow and does only weak updates. Here, the optimal ordering is trivial: flow-insensitive points-to
analysis, followed by MHP analysis, as done by many prior researchers [22, 31, 32].

4 The Combined Points-to and MHP Analysis

Considering the phase-ordering relation between FSPT and MHP analyses, we propose a combined
points-to (flow-sensitive, context-insensitive) and MHP Analysis. We refer to it as ComPoMHP.
The ComPoMHP algorithm takes as input a Java application and the entry point (main method)
and generates FSPT and MHP analysis results in three maps, as shown in Fig. 3. Fig. 5 shows the
simplified block diagram of our proposed approach. We now describe the details of model extraction
(Section 4.1), constraint generation (Section 4.2) and constraint solving (Section 4.3).
4.1 Model Extraction
From each function in the input program, we extract the sets shown in the left side of Fig. 3. In
addition to these sets, we also maintain five auxiliary maps to model the object-type information,
control-flow-graph (CFG) related information, and the concurrency-related aspects of the program.
(1) typeOf : Refs — Classes. Given any abstract reference r, typeOf (r) returns its type.
(2) succ: Stmts — P (Stmts). Given any statement s, succ(s) returns its set of CFG successors.
(3) monPair : Stmts — Stmts. Given a syncEnd stmt s, monPair(s) returns its syncStart stmt.
(4) funcStmts : Functions — P(Stmts). For any function f, funcStmts(f) returns the set of
statements (intraprocedural) inside f.
(5) func : Stmts— Functions. For any statement s, func(s) gives the function to which it belongs.
4.2 Constraint Generation
After the model extraction, we generate inclusion constraints from the model. In addition to the
variables (maps) listed in Fig. 3, the generated constraints use many additional maps to handle
call-graph and concurrency-related aspects. We have listed them in Fig. 6, and the reader may refer
to this figure, as and when required. As the analysis is flow-sensitive, we maintain these maps at
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Additional Maps (P (X) indicates the power set of the set X)

retVal : Functions — P (Refs) For any function f, retVal(f') returns the set of references that f may return.
outMHP : Functions — P (Stmts) For a function f, outMHP(f') returns the set of statements that may run in
parallel with the statements that execute immediately after the call to f.
callSites : Functions — P (Stmts) For any function f, callSites(f) returns the set of call-sites of f.
[funcsAtCallSite : Stmts — P (Functions) This is an inverse map of callSites map. For a statement s which is a call site,

funcsAtCaliSite gives the functions that may be invoked at s.

reachableFuncs : Functions — P (Functions) For a function f, reachableFuncs(f) gives the set of functions that are
reachable from the function f.

sync : Refs — P (Stmts) For any reference r, sync(r) returns the set of stmts synchronized on r.

thStmts : Classes — P (Stmts) Given a thread-type class ¢, thStmts(c) returns the set of statements of the
run method of c(including statements from all reachable methods).

monStmts : Stmts — P (Stmts) Each monitor block is represented by the starting statement of the block;

we call that statement the leader of the block. monStmts(s) returns the set
of statements of the monitor block with leader s

mustRemoved : Stmts — P (Stmts) Given a statement s, mustRemoved(s) returns the set of statements in
MHP(s) that are guaranteed to not run in parallel with the successors
of s (identified using the must information) and therefore not added to their
MHP sets, when s is a monitor entry.

notifyStmts : Refs — P (Stmts) notifyStmts(r) returns the set of notify, notifyAll statements in monitor
blocks controlled by r.

Fig. 6. Additional maps used in the constraint formulation.

each program point (before each statement). We now illustrate some novelties of our constraint
generation scheme. For simplicity, we assume that the program is in three-address-code [35] form.

Types of Constraints. For each statement, in each method, we generate constraints indicating
how the statement affects the points-to and MHP information. A statement may or may not
affect (or use) either points-to or MHP information. Similar to Oxhgj et al. [45], we generate three
types of constraints: Member, Propagation, and Conditional, as shown in Fig. 7. For the ease of
presentation, we use parametric conditional-constraints: our conditional-constraints have the
form ‘cond,, C, ,elseC,’, where cond, is a condition, and C, and elseC, are constraints. Such a
conditional-constraint indicates that the constraint C, holds when the condition cond, is true;
otherwise, elseC, holds. The subscript r is used in the term (condition or constraint) to highlight
that it may be using a temporary variable r. We next define the possible syntax of cond,.

Let us assume that A is a set of objects (or statements). The condition cond, in the conditional-
constraint can be an elementary condition (membership condition of the form r € A, a cardinality
condition of the form |A| == 1, an existence condition of the form A.has(r)), or a conjunction of
elementary conditions. A conditional constraint of the form (r € A, C,) is a short form for the series
of equations: Vr, (r € A) = C,. In the conditional constraint (1) the else part may only be used
with cardinality condition or existence condition, and (2) C, and elseC, can be any constraint (can
even be a nested conditional-constraint), that may use the temporary r. We use ¢ in place of C,
or elseC, to indicate that this component is absent. (3) a cardinality constraint for a set X is used
only as a condition nested inside a membership condition on X. Thus, the cardinality needs to be
checked only when a new member is added to X.

Similar to conditional constraints, for brevity in presentation, we use an additional type of
constraint called FunctionCall-constraint. A FunctionCall-constraint is of the form [cond,; $1],
where the cond, can only be a membership condition on the receiver variable. For example, consider
a statement S, of the form x.bar() and a FunctionCall constraint [oVar € varPts(S, x); S¢]. This
constraint indicates that the call-site S, should be processed by considering each object (oVar)
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that the receiver x may point to. This processing involves generating conditional constraints for
(i) passing the values of the actual arguments to the formal ones, (ii) copying the MHP maps to the
callee, and (iii) copying the return values and MHP maps back to the caller.

Insight Behind the Combined Approach. In Section 3, we showed that analyses with a
phase-ordering dependency cannot be run sequentially without losing precision because whichever
analysis runs first must use the imprecise results from the other, and that imprecision may not be
always removable. To combine two such analyses A; and A; precisely, refinement of the results for
A (or, Az) must occur during the combined analysis, whenever results of A, (or, A;) get updated, so
that such imprecision is avoided. For example, as discussed in Section 3, for the code snippet shown
in Fig. 4a, FSPT can conclude that mL and tL both point to the same object, if and only if MHP
analysis concludes that Lines 10-12 do not run in parallel with Lines 27-29. Recall that running
either of the analyses ahead of the other, may lead to overall imprecise results. In contrast, if we
can state the analyses as interdependent constraints and repeatedly process them, every time one
of the results changes — we can get the most precise results.

In our combined analysis, to break the phase-ordering dependency between these interdepen-
dent analyses, we encode dependencies between them using conditional constraints (of the form
cond,, Cy, elseC,), such that an analysis result is propagated (only) when the requisite information
from the other analysis is available. Such conditional constraints with non-empty elseC, present a
unique challenge: for soundness we require a property that the value of the predicate cond, can
change from true to false, but never the other way round. However, if cond, requires the checking
of membership for a set (say X) being computed by the combined analysis, this property may be
violated. Since X may grow monotonically, a particular element e which was initially absent (e € X
gets evaluated to false) may be added later (e € X gets evaluated to true). To avoid such cases,
we pre-compute a conservative estimate for X (using a helper analysis), and use that estimate using
an existence condition (of the form X.has(x)).

We now make this key insight precise. The combined analysis is order-insensitive because
its maps grow additively and are never seeded using a worst-case estimate of either analysis
(Sections 3, 4.3). This additive growth applies only to the may information computed by the two
analyses; however, the combined analysis also relies on certain must information to guard some
operations. For example, when computing MHP information for statements inside a monitor block,
statements in other monitor blocks can be excluded only if the lock variables of both monitors refer
to the same non-summary object (an abstract object that may have at most one runtime instance;
see Section 2.2), which is a must property. Without this must property, other monitor statements
cannot be conservatively excluded, and the result will be less precise. A straightforward solution
would be to pre-compute the entire guard, but that would incur significant imprecision. Instead,
we encode such guards using a mix of variables computed by the ongoing analysis and some pre-
computed must information: the sets of statements and objects have at most one runtime instance,
together with the conservative thread-statement and synchronization maps (nonSummaryStmdts,
nonSummaryRefs, thStmtsHA, syncHA of Section 4.2.2). As discussed above, if a guard depends on
information that is still being computed, its value may change from false to true during the
analysis. Such changes would violate the monotonicity on which order-insensitivity rests, whereas a
pre-computed, frozen estimate keeps it intact. This pre-computation is therefore essential. Without
it, the proposed analysis could not soundly perform its precision-inducing steps — flow-sensitive
(strong) heap updates, and the precise modeling of join, wait, and synchronization. Note that even
though we use the pre-computed information only where the monotonicity discipline forces us to,
its precision may still impact the overall precision of the analysis (see Section 8).

Generation of Constraints. For every pair of statements (51, S2), where S; is one of the
control-flow successors [35] of S;, we now show the constraints that are generated based on the
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Constraint type | Form Example

Member MeA [O1 € varPts(S, x)]

Propagation ACB [varPts(S, x) € varPts(S,y)]
If (cond,): If (oVar € varPts(S, x)):

Conditional Cr [fieldPts(S, oVar, f) C varPts(S',y))]
[elseCr] ¢

FunctionCall condy,; S¢ [oVar € varPts(S¢, x); Sc]

Fig. 7. Constraint types. Notation used: A and B indicate flow-sets, C and elseC indicate constraints; M
indicates any element in the flow-set; r, and oVar indicate temporary variables used by our scheme (not
application variables); cond,, Cr, and elseCy, indicate conditions and constraints that may be referring to a
temporary r; S and S” indicate any arbitrary statement; and S; indicates a call statement.

statement-type of S;. The constraints indicate how the different maps at S; are transferred to S,,
based on the effects of S;. Next, we show the constraint generation for different types of statements.

For the ease of explanation, we divide the statements into two categories: Non Concurrency-
related statements and Concurrency-related statements, and give the constraint generation rules
in Sections 4.2.1 and 4.2.3, respectively. In these sections, we only show the constraints for S,
where its maps differ from that of S;. The remaining maps from S; are copied to Sz; not shown for
brevity. Although all constraints appear additive, flow-sensitivity is ensured by indexing maps with
program statements (rather than a single global map), and selectively propagating the maps from
Sy to S. For example, consider the piece of code:

S@: x = new A(); // 01
y = new B(); // 02

S1: x = y;

S2:

Assume that before processing these statements varPts(S0, x)=varPts(S0, y) = {}. Before processing
S1, varPts(S1, x) = {01}, and varPts(S1, y) = {023}. Our constraints will (i) compute the value
varPts(S2, x) using the constraint varPts(S1, y) C varPts(S2, x); (ii) will not copy the varPts(S1, x)
to varPts(S2, x); and (iii) copy varPts(S1, y) to varPts(S2, y), because y is not being updated. In
contrast, a flow-insensitive analysis will compute a global map where x — {01, 02}.
4.2.1  Non Concurrency-related Statements.This section shows the constraints that will be generated
if S1 is a non concurrency-related statement. Such a statement does not directly lead to an update
of the MHP related maps. However, the points-to related information may get impacted due to the
MHP information. The constraints, along with brief explanations, are shown in Figure 8. To clearly
identify the constraints that depict the dependence of points-to information on MHP information,
we use a dashed circle to number such constraints; for example, 21). Note that the information flow
for the points-to maps is standard, except that the flow now depends on the MHP maps as well.
We would like to highlight the handling of the store statement. A strong update [46] can be
performed for a store-statement if the analysis can infer that the points-to set of x is a set containing
a single abstract object, and that abstract object is a not a summary object (see Section 2.2). We
evaluate this property, for a points-to set A at S;, using the predicate must(A) defined below:

must(A) = (JA| == 1 A nonSummaryRefs(S;).has(x)), where x is the element in A
We use a simple pre-analysis HA to conservatively compute the set nonSummaryRefs of such objects

at each statement.
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We handle arrays similar to Spark in Soot [57], in a field-insensitive manner: Arrays are treated

like objects with a single virtual field. Assignment to any element of an array assigns to this field.
The rules for arrays are skipped for brevity.
4.2.2  Helper Analysis HA.In our formulation of the combined analysis, we more or less compute all
information that our analysis depends on (like, call graph information, statements of a thread, and
so on). However, as described earlier in this section (see the discussion on 'Insight’), for soundness,
we have to pre-compute and use the conservative estimates of a small number of sets. The sets
nonSummaryStmts and nonSummaryRefs discussed above are two such examples.

The version of HA we employ is a constraint-based, flow-sensitive points-to analysis, with
heap updates handled flow-insensitively, and it uses standard points-to analysis constraints. Given
an input program, HA computes nonSummaryRefs and nonSummaryStmts maps, thStmtsHA, and
syncHA maps; we use these maps in must condition checks, as well as existence conditions. Com-
puting these maps requires points-to information and call-graph which is derived from points-to
information. Points-to information is computed using the constraints shown in Fig. 8, with a key
modification to the store and load constraints: the fieldPts map is made flow-insensitive. Specifically,
fieldPts is maintained as a global structure without statement indices, and the store constraint omits
the must condition, resulting in only weak updates.

Now, we will see how we compute the non-summary statements (nonSummaryStmts) and non-
summary objects (nonSummaryRefs), discussed in Section 2.2 from the points-to information com-
puted by the helper analysis HA. The computation of thStmtsHA and syncHA is straightforward,
and is described in Section 4.2.3. Given a statement s, we ensure that s ¢ nonSummaryStmts, if s
can be executed multiple times at run time. We find it by checking if s is inside a loop, or a function
that can be invoked multiple times; the latter can be found using the call graph obtained from HA.

Next, nonSummaryRefs map is computed for each statement using the following rules. Given a
statement s and an object o which represents the abstract object created at an allocation site s,

(1) If s, € nonSummaryStmts, then o € nonSummaryRefs(s) because, we can guarantee that
there can be at most one runtime instance of o created.

(2) If s, ¢ nonSummaryStmts, there can be multiple runtime instances of o. But if we can
determine that s will always receive a fresh (most recent) instance of object o created at
sa> then we can conclude that o € nonSummaryRefs(s) [3, 39]. This is possible if s always
runs together with s, and only after s, in any execution sequence. This ensures a one-to-one
correspondence between executions of s, and s. To find this, we use an approach based on
call graph and dominance.

(a) For any such statement s,, we try to identify a unique statement called loopOrigin which is
present inside a loop and loopOrigin must execute for s, to execute. To compute loopOrigin,
we define the function loopOrigin = findLoopOrigin(s,) as below:

(i) If s, is inside a loop: return s,
(ii) Else /* s, is inside a method that is called multiple times */

o if func(s,) has multiple call sites (>1): No unique loopOrigin exists (multiple indepen-
dent invocation points exist, so objects from different invocations can reach s). return
null

o Else: Let ¢ = only call site of func(s,)
return findLoopOrigin(c)

(b) We then verify whether loopOrigin dominates s, and whether s resides within the same
immediately enclosing loop as loopOrigin. If such a loopOrigin exists, then o is added to
nonSummaryRefs(s).
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Type of S;

Generated Constraints

{ ) points-to depends on MHP () independent

Explanation

The points-to set of y at S; flows into the points-to

¢

¢

1. Copy: set of x at S. This statement does not affect/use
x=y @ [varPts(Si, y) C varPts(Sz, x)] MHP information as x and y are local variables (al-
located on the stack, local to a thread).
For each reference r in the points-to set of x at Sy,
the points-to set of y flows into the points-to set of
If (s € {{Ss} UMHP(S;)}): r.f at all statements in {{Sz.} U MHP(Sl)} Since
If (r € varPis(Sy, x)): heap (shared among threads) is being accessed, MHP
LA information is required for FSPT analysis (see Sec-
If (must(varPts(S1,x))): tion 2.3).
2. Store: PN [varPts(S1, y) C fieldPts(s,r, f)] A strong update (see Section 2.2) is performed when
xf=y Zl [(varPts(Sy, y) U fieldPts(Sy, r, f)) the points-to set of x is singleton, and the refer-
C fieldPts(s, r. )] enced object is a non-summary object (checked
B Y using must). When doing a strong update, only
¢ varPts(S1, y) is propagated. In contrast, under a
¢ weak update (as specified in the corresponding else
constraint), varPts(Sy, y) and the existing points-to
information of the field are both propagated.
If (s € {{S1} UMHP(S1)}):
5 Load f{r © varPts(5, y)): e ptnts o se ot . (5141 of ) sl satemrts
. : " - .
x=y.f Sl [fieldPts(s, . f) € varPts(Sp, x)] in {{S1} UMHP(S;)} flows into points-to set of x

at Sz.

4. Object creation:
x = new A();
// Say, o1 is the
abstract obj created
at this site

[o1 € varPts(Sz, x)]

01 is added into points-to set of x at Sy. Like the copy
statement, it doesn’t affect/use MHP information, as
x is a local variable.

5. Method Call:
k = x.bar(args)

@ [r € varPts(S1,x);S1]

For each reference r in the points-to set of the re-
ceiver x at Sy, we process the call in S; based on
the receiver type.

The above treatment for virtual calls is simplified
for static calls; receiver type is known always.

6. Return:
return c; // Say,
cFunc is the
current function.

[varPts(S1,c) C retVal(cFunc)]
[MHP(S1) € outMHP(cFunc)]

@ The points-to set of ¢ at S; flows into the
retVal(cFunc); defined in Fig. 6.

The set of statements running in parallel with
S1, may run in parallel with the statements that
may be executed immediately after the invocation
of the current function, and hence, the set is added
to outMHP (cFunc); defined in Fig. 6.

Fig. 8. Constraints for non concurrency-related statements

4.2.3 Concurrency-related Statements. This section shows the constraints that will be generated
if S is a concurrency-related statement. Such a statement does not directly lead to an update of
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the points-to related maps. However, the MHP information may get impacted due to the points-to
information. The constraints are shown in Figure 9, along with a brief explanation. To clearly
identify the constraints that depict the dependence of MHP information on points-to information,
we use a dashed rectangle to number such constraints; for example, 72,

We give additional explanation for the handling of join, syncStart and wait statements. Given
a statement s, the predicate must(s) is defined as follows:

must(s) = (|callSites(func(s))| == 1 A nonSummaryStmts.has(x)),
where x is the element in callSites(func(s))

The map func(s) returns the function containing s, and the callSites map is computed by our current
analysis. We use the must condition checks on points-to sets and statements for computing the
MHP information of the successors of join, syncStart, and wait statements:

(i) Sy is of the form ¢.join() (Constraint 's.1, Fig. 9): If the statements of the thread object pointed-to
by t can be uniquely identified (must(varPts(t)) is true), and for any of those statements s, must(s)
holds then s will not run in parallel with S,.

(if) Sy isa syncStart (Fig. 9), or wait (Fig. 10): Constraints's1}, and' 113 'also use the must-information
like 's1. In addition, Constraint '5z; computes the mustRemoved set in order to use it at the mon-
itor exit. In case of join and wait statements, we do not compute the mustRemoved set as that
information is not required later.

Note (I): The computation of the maps thStmtsHA and syncHA happens similar to thStmts and
sync, respectively, except that they are computed using the points-to information and call-graph of
HA.

Note (II): Unlike the other predicates (in the conditional constraints), which remain true once
they become true, these cardinality based predicates may become false, after they were evaluated
to true. For example, a set S (initially empty) may become a singleton set and later may hold more
than one element. We follow a disciplined approach to ensure soundness: consider a constraint of
the form cond, C, elseC. (i) As mentioned before, these cardinality constraints (of the form |S| == 1)
are always nested inside membership constraints, thus the first time the constraint will be solved is
when at least one member is added to the set S, and later more members may be added. Thus, C
may be processed before elseC, but never the other way round. (ii) Further, C and elseC are chosen
such that (a) when executed, each of them will add zero or more elements to the same set (say X),
and (b) the set of elements added by elseC are never fewer than those of C. Thus the set X will
grow monotonically. See Section 4.5 for a formal correctness argument.

Standalone MHP Analyzer. A subset of our constraints to compute the combined points-to and
MHP analyses, can also be used to compute only the MHP analysis, by assuming the availability of
points-to analysis (computed via some off-the-shelf analyzer).

Maintaining the Inverse maps. For each statement S;, the following conditional constraints
are added irrespective of the type of S;. The constraint 1 maintains the symmetry of MHP maps.
The remaining inverse map constraints help us to accumulate information across methods.

If (S; € MHP(S;)):
1 [[Sl (S MHP(S])]]
¢
If (S; € callSites(f)):

2 1 [f € funcsAtCaliSite(S;)]
¢
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Generated Constraints

Type of S; _ Explanation
T “IMHP depends on points-to  [__]independent
The MHP info flows from S to S,.

[MHP(S1) € MHP(S2)] '7.2) When a thread starts, the statements in the
. run method of the started thread may happen in

7. Thread start: If (r € varPis(51,1)): . .
_ . bs MEP(S parallel with statements in the current method after
t.start() 1721 [thstmis(re) (S2)] the start() call. rc is typeOf (r). The constraints for
¢ populating thStmts map are explained later in this

section (see the note on auxiliary maps).

If (r € varPts(Sy,t)):
If (must(varPts(S1,t))):
If (s € MHP(Sy)):

8. Thread join: | _

If (thStmtsHA(rc).has(s) A must(s)):

When a thread is joined, the statements in the run
method of the started thread will not run in paral-
lel with statements after the join() call. Thus, in-
stead of copying all the statements from MHP(S;)
to MHP(S,), statements of the run method of the
joined thread are omitted. To ensure soundness, we
exclude a statement s € MHP(S;) from MHP(S;)

[MHP(S1) € MHP(S,)]
¢
If (r € varPts(S1,p)):

If (must(varPts(S1,p))):

9. Monitor entry: If (s € MHP(S)):

syncStart p

¢
¢

¢

¢
If (r € varPts(S1,p)):
93, { [monStmts(S1) C sync(r)]

¢

If (syncHA(r).has(s) A must(s)):
9.2 [s € mustRemoved(S)]

t.join() L ¢ only if s is guaranteed to be executed solely by the
[s € MHP(S2)] joined thread; we do so by checking that the both
¢ the predicates must(varPts(Sy,t)) and must(s)
[MHP(S;) € MHP(S;)] hold. Otherwise, all statements in MHP(S; ) are re-
P tained in MHP(S;). Note (i) thStmtsHA is the corre-
sponding map of thStmts from the helper-analysis
HA, and (ii) r¢ is typeOf (r).
If (r € varPts(S1,p)):
If (must(varPts(S1,p))):
If (s € MHP(S})):
. If (syncHA(r)-has(s) A must(s)): '9.1; When a monitor is entered, the statements
L ¢ which are in the other monitor-blocks synchro-
[[s € MHP (Sz)]] nized on the same reference as that of the current
@ monitor, will not happen in parallel with any state-

ment in the current monitor-block. To maintain
soundness, we exclude a statement s € MHP(S7)
from to MHP(S;) by checking that both the predi-
cates must(varPts(Sy, p)) and must(s) hold. Oth-
erwise, all statements in MHP(S;) are retained in
MHP(S;). Note that syncHA is the corresponding
map of sync from the helper-analysis HA.

'921 Any such statement s (that is not added to
MHP(S,)) is added to mustRemoved(S;) to be used
later at monitor exit.

'9.3, Populate the sync map using monStmts. The
constraints for populating monStmts are explained
towards the end of this section.

10. Monitor exit: [MAP(S1)) & MHP(S2)].

syncEnd p

[ (mustRemoved (monPair(S1)) U

We add MHP(S;) to MHP(S, ), along with the
statements that were removed at the monitor-entry
statement.

Fig. 9. Constraints for concurrency-related statements (start, join, monitor-entry, monitor-exit)
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Generated Constraints

Type of Sy Explanation

_ “IMHP depends on points-to  [__]independent
If (r € varPts(Sy,t)):

If (s € sync(r)):
i1 44 [s € MHP(S))]

'11.1' A call to wait () on a reference r, will release
the currently held lock on r. So, statements in all
other monitors with the same lock object as that

of wait () can run in parallel with S;. Hence, suc
¢ f wai in parallel with S;. H h
ol statements are added to MHP(S7).

If (r € varPts(S, t)): ' 112! After receiving a notification from a concur-

rently executing notify or notifyAll on r, again
the lock is acquired and the execution continues.
So, the successor of wait(), Sz executes only af-

If (s € notifyStmts(r) N MHP(S;)):
112! {1 [suce(s) € MHP(S;)]

11. Thread wait: ¢ ter a notification and the corresponding notify or
' t.wait () ' ol notifyAll node becomes a logical predecessor of
’ If (r € varPts(Sy, 1)): S, [43]. Because S, resumes execution after the

If (must(varPis(Sy, £))): notification finishes, the succ of all the concur-
’ rently executing (checked using MHP.has) notify
If (s € MHP(51)): or notifyAll (given by notifyStmts map) nodes are
If (syncHA(r).has(s) A must(s)):| transferred to MHP(S;), to account for potential
113! ¢ parallel execution.
[s € MHP(S,)] '11.3" As the lock is re-acquired before proceed-
ing, S will run in parallel with the statements in
MHP(S1), except the ones executed by taking a
lock on r. Again, we need must-information here.

¢
[MHP(S;) € MHP(S,)]

é
If (r € varPts(Sy,t)):
121! {[[S1 € notifyStmts(r)]
¢

The relevant notify and notifyAll statements are

12. Thread notify: stored in notifyStmts(r).

t.notify()
or

t.notifyAll()

Fig. 10. Constraints for concurrency-related Statements (wait, notify)

Building the monStmts map. Below are the constraints for populating monStmts map in an
inter-procedural setting. For every statement s within a monitor entry mEntry and its corresponding
exit statement mExit,

1 [s € monStmts(mEntry)], if s is a non-invoke statement

2 if s is a static invoke statement, and m is the function being invoked

If (f € reachableFuncs(m)):
[funcStmts(f) C monStmts(mEntry)]
¢

3 if s is a non-static invoke statement
If (m € funcsAtCallSite(s)):

If (f € reachableFuncs(m)):
[funcStmts(f) C monStmts(mEntry)]

¢
¢

Maintaining Auxiliary Maps. In addition to the above discussed constraints, we generate
additional conditional constraints at each function call statement S, to populate some auxiliary
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maps. Say, S, is of the form k = x.bar(...), and let func(S.) be foo (the caller method). We generate
the following constraints, all predicated on the condition r € varPts(S., x). Assume that f denotes
the function bar in the class of r (say, M).
1 Remember the call statement: [S, € callSites(f)].
2 Populate thStmts: If M is a thread-type class and bar is its run method.
If (f" € reachableFuncs(f)):

[funcStmts(f’) C thStmts(M)]
¢

3 Propagate reachableFuncs map: [reachableFuncs(f) C reachableFuncs(foo)], all functions reach-

able from f will now be reachable from foo, as well.

4.3 Constraint Solving

The constraints generated in the previous section are solved using a solver similar to that of Oxhgj
et al. [45]. The main difference is that we handle additional conditions (cardinality and existence).

We maintain a worklist of constraints, which are ready to be processed. The member constraints
are added to the worklist unconditionally. In contrast, the non-member constraints (conditional,
FunctionCall, and propagation) are added to the worklist only in response to changes in the contents
of some maps, irrespective of the order in which they are initially generated. For example, dependent
constraints arising from conditional or FunctionCall constructs are added to the worklist exclusively
due to the changes in the truth value of their associated conditions, where such conditions depend
on the contents of sets. Similarly, propagation constraints of the form LHS C RHS are added to
the worklist only when new elements are added to the LHS set. Consequently, constraints may be
added to the worklist (and processed) in an arbitrary order. However, the additive nature of the
constraints ensures that the final resulting maps are the same; the interested reader may refer to
Oxhgj et al. [45] for details.

4.4 Application of the Analysis on the Example
We now illustrate how ComPoMHP runs on the example shown in Fig. 4a. In Fig. 11, we highlight
some of the main steps of the combined analysis and the resultant maps in/after each step.

Pre-Analysis HA: Initially, pre-analysis HA is invoked to obtain information that is used to
perform must and existence condition checks (Section 4.2.2). HA concludes that mL and tL (at
Lines 9 and 26, respectively), may both point to {04, 011, 028}. The maps/sets syncHA, thStmtsHA,
nonSummaryRefs and nonSummaryStmts computed by HA using the above points-to information
(computed by the rules discussed in Section 4.2.2) are shown in Fig. 11(a). Next, we generate the
constraints for the input program and start solving them.

Initially, all the result maps varPts, fieldPts, MHP as well as the auxiliary maps (shown in Fig. 6)
are empty. We process each instruction and generate all the required constraints as discussed
in Section 4.2. Fig. 11(b) shows an illustrative constraint (for Line 9). Now, we will see how the
maps are populated on solving the constraints. Our goal is to demonstrate how the problematic
dependency of phase-ordering is resolved using our proposed combined approach.

We illustrate the constraint processing using two of the possible orders as shown in Fig. 11(c):
(i) start by processing the non concurrency-related constraints in the worklist till the worklist has
only concurrency-related constraints (Fig. 11(d)). (ii) start by processing the concurrency-related
constraints in the worklist till the worklist has only non concurrency-related constraints (Fig. 11(e)).

Initially, all the points-to and MHP maps are initialized to empty sets. At the beginning, the
member constraints for statements at Lines 3, 5 are the only constraints in the worklist. Processing
these constraints resultsint — {05}; w1 — {03} at Line 9. This in turn adds to the worklist, the non-
member constraints for statements (that depend on the points-to information of w1 and t). These
constraints are then processed sequentially. For example, processing the conditional constraint for
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the store operation of Line 4 results in the application of constraint [21) and gives 03.k@ — {04}.
This in turn adds/processes the constraint for statement Line 8 leadiﬂg to varPts(9,mL) — {04}.
Similarly, adding/processing the constraints for the store operation of Lines 10, 11, 12 does not
modify what 03.k@ points-to. Note that these statements have empty MHP at this time. Thus,
varPts(9, mL) remains unchanged in the for-loop. Similarly, the non-concurrency statements of the
methods of T class are also processed. Some of the illustrative maps are shown in Fig. 11(d).

Now, we will process the concurrency-related constraints using the FSPT information computed
so far. Processing the constraint for t.start() at Line 6 results in (i) the addition of all statements of
T:run method (see the constraints for auxiliary maps in Section 4.2) to thStmts(T); and (ii) the pro-
cessing of the constraint!72; that results in MHP(7) = {25, 26, 27, 28, 29}. This in turn gets propagated
to successor MHP(8) and then to MHP(9). Now, consider the processing of the constraints '51, '52]
for the monitor entry at Line 9 that computes MHP(10). The expression must(varPts(9,mL)) re-
turns true because varPts(9,mL) = {04} is a singleton set, and 04 € nonSummaryRefs(9) (from
HA). The elements of MHP(9), which are also present in syncHA(04), are {27, 28, 29}. The expres-
sions must(27), must(28) and must(29) return true because their enclosing function T: run is called
from only one call-site (Line 6) and Line 6 is a non-summary statement (from HA). By solving
constraint '51; for Line 9, the statements 27, 28, 29 get added to mustRemoved(9), and the remaining
elements of MHP(9) are added to MHP(10). After processing constraint 51, for Line 9, we obtain
the updated maps for mustRemoved and MHP, as shown in Fig. 11(d).

From symmetry property of MHP maps, we have MHP(25) = MHP(26) = {7,8,9, 10,11, 12, 14};
MHP(27) = MHP(28) = MHP(29) = {7,8,9, 14}. The MHP computation of monitor entry at Line 26
results in processing of constraints 's17, '92,. Similar to the computation of MHP(9) for the monitor
entry in main, must(varPts(26, tL)) is true and mustRemoved(26) = {10, 11, 12}. Hence, MHP(27)
remains {7, 8, 9, 14}. This is propagated to the MHP maps of successors: MHP(28) and MHP(29).

Because of the change in MHP maps, the constraints for statements performing heap operations
in both main and run methods will be added to the worklist and processed. Thus the effect of
MHP computation is reflected in the FSPT computation. Since the statements at lines 10-12 do
not run in parallel (MHP) with statements at lines 27-29, the points-to information for none of the
variables/fields (including the values of w1.ko, w1.k1, w1.k2, w.k@, w.k1, and w.k2) change, and
we reach a fixed point.

Say, we process the concurrency-related statements first as shown in Fig. 11(e). Since all points-to
maps are empty initially, the constraints of t.start() statement at Line 6 (which is the origin of
concurrency in the program) cannot be added to the worklist, as the points-to set for t is empty.
Hence, MHP maps are also empty. Now, performing FSPT using this MHP is the same as starting
with FSPT as in Fig. 11(d) and so results in the same FSPT and MHP information.

Final result: Fig. 11(f) shows the final result based on our proposed approach. ComPoMHP
successfully finds that (i) Lines 10-12 (B1) and 27-29 (B2) may not run in parallel and (ii) varPts(9, mL)
= varPts(26, tL) = {04}. This is in contrast to the non-combined approach discussed in Section 3
that leads to an imprecise result: (i) Lines 10-12 (B1) and 27-29 (B2) may run in parallel and (ii)
varPts(9,mL) = varPts(26, tL) = {04,011, 028}.

4.5 Correctness

We have proved the correctness argument for the constraint-generation part, and the constraint-
solving part separately. We also show that the points-to information and MHP information obtained
by ComPoMHP are sound. The details can be found in Appendix A.
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(a) After pre-pass (HA)

(c) Two different orders of processing constraints.

o syncHA(04) = syncHA(011) =
syncHA(028)={10,11, 12, 27, 28, 29}

thStmtsHA(T) = {25, 26,27, 28,29}
nonSummaryRe fs(9)={03,04, 05,028}

nonSummaryRefs(26)={03,04, 05,028}
call-sites in nonSummaryStmts={6}

¥

(b) After constraint generation

e A sample constraint

Constraint '0.1; for Line 9
If (r € varPts(9,mL)):
If (must(varPts(9,mL))):
If (s € MHP(9)):
If (syncHA(r).has(s)
A must(s)):
¢
[s € MHP(10)]

¢
[MHP(9) € MHP(10)]

9

(f) Final result

ComPoMHP is able to deduce that

B1 MHP B2
varPts(9,mL) = {04}
varPts(26, tL) = {04}

(d) First, processing non
concurrency-related constraints

(e) First, processing

concurrency-related constraints

Note: Starting MHP: V statement
s, MHP(s) = {}

e From constraints of Lines 3, 5,
wl — {03}; t — {05};

e From store of Line 4,

03.k@ — {04};

e At Line 9, 03.k@ — {04};

e Hence, varPts(9,mL) = {04};

e From the constraint for Line 23,
w — {03};

® Processing the constraint for
Line 25

03.ko — {04};

e Hence, varPts(26, tL) = {04}

Later, processing

concurrency-related constraints

o MHP(7) = {25, 26, 27, 28, 29}

e MHP(8) = MHP(9) =

{25, 26,27, 28, 29}

o must(varPts(9,mL)) is true

o mustRemoved(9) = {27, 28,29}
e Hence, MHP(10) = {25, 26}

o MHP(11) = MHP(12) =
MHP(14) = {25, 26}

e MHP (from symmetry):
MHP(25) = MHP(26) =
{7,8,9,10,11, 12, 14}

MHP(27) = MHP(28) =
MHP(29) = {7,8,9, 14}

o must(varPts(26, tL)) is true

e mustRemoved(26) = {10, 11,12}
e Hence, MHP(27) = {7,8,9, 14}
e MHP(28) = MHP(29) =
{7,8,9,14}

Non concurrency-related
constraints are again processed to
realize fixed point.

Existing FSPT: all points-to maps
are empty

® No MHP map gets populated
because for t.start() at Line 6,
the FSPT information of t is
empty

Later, processing non

concurrency-related constraints

® This reduces to the previous
scenario in (d), as the MHP maps
are empty and results in the
same points-to and MHP
information

5

5.1
As is well known [50], many context-sensitive analyses do not scale well with the added complexity

Fig. 11. Detailed run of ComPoMHP on the example shown in Fig 4a.

Discussion

Comparability of Context-sensitive Analysis in Terms of Speed and Precision

of flow-sensitivity, and therefore, researchers (especially those using Doop [9] based framework)
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intermediate-representation, which gives flow-sensitivity while updating local variables, the heap
update (for store statements) still happens flow-insensitively.

Flow-sensitivity brings in a different dimension of precision, which is incomparable to the
precision due to context-sensitivity; the precision depends on the target application. A natural
question to ask is if the precision and speed of the Doop based analysis are clearly better to that
of a context-insensitive, flow-sensitive analysis like ComPoMHP. In Section 7.2, we answer the
question in the negative and show that ComPoMHP provides an interesting alternative to the
context-sensitive flow-insensitive variants.

5.2 Composing Results from Different Conservative Analyses
Points-to analysis is typically applied to clients that fall into two categories:

(i) superset-results-clients (e.g., set of call-graph edges, possibly failing casts), where the client
result computed from points-to information is a superset (over-approximate) of the actual
run-time behavior. For instance, the call graph derived from points-to data is a superset of
the true run-time call graph.

(ii) subset-results-clients (e.g., monomorphic calls), where the result computed from points-to
information is a subset (under-approximate) of the actual behavior. For example, the set of
monomorphic calls identified from points-to data is a subset of the monomorphic calls that
occur at run time.

Consider a client K and two conservative (sound) points-to analyses X and Y, with corresponding

client results Ky and Ky. These results can be composed depending on the category of K:

(a) superset-results-clients: For such clients, the intersection Kx N Ky remains conservative.
Example: Consider the client K to be the “set of call-graph edges”: the results (say, Kx and Ky)
derived from any two different variants of points-to analyses for this client, over-approximate
the actual call-graph edges, and differ only in false positives. Intersecting these sets may
remove some of the spurious edges (the ones that are present only in one set, but not in the
other), thereby improving the precision while preserving soundness.

(b) subset-results-clients: For these clients, the union Ky U Ky remains conservative. Example:
consider the client K to be the “set of monomorphic calls”: the results (say, Kx and Ky) derived
from any two different variants of points-to analyses for this client, may differently under-
approximate the actual set of monomorphic calls. Taking the union may reduce the missed
cases, again improving precision while preserving soundness.

Such a composition can trivially lead to improved precision. Further, if the two analyses X and Y
differ greatly in their dimensions of analysis (for example, flow-sensitive+context-insensitive vs.
flow-insensitive+context-sensitive), then such composition can lead to significant precision gains.

We use this inspiration to combine the results of independent runs of ComPoMHP with the
publicly available 1-object-sensitive (D1obj) and the efficient adaptive-2-object-sensitive+heap
(Da2objH) analyses of Doop [9]; both of these are flow-insensitive analyses. (see RQ3 in Section 7.2).
5.3 Handling Other Concurrency-related Constructs of Java
We explain the proposed ideas using basic concurrency-related constructs of Java (namely, thread
creating, joining, synchronizing, notifying and waiting). Java supports many other constructs, such
as ExecutorService, ForkJoinPool, Runnable, Callable, and so on. We have handled those
constructs by appropriately mapping them (sometimes conservatively) to the constructs described
in this paper.

5.4 Scalability Issues with Flow-Sensitive Analysis

This paper presents a constraint-based solution to perform a combined points-to and MHP analysis
ComPoMHP, and a standalone MHP analysis technique PoMHP (Section 7) that can be invoked by
providing points-to analysis results computed by any independent points-to analysis scheme. It is
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well known [49, 50] that FSPT analysis does not scale well always, and in those cases, we propose
to fall back to computing points-to analysis independently, and then invoke the standalone MHP
analysis scheme.

5.5 Handling of Libraries

Similar to prior works [9, 52, 53, 57], we also specially handle certain library methods to improve
scalability and precision. For example, we skip the known side-effect free (native) methods like
java.lang.0Object.hashCode(), java.lang.0Object.<init>(), and so on. Similarly, we repre-
sent immutable objects like objects of String, Wrapper classes like Integer, Double, and so on,
by special objects and do not track the fields within them. For scalability, we handled objects of
XML libraries in a field-insensitive manner.

6 Optimizations

Considering the overheads of constraint-based analysis, especially in the context of flow-sensitive
analysis, we use a series of optimizations (many of these are known to practitioners) to make
the proposed analysis scalable. The main target of our optimizations is to reduce the number of
constraints and the amount of information being propagated during the constraint-solving phase.
6.1 Skip Uninteresting Statements

We categorize a statement as interesting if it can affect either MHP or points-to information (the
12 statements whose processing is discussed in Section 4.2); all the remaining statements are
considered uninteresting and are not included in the set Stmts (Fig. 3). Further, among the copy,
load, store statements we skip the statements that assign primitive type values.

6.2 Efficient Storage/Retrieval of Flow-Sensitive Maps

We use HashMap of Java collections framework to implement all the maps that we used in our
analysis. A naive implementation of flow-sensitive maps would maintain multi-level maps leading
to additional overheads. We explain the challenge and our solution by using varPts as an example.
Using the naive scheme, for each statement, varPts would return a map of variables to values. This
will require an additional hashmap lookup for each access. We avoid this overhead by using a
HashMap from a tuple (Statement X Variables) to values. To make it work correctly, we appropriately
override the hashCode and equals methods in the class corresponding to this tuple. Similar design
was adopted for all the flow-sensitive maps.

6.3 Propagate Only the Required Fields Inside Each Method

Trivially, in a flow-sensitive analysis, we copy all the fields across all the methods to each program
point. However, not all methods access all the fields. So we use a helper analysis to find the accessed
fields in each method; this requires understanding the fields accessed in the callees of each method.
We obtain these callees from our helper-analysis HA’s call graph.

6.4 Sparse Propagation of varPts Maps

We do an intra-procedural use-def analysis [35] where we find for each statement, the variable
definitions reaching it. We propagate varPts from a definition to only the statements where it may
be used.

6.5 Efficient Storage of MHP Information

An interesting observation in the must information calculation is that when determining whether
to exclude a statement, the statements in a method with no parallel constructs exhibit the same
behavior (either all excluded or all included), because the must(s) depends on the method itself
rather than the individual statement. This motivated us to safely treat all statements in a method
with no parallel constructs as a single unit in the MHP maps. It is safe because in such a method, all
statements share the same MHP except that an invocation statement may augment the MHP of its
successors with the parallelism of the invoked method. So, we will not be missing any possible MHP
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SNo Bench #Stmts | Size (KB) | SJ | WN | EC | Synch | Total Heap Updates | Strong Updates by ComPoMHP
1 avrora 21,030 3379 | 'Y 16 797 64
2 xalan 42,978 4403 | Y - - 8 236 72
3 sunflow 10,313 1434 | Y - - 3 249 106
4 batik 34,625 5427 | 'Y Y - 15 599 127
5 graphchi 7571 1638 - Y Y 23 206 92
6 zxing 16,039 2662 - - Y 2 264 61
7 lusearch 9649 1331 | Y Y - 16 264 80
8 jme 7896 6554 | Y Y Y 7 120 55
9 lusearch-fix 9649 1331 | Y Y - 16 264 80

10 luindex 17,306 1638 | Y Y - 58 498 167
11 pmd 27,480 13312 - - Y 4 579 56
12 lucene 5276 3686 | Y Y - 7 151 32
13 zookeeper 18,250 7680 | Y - - 9 600 124

Fig. 12. Static characteristics of the benchmarks and the number of strong updates performed by ComPoMHP.
Abbreviations used: #Stmts = Number of points-to and concurrency related statements in the reachable
application methods of benchmarks, Size = the total size of the application class files in the benchmarks, S) =
Start/Join, WN = Wait/Notify, EC: Executor/Callable, Synch = Synchronizations.

pair. Such a treatment greatly reduces the size of MHP maps and improves efficiency. Note that
while counting the number of MHP pairs, we would take into account the number of statements
inside a method, in the case that it is represented by a single statement.

6.6 Parallelizing the Constraint Generation

We observe that the generation of constraints for each method is independent of one another, and
hence, we mark the constraint generation of each method as a parallel task. These tasks were
executed in parallel by a fixed pool of threads.

7 Implementation and Evaluation

We have implemented our proposed schemes in the Soot [57] framework. We use the Plnter [25]
scheme for efficiently generating/solving the constraints. Besides the formal correctness argument
(Section 4.5), we also evaluated our code on 50 micro benchmarks covering various corner cases,
and manually verified that the generated FSPT and MHP results are correct. Our implementation
and the micro benchmarks are available on GitHub [24].

To evaluate different aspects of our analysis, we implemented three variants of our analyses:
(i) ComPoMHP: combined FSPT and MHP analysis (ii) POMHP: standalone MHP analyzer: FSPT
analysis assuming worst-case MHP analysis, followed by MHP analysis (iii) iPoMHP: Flow-insensi-
tive points-to analysis followed by MHP analysis. Overall, our implementation spanned a total of
5K lines of Java code.

Note that we do not use the implementation of SPARK+MHP analysis of Li and Verbrugge [29] in
Soot, because this MHP implementation fails to analyze any of the benchmarks under consideration,
as it requires inlining of all the functions.

We have performed an evaluation using 13 benchmarks on an Intel 2.3 GHz Xeon Gold 5218
system with 100 GB of memory, running Ubuntu 22.04.1 LTS. We took 11 benchmarks from 9.12
(DaCapo-bach) and 23.11 (DaCapo-chopin) versions of DaCapo [6] benchmark suite, and two
real-world Java projects from GitHub repositories namely, zookeeper and lucene.

As is standard [20, 54], we used TamiFlex [7] to handle reflection in these benchmarks. From the
two versions of DaCapo benchmark suites, the skipped benchmarks are those that did not work
with either TamiFlex or our implementation in Soot (errors at different stages).

Fig. 12 presents the list of the evaluated benchmarks, along with some static characteristics of
the benchmarks, and the number of strong updates performed by ComPoMHP. It shows that all
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the benchmarks have different parallelism related constructs. Further, we see that the number of
strong updates that could be performed by ComPoMHP in each benchmark is significant (geomean
24.8%, median 30.3%).

We perform an evaluation to answer four research questions, classified under two headings:
(a) Utility of the combined analysis (Section 7.1): RQ1: What is the impact of ComPoMHP on the
precision of the obtained MHP and points-to information, compared to PoMHP? (b) Utility of the
flow-sensitivity (Section 7.2): RQ2: What is the impact of ComPoMHP on the precision of the obtained
MHP and points-to information, compared to iPoMHP? RQ3: How does ComPoMHP compare to
popular Doop based flow-insensitive, context-sensitive analyses?

(c) Cost study of combined analysis (Section 7.3): RQ4: What is the cost implication of ComPoMHP?

We show the impact of ComPoMHP by using seven clients (i) Points-to set sizes: The sum of sizes
of the points-to sets of all variables and fields at the end of each method. (ii) The number of MHP
pairs: When a statement s; is present in MHP(s;), we count (sy, ;) as an MHP pair. (iii) Call-graph
edges: Number of edges in the call graph. (iv) Monomorphic calls: Number of calls where points-to
set of receiver points to objects of the same type. (v) Possibly Failing Casts: Number of typecasts
that may fail. (vi) The number of synchronizations that can be elided (a synchronization can be
safely elided if its entry does not run in parallel with the entry of any other synchronization that
shares an aliased lock variable). (vii) The number of possible races (we count an MHP pair (s, s2)
as a race if both access same heap and at least one of them is a store).

7.1 Utility of Combined Analysis
(RQ1) What is the impact of ComPoMHP on the precision of the obtained MHP and points-to
information, compared to PoMHP?

Fig. 14 gives a comparison of ComPoMHP and PoMHP, for all the clients, across the thirteen
benchmarks. We see that the gains due to ComPoMHP are visible across all the metrics.

Points-to set sizes. We see that across all benchmarks the precision has improved (between 2.3%
and 36.6%, geomean 8.2%, median 8.0%); this attests to the importance of performing the two
analyses together. We see that batik, jme, xalan, zxing, pmd show significant reduction in the sizes
of the points-to sets. Note that this improvement does not always correspond to the reduction in
the sizes of the MHP sets. For example, jme shows improvement in both these metrics, but xalan
does not. As mentioned before, this is because the exact improvement amount depends on the
characteristics of the specific benchmarks that lead to higher (or lower) dependency between the
MHP and points-to analysis artifacts.

Number of MHP pairs. We see that the precision in terms of the number of MHP pairs has
improved significantly (between 0.0% to 93.0%, geomean 3.0%, median 2.7%); this also attests to the
importance of performing the two analyses together. We see that some benchmarks like jme, avrora,
batik, sunflow and pmd show large improvements in precision, whereas some other benchmarks
like zookeeper, graphchi, luindex, lusearch show much lower improvements.

The improvements in various metrics achieved by ComPoMHP over PoMHP (and iPoMHP, dis-
cussed in RQ2) can be attributed to several factors:

(1) The use of must information enables strong updates on the heap, leading to improved points-
to precision compared to POMHP and iPoMHP. Additionally, the flow-sensitivity of variables
contributes to better points-to metrics in ComPoMHP (and PoMHP) relative to iPoMHP.

(2) The must information is also leveraged to eliminate certain false positives in MHP pairs. This
filtering occurs at three points: monitor entry (constraint 's.1), thread join (constraint 's.1),
and thread wait (constraint 713 ).

(3) The improvement in MHP metrics can further be attributed to identifying fewer compile-time
threads and more precise reachable statements within each thread (thStmts). This reduction is
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a consequence of more precise points-to information, which itself results from flow-sensitive
heap updates — an approach not employed by PoMHP and iPoMHP.

We find that the exact improvement amount depends on the benchmark: (i) scope of improve-
ment in that benchmark, and (ii) details of the specific benchmarks that lead to higher (or lower)
dependency between the MHP and points-to analysis artifacts.

For example, jme benchmark showed a significant reduction in the points-to sizes, and the
number of MHP pairs. However, in lucene benchmark, we observed no reduction in the number of
MHP pairs. We manually analyzed the lucene benchmark and found that although points-to set
sizes reduced overall (due to flow-sensitivity), these improvements did not occur at locations critical
for MHP analysis, such as thread start statements or reachable methods within threads. Further, a
closer analysis of the must information (see Section 4.2) brought an interesting insight: across all
the thread join and wait statements, the must-condition check evaluation failed for at least one of
the objects, or the statement. In the case of monitor entry statements, there were instances where
the must-condition check evaluated to true for some objects, but the corresponding MHP sets
were empty, leaving no opportunity for further filtering.

We also manually analyzed the jme benchmark. The strong updates in Fig. 12 demonstrate the
effect of MHP over FSPT. To evaluate how this MHP-enhanced FSPT further impacted MHP, we
examined the number of strong updates in the locations critical for MHP analysis, including thread
runs and their reachable methods. We found that 47% of the strong updates in jme occurred in
these locations, reducing the reachable methods and parallel statements, explaining the greater
improvement in MHP pairs.

Fig. 14 also shows the impact of ComPoMHP on the number of call-graph edges (lower the
better), the number of identified monomorphic calls (higher the better), and the number of possibly
failing casts (lower the better). We can observe that in all the cases, ComPoMHP performs better
than PoMHP. For call-graph edges, monomorphic calls, and failing casts, the improvements varied
between 0.9%-24.0% (geomean 4.6%, median 4.7%), 0.0%-3.2% (geomean 0.5%, median 0.1%), and
0.0%-53.6% (geomean 3.1%, median 1.7%), respectively.

The impact of ComPoMHP can also be seen on the number of reported possible races and the
number of elidable synchronization operations (impact varied between 0.0%-100.0% (geomean 2.5%,
median 1.9%) and 0.0%-20.0% (geomean 1.3%, median 0.0%), respectively). As discussed before, the
exact impact depends on the specific benchmarks. We have found that most of the synchronization
operations are non-redundant, and naturally the scope for their elision is less.

As an illustration of the impact of ComPoMHP, Fig. 13 shows a code snippet found in luindex
benchmark. The merge method in the class org.apache.lucene.index.ConcurrentMergeSch
eduler spawns many threads that share an object of type org.apache.lucene.index.IndexW
riter. In the method messageState of class IndexWriter, the field docWriter is read, while a
store to the same field occurs in the closeInternal method (of the same class). Both PoMHP and
ComPoMHP correctly deduce that the base variables of both these operations (at Line 4 of Fig. 13¢
and Line 4 of Fig. 13b) are aliases (overlapping points-to sets). While PoMHP concludes that the
load and store operations may execute in parallel and hence marks these accesses for potential
data race, ComPoMHP determines that these operations cannot occur in parallel, and does not flag
a data race. We explain the reasons for the same below:

The IndexWriter object is shared among main thread and spawned threads and its methods are
coordinated using wait and notifyAll for synchronization. In PoMHP, weak updates on fields (for
example, docWriter) of the shared IndexWriter object result in imprecise points-to sets. Because
of this, the analysis cannot precisely identify the objects used in wait and notifyAll calls, nor
can it accurately match specific notifyAll operations with the corresponding wait calls. Without
precise synchronization ordering between the threads, POMHP conservatively treats the load in
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1 // method in class IndexWriter

1 // method in ConcurrentMergeScheduler 2 void messageState() {

2 void merge(IndexWriter x) 3 .

34 4 . = this.docWriter;

4 ... >

5 while (...) { 63

6 .

7 t.start(); // these threads may coordinate (b) Field load
using wait and notifyAll calls inside the 1 // method in class IndexWriter
methods of IndexWriter class 2 void closeInternal(...) {

8 . 3 ..

9 3} 4 this.docWriter = ..;

0 ... 5 ...

1} 63

(a) Thread origin (c) Field store

Fig. 13. Snippet of code from luindex (from DaCapo) to illustrate spurious data race

messageState and the store in the closeInternal as potentially concurrent, leading to a spurious
race report. On the other hand, ComPoMHP performs strong updates on heap, which in turn leads to
precise synchronization ordering between the threads in this program. Consequently, ComPoMHP
concludes that the load and store operations will not execute in parallel, and hence there is no
data race.

Summary. We find that the proposed combined analysis leads to improved MHP and points-to
results across all the benchmarks.

7.2 Utility of Flow-sensitivity

(RQ2) What is the impact of ComPoMHP on the precision of the obtained MHP and points-to
information, compared to iPoMHP? We present a comparison between ComPoMHP and iPoMHP
in Fig. 14, by considering the same seven clients used in Section 7.1. We see that compared to iPoMHP
the precision in ComPoMHP has improved across all the clients and benchmarks. The improvement
in the points-to set sizes and the number of MHP pairs varied between 19.8%-85.1% (geomean 37.8%,
median 41.5%) and 0.0%-99.8% (geomean 5.5%, median 3.9%), respectively. For call-graph edges,
monomorphic calls, and failing casts, the improvements varied between 0.9%-26.8% (geomean 6.4%,
median 5.3%), 0.0%-6.1% (geomean 0.7%, median 0.7%), and 0.0%-74.2% (geomean 20.3%, median
29.0%), respectively. For number of possible races and elidable synchronization operations the
improvements varied between 0.0%-100.0% (geomean 5.1%, median 7.8%) and 0.0%-50.0% (geomean
1.3%, median 0.0%) respectively. We see that for most benchmarks (for example, avrora, sunflow,
batik and jme) where ComPoMHP showed improvements over POMHP, we see improvements over
iPoMHP as well. This attests to an interesting point that the precision improvement in the MHP
information has an important contribution from the FSPT information, and vice-versa.

The comparison between PoMHP and iPoMHP shows the impact of flow-sensitivity on the
points-to information of local variables (on the stack). Note: unlike PoMHP, the heap is updated
flow-sensitively in ComPoMHP (see Fig. 12). These gains can also be seen as the gains we can get if
we use an SSA based intermediate representation.

Summary. We find that flow-sensitivity plays an important role in improving the precision of
MHP and points-to analysis results.
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IBench| Metric iPoMHP PoMHP | ComPoMHP (A,B))
Pt set sizes| 23155 13543 12771 (44.9,5.8)

MHP pairs], 140675841 (40378729 | 37738335 (7.3, 6.6)

o CG Edges| 7015 6991 6611 (5.8, 5.5)
£ | Monomorphicl 3988 3990 3992 (0.2, 0.1)
< Failing Casts| 121 112 107 (11.6, 4.5)
Rem. SynchsT 3 3 3(0.0,0.0)
Races| 935 850 828 (11.5, 2.6)

Pt set sizes| 61807 41120 31506 (49.1, 23.4)

MHP pairs| 519483 511811 499295 (3.9, 2.5)

o CG Edges| 17127 16918 15468 (9.7, 8.6)
% MonomorphicT 8213 8280 8384 (2.1, 1.3)
* | Failing Casts] 228 193 159 (30 3,17.7)
Rem. SynchsT 8 8 8 (0.0, 0.0)
Races| 0 0 0 (0.0, 0.0)

Pt set sizes| 8814 5279 4859 (44.9, 8.0)

MHP pairs| 19568112 (19568112 | 18753734 (4.2, 4.2)

% CG Edgesl 2810 2805 2663 (5.3, 5.1)
% | Monomorphic? 1995 1995 1999 (0.3, 0.3)
2 Failing Casts| 78 65 63 (19.3,3.1)
Rem. SynchsT 2 2 2 (0.0, 0.0)
Races| 853 847 847 (0.8, 0.0)

Pt set sizes| 133735 31482 19984 (85.1, 36.6)

MHP pairs], 74199119 (66088500 (63034974 (15.1, 4.7)

- CG Edgesl 10380 10000 9540 (8.1, 4.6)
% | Monomorphic? 6723 6770 6785 (1.0,0.3)
| Failing Casts] 430 366 359 (16.6, 2.0)
Rem. SynchsT 4 4 4(0.0, 0.0)
Races| 1799 1662 1448 (19.6, 12.9)

Pt set sizes| 2012 1663 1575 (21.8,5.3)

— MHP pairs| 4484720 | 4090373 | 4025056 (10.3, 1.6)
5 CG Edges| 1512 1464 1391 (8.1,5.0)
'z:'%. MonomorphicT 1179 1180 1181 0.2,0.1)
& | Failing Casts] 11 10 0 (9.1, 0.0)
Rem. SynchsT 4 4 4(0.0, 0.0)
Races| 389 381 373 (4.2, 2.1)

Pt set sizes| 14059 9420 8231 (41.5,12.7)

MHP pairs| 25502122 [25473606 | 24562354 (3.7, 3.6)

on CG Edgesl 4020 4015 3830 (4.8, 4.7)
€ | Monomorphicl 2974 2974 2974 (0.0, 0.0)
N Failing Casts| 18 12 12 (33 4,0.0)
Rem. SynchsT 2 2 2 (0.0, 0.0)
Races| 583 548 538 (7.8, 1.9)

Pt set sizes| 5636 3730 3626 (35.7, 2.8)

MHP pairs| 184865 183215 181895 (1.7, 0.8)

g CG Edges, 2893 2823 2753 (4.9, 2.5)
§ MonomorphicT 1814 1826 1826 (0.7, 0.0)
=] Failing Casts| 30 17 17 (43.4,0.0)
Rem. SynchsT 14 14 14 (0.0, 0.0)
Races| 4 4 4(0.0, 0.0)

27
[Bench| Metric iPoMHP PoMHP | ComPoMHP (A,B))
Pt set sizes| 2194 1533 1135 (48.3, 26.0)
MHP pairs| 4446981 178823 12633 (99.8, 93.0)
. CG Edges| 2115 2036 1549 (26.8, 24.0)
£, | MonomorphicT 933 936 936 (0.4, 0.0)
Failing Casts] 38 27 27 (29.0, 0.0)
Rem. SynchsT 4 5 6 (50.0, 20.0)
Races] 237 12 0 (100.0, 100.0)
Pt set sizes] 5633 3731 3628 (35.6, 2.8)
(E MHP pairsl 184865 183215 181895 (1.7, 0.8)
=z CG Edges|, 2893 2823 2753 (4.9, 2.5)
£ | MonomorphicT 1814 1826 1826 (0.7, 0.0)
?55 Failing Casts] 30 17 17 (43.4, 0.0)
- Rem. SynchsT 14 14 14 (0.0, 0.0)
Races| 4 4 4(0.0, 0.0)
Pt set sizes] 6136 5034 4670 (23.9, 7.3)
MHP pairs| 51417139 | 51083175 | 50298692 (2.2, 1.6)
—é CG Edges| 3601 3579 3430 (4.8,4.2)
£ | MonomorphicT 2496 2505 2515 (0.8, 0.4)
= Failing Casts| 31 16 8 (74.2, 50.0)
Rem. SynchsT 12 12 12 (0.0, 0.0)
Races] 2631 2361 2238 (15.0, 5.3)
Pt set sizes| 18254 15721 14148 (22.5, 10.1)
MHP pairs| 259972590 (259312040 249906506 (3.9, 3.7)
< CG Edges|, 10761 10640 10205 (5.2, 4.1)
‘EL MonomorphicT 6721 6748 6767 (0.7, 0.3)
Failing Casts] 275 226 105 (61.9, 53.6)
Rem. SynchsT 2 2 2 (0.0, 0.0)
Races] 97592 97540 97487 (0.2, 0.1)
Pt set sizes| 1913 1570 1535 (19.8, 2.3)
MHP pairs, 5817 5817 5817 (0.0, 0.0)
4 CG Edgesl 2116 2116 2098 (0.9, 0.9)
& | MonomorphicT 707 707 707 (0.0, 0.0)
= | Failing Casts 9 9 9.(0.0,0.0)
Rem. SynchsT 6 6 6 (0.0, 0.0)
Races| 9 9 4 (55.6, 55.6)
Pt set sizes] 19677 7470 6823 (65.4, 8.7)
- MHP pairs| 70425234 | 55583901 54129569 (23.2,2.7)
& CG Edges) 9541 7682 7148 (25.1, 7.0)
< MonomorphicT 1676 1723 1777 (6.1, 3.2)
S | Failing Casts| 69 62 61 (11.6,1.7)
N Rem. SynchsT 0 0 0 (0.0, 0.0)
Races] 1155 958 954 (17.5, 0.5)

Fig. 14. Comparison of different metrics over the Points-to information and MHP information across various
analyses. (T - higher the better, | - lower the better, A- % improvement compared to iPoMHP, B-% improvement
compared to PoMHP)

(RQ3) How does ComPoMHP compare to popular Doop based flow-insensitive, context-
sensitive analyses? We compared our analysis with the publicly available 1-object-sensitive
(D10bj) and the efficient adaptive-2-object-sensitive+heap (Da2objH) analyses of Doop [9]; both
of these are flow-insensitive analyses. We used the publicly available support of the Doop tool to
perform these analyses on the older DaCapo-bach benchmark suite; we could not get the support
for the new DaCapo-chopin benchmarks, or the other two real-world applications. For all the six
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DaCapo benchmarks (luindex, lusearch, pmd, avrora, sunflow, and xalan) that we had discussed
earlier, for this evaluation, we picked the DaCapo-bach versions and ran both Doop and ComPoMHP.

In Fig. 15, we show a comparison of ComPoMHP, D1obj, and Da20bjH by using the three (call-
graph edges, possibly failing casts, and monomorphic calls) of the four clients used earlier in
this section. We could not compare the information related to the points-to-sets owing to the
difference in the representation between our implementation and Doop. For each metric, besides
the quantitative measure of how a certain analysis fares, we also show two more columns. A column
(labeled () indicating the common entries between ComPoMHP and the Doop based clients and a
column (labeled }’) indicating the result of composing (see 5.2) the results of ComPoMHP and Doop.
A quick look at the common entries indicates that there are many places where flow-sensitivity with
MHP (ComPoMHP), and context-sensitivity (D1obj and Da2objH) gave similar precision. However,
their different dimensions of precision led to one being precise at some places and the other being
precise at other places.

Comparing call-graph edges, and looking at the overall numbers, we see that for avrora, sunflow,
lunidex, and lusearch ComPoMHP performed better than both DIobj and Da2objH. In contrast,
D1iobj and Da2objH that showed comparable behavior between themselves, performed better than
ComPoMHP for xalan, and pmd. On average, ComPoMHP identified 7.4% fewer call edges than D1obj
and 8.9% fewer than Da2objH. Similarly, in the case of possibly failing casts, we see that ComPoMHP
performed better for all the benchmarks except sunflow compared to D1obj, and all except avrora
and sunflow compared to Da2objH. However, in the case of monomorphic calls, DIobj and Da2objH
performed better for all the benchmarks except lusearch. On average, ComPoMHP identified 47.4%
fewer possibly failing casts compared to D1obj, and 3.7% fewer compared to Da2objH. In the case
of monomorphic calls, on average, ComPoMHP identified 18.3% more monomorphic calls compared
to DIobj and 17.8% more compared to Da2objH.

We see that while D1obj and Da2objH both take more or less similar amounts of time, ComPoMHP
takes significantly less time, except for avrora, xalan, pmd. Also, ComPoMHP maintains a similar
trend for memory consumption, while D1obj and Da2objH take more or less similar amounts of
memory except for the benchmarks sunflow, xalan and pmd.

This points to an excellent time-precision trade-off, by taking the previous precision related
discussion into account.

Another interesting point to note is that composing the results (column labeled ) of both
ComPoMHP and the Doop-based analyses can lead to significant precision gains, by taking advan-
tage of different dimensions of analyses supported by each. For example, compared to Da2objH,
the composed results lead to a geometric mean improvement of 24.6% (median 29.0%) for call-graph
edges, 79.1% (median 80.0%) for possibly failing casts, and 58.5% (median 55.0%) for monomorphic
calls. Similarly, compared to ComPoMHP, the composed results lead to a 16.2% (median 14.0%) im-
provement for call-graph edges, 60.7% (median 72.0%) for possibly failing casts, and 27.3% (median
33.0%) for monomorphic calls. Considering the fact that the flow- and context-sensitive analyses are
known to be unscalable [49, 50], composing a fast flow-sensitive analysis like ComPoMHP, along
with a context-sensitive analysis like Da2objH, gives us a great option for high precision at an
affordable cost.

Summary. In terms of precision, we find that flow-sensitivity (enabled due to the MHP analysis)
performs better for some benchmarks and context-sensitivity for others depending on the char-
acteristics of the specific benchmark. The timing comparison shows that our proposed combined
analysis gives an option with an excellent time-precision trade-off. Further, one can use both the
analyses (ComPoMHP and DaZ2objH) to get a major boost in precision.

As is well known, context-insensitivity can get a hit (in terms of precision) when programs
have many methods that are invoked from multiple call sites, or those involving a large number of
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CG Edges Possibly failing casts | Monomorphic calls
. Analysis| Analysis
sNg Bench | Analysis | ol A s Tem) [ Al S e | N | S [Time(seciMemory(MB)
Name type
(| better)| (| better)

Diobj 6884 4931 4931 96 42 42 3388 2377 | 4503 1267 2058
1| avrora ComPoMHP | 5649 64 3492 1955 2573
Da2objH 6912 4931 4931 41 18 18 3391 2381 | 4502 1185 2057
Diobj 3796 2343 2343 49 35 35 1615 900 2634 1213 3081
2 | sunflow | ComPoMHP | 2526 60 1919 19 575
Da2objH 3797 2344 2344 12 3 3 1623 902 2640 1236 2057
D1obj 12579 10932 | 10932 259 48 48 4421 3374 | 9342 2617 4105
3 xalan ComPoMHP | 15025 156 8295 4962 8446
Da2objH 12551 10959 | 10959 228 50 50 4437 3395 | 9337 2747 5129
D1obj 4247 2950 2950 93 2 2 2498 1429 | 3584 1672 2057
4 | luindex | ComPoMHP 3430 8 2515 225 1189
Da2objH 4231 2954 2954 51 2 2 2500 1437 | 3578 611 2057
Diobj 3818 2369 2369 86 4 4 1863 977 2712 603 2057
5 | lusearch | ComPoMHP 2753 17 1826 8 470
Da2objH 3710 2361 2361 17 3 3 1830 977 2679 596 2057
D1obj 7557 6550 6550 278 13 13 3629 2636 | 7760 1218 3081
6 pmd ComPoMHP | 10205 105 6767 2805 3799
Da2objH 8238 7050 7050 278 16 16 3906 2954 | 7719 1260 5129

Fig. 15. Comparison of Points-to information of ComPoMHP vs 1-object-sensitive (D1obj) and adaptive-2-
object-sensitive+heap (Da2objH) analyses. The “()” column indicates the common (overlapping) entries with
ComPoMHP. The “}.” column indicates the effect of using the individual Doop Based analysis along with
ComPoMHP. Abbreviations: Cnt = count, CG = Call Graph, |: lower the better, T: higher the better.

polymorphic calls with multiple possible receiver types. Similarly, flow-insensitivity can get a hit
when control-flow information is critical — for instance, in applications with frequent variable/field
reassignments, where results may be overly conservative in the absence of MHP analysis. Thus, the
choice between these sensitivities depends on the specific dimension in which precision is most
needed. Our experience shows that the benchmarks have a mix of such features, thus reinforcing
the importance of both. As demonstrated above, we can get significantly better results by using
both the analyses (ComPoMHP and Da2objH).

7.3 Cost of Combined Analysis

(RQ4) What is the cost implication of ComPoMHP? To understand the cost implication of the
combined nature of ComPoMHP, we compare the analysis time and the memory consumption
of ComPoMHP (combined) and PoMHP (non-combined) in Fig. 16 and Fig. 17, respectively. The
figures show that ComPoMHP clearly takes more time (geomean 5.5X, median 2.6X) and more
memory (geomean 5.8X, median 4.3X) than PoMHP. This is mainly due to the flow-sensitive nature
of the points-to analysis component of ComPoMHP. Note that even though PoMHP includes a
flow-sensitive analysis component, it assumes conservative MHP information, and thus all the
heap updates are “weak” [46] and hence flow-insensitive. Despite the extra cost compared to
PoMHP, ComPoMHP takes reasonably comparable time and memory (significantly less for some
benchmarks) compared to a context-sensitive flow-insensitive analysis (see Fig. 15). To establish
our hypothesis that the main cause of overhead is the flow-sensitivity, we ran a simpler version of
PoMHP, named PoA, which is a standalone points-to analyzer: FSPT analysis assuming worst-case
MHP analysis. POoMHP and PoA exhibit similar memory usage, supporting the hypothesis that
additional memory is due to tracking flow-sensitive values at each program point. We found that
the additional time taken by PoMHP (compared to PoA) was comparable to the difference between
ComPoMHP and PoMHP. This observation discourages us from invoking PoMHP more than once
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Fig. 16. Time comparison; lower the better.

(by using the results of previous instance in the next) because, due to the availability of MHP
information, after the first round, POMHP can do more flow-sensitive updates, and not see any
time gains.

Looking at the analysis time and memory usage values, it is evident that both metrics follow
a similar trend across the benchmarks. Benchmarks requiring longer analysis time also tend to
consume more memory. In general, larger benchmarks (for example, xalan and batik) exhibit higher
time and memory overhead. Moreover, benchmarks involving more statements in parallelism
experience greater overhead due to the larger size of the MHP maps. For instance, although batik is
smaller than xalan (see the #Stmts column in Fig. 12), it requires more analysis time because it has
a larger number of MHP pairs compared to xalan (see Fig. 14).

Summary. We find that the combined analysis takes a hit on the execution time and memory
usage when compared to PoMHP, but mainly due to the flow-sensitive component therein. But,
interestingly the overhead is reasonably comparable to a context-sensitive and flow-insensitive
analysis. We conclude that, if the time budget is very tight to obtain MHP information we suggest
the usage of PoMHP. And if the goal is to obtain more precise points-to and MHP information, then
we suggest the usage of ComPoMHP. Further, if we can afford more time, then we can get more
precise results by composing the results of ComPoMHP with any off-the-shelf flow-insensitive
context-sensitive analysis results.

8 Threats to Validity

We now describe a few threats to the conclusions we have drawn in our evaluation, and discuss
how we have attempted to mitigate the same.

Benchmark Selection. Our results are based on the specific set of benchmarks we used for
evaluation. Hence, the findings are tied to this selection, and may not necessarily hold for other
types of programs or domains. We tried to mitigate this common external threat by including
programs from well-known benchmark suites as well as real-world applications.

Soundness and Precision of ComPoMHP. As is standard, our implementation uses TamiFlex
to resolve dynamic features like reflection, callbacks and so on. Thus, even though our proposed
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combined analysis is sound (as discussed in Section 4.5), our presented evaluation is soundy [33].
This is a standard and unavoidable internal threat to validity for analysis of Java programs with
such dynamic features.

A second internal threat arises from the fact that our proposed approach uses a pre-analysis (HA)
to compute non-summary statements and objects. Naturally, its precision will impact the precision
of the results of ComPoMHP. For our evaluation, we have used a simple pre-analysis (based on
PoA). Using a more powerful HA will only lead to further improved results.

9 Related Work

Flow-sensitive Points-to Analysis and MHP Analysis for Parallel Programs. Prior works
like that of De and D’Souza [15], Toussi and Rasoolzadegan [56] propose FSPT analysis for Java,
which can perform strong updates on heap; but they do not consider the presence of threads in
the programs. Rugina and Rinard [46] propose a pointer analysis for multi-threaded C programs.
They build an interference graph to understand the interference of threads for C programs and
use this information to perform FSPT analysis. Salcianu and Rinard [47] propose a scheme to
perform pointer and escape analysis for multi-threaded programs. In this process, they maintain a
parallel-interaction-graph which includes points-to escape information, as well as information on
threads that may be started in the current analysis region and use this information to improve the
precision of escape information. Unlike us, they use a pre-built call graph and further, they do not
consider any of the challenging concurrency constructs like join(), monitor blocks, wait, notify,
notifyAll and, hence they do not compute/maintain precise MHP information.

Naumovich et al. [43] were the first to propose an MHP analysis for Java programs. Barik [5],
Chen et al. [11], and Li and Verbrugge [29] presented extensions to the work of Naumovich et al.
to make the analysis more precise and efficient. All these analyses require pre-computed points-
to information and cannot handle arbitrary non-inlinable function calls. There have also been
tools [22, 48] that perform these two analyses one after the other.
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In contrast to all these works, we present a scheme to perform FSPT analysis and MHP analysis
together and our scheme has no requirement of inlining all the functions. Further, we do not require
a pre-computed call-graph either.

Constraint-based Analysis and Solutions. There have been many prior works that use con-
straints to perform program analysis. Andersen [1] proposed a flow-insensitive, context-insensitive
constraint based points-to analysis for C. Our chosen representation of constraints is similar to
that of Oxhgj et al. [45], who propose a type inference algorithm where the type information is
represented as inclusion constraints and solved to obtain the final types.

Recently many Doop [9]-based analyses have been proposed that specify the analysis as a
sequence of Datalog rules. The underlying Datalog engine is then invoked to derive the results.
However, prior work [50] has shown that flow-sensitive analysis does not scale well in their system.
Hence, we implemented our scheme using the traditional subset based constraints and find that
our scheme scales reasonably well.

10 Conclusion

MHP analysis and points-to analysis form two fundamental analyses for parallel programs written
in OO languages like Java. In this work, we showed that there is a phase-ordering relation between
MHP and FSPT analyses. We proposed a combined FSPT and MHP analysis, represented as inclusion-
based constraints. Our scheme can also be used to derive a practical inclusion constraint based
solution for MHP analysis, given any conservative points-to analysis results. We performed an
elaborate evaluation and showed that the combined analysis improves the precision of both MHP
and points-to analysis results, compared to a scheme where these phases are done one after the
other. We showed that given points-to information, the derived MHP analysis can be used to
compute the MHP information on real-world benchmarks with a very low overhead in terms of
analysis time. We showed that flow-sensitivity with MHP can be a scalable alternative to flow-
insensitive+context-sensitive analyses (like the ones implemented in the Doop [9] framework) for
parallel programs. Furthermore, by composing both the variants, we achieve substantial precision
gains, making this approach highly promising for practical parallel program analysis.
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Correctness

We now present an argument that the points-to information and MHP information obtained by
ComPoMHP are sound. For soundness, we first focus on the possible issues that may arise due to

, Vol. 1, No. 1, Article . Publication date: July 2026.


https://doi.org/10.1145/301618.301645
https://doi.org/10.1145/379539.379553
https://doi.org/10.1145/379539.379553
https://doi.org/10.1561/2500000014
https://doi.org/10.1145/1926385.1926390
https://doi.org/10.1145/1926385.1926390
https://doi.org/10.1145/2854038.2854043
https://github.com/wala/WALA
https://doi.org/10.1145/3302516.3307359
https://doi.org/10.1145/3377555.3377902
https://doi.org/10.1145/3377555.3377902
https://doi.org/10.1145/1128022.1128042
https://doi.org/10.1109/ICCKE.2014.6993367
https://doi.org/10.1109/ICCKE.2014.6993367
https://doi.org/10.1145/1014194.800942
https://doi.org/10.1145/320384.320400
https://doi.org/10.1145/320384.320400
https://doi.org/10.1109/ACCESS.2020.3016758
https://doi.org/10.1109/CGO.2005.2

36 Ramya Kasaraneni and V. Krishna Nandivada

the new conditional constraints involving cardinality conditions. Consider a conditional constraint
involving cardinality condition |S| == 1 and the then constraint C; and the else constraint C; as
shown below:

If (IS| == 1):

G

G
Since the constraints can be processed in any order, we may have processed C;, when the first
element got added to S, and if later one or more elements get added to S, then the condition becomes
false and C, will also be processed. But since |S| > 1, it is expected that C, alone should have been
processed. This is unlike other regular inclusion conditions (of the form O; € A) in conditional
constraints, where the condition will never change from true to false. We now present an argument
that such a scenario with cardinality conditions, does not affect the precision and soundness of our
solution, because of the way in which we use these cardinality constraints.

LEmMMA A.1. The cardinality conditions in the constraints do not affect the soundness of the solution.

Proor. (Sketch) In our formulation, a cardinality condition cond may only be of the form |S| ==
1, and may appear only in conditional constraints of the following form, where X C Z:

If (cond):
[X € Y]
[Z cY]

Thus, even if the condition turns from true to false, no unwanted elements flow into Y, nor any
expected element is missing from Y. Hence, the soundness of the analysis isn’t affected. We now
detail the proof for the same.

Consider a set S, and assume that the following cardinality constraint Cy, where X C Z, and S is
a set, has been triggered to be processed:

If (S| == 1):
[X € Y]
[Z cY]

Say, currently |S| = k. We may get unsound results if the truth value of the cardinality condition
changes from true to false and the set of elements of Y decreases (instead of increasing monotoni-
cally).

We now show that such a scenario is guaranteed to not occur, by considering the three possibilities

based on the value of k: k =0,k =1,and k > 1.

(1) Case k = 0: That is, S is empty. Such a conditional constraint is always nested inside a
membership constraint on S, and is triggered only when an element gets added to set S.
Hence k = 0 is a contradiction.

(2) Case, k = 1. The cardinality condition becomes true and the elements of X get added to
Y. Now, say, in future, |S| becomes > 1 (due to some element/s getting added to S) and the
condition becomes false:

(a) The constraint Cy gets triggered again and now the else part gets evaluated which adds
some additional elements to Y (as X C Z). This does not lead to any unsoundness, as the
set of elements of Y has only monotonically increased (not decreased).

(3) Case k>1: The cardinality condition can never become true in future.
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Correctness: Constraint Generation

THEOREM A.2. As is standard, each runtime object O, has a corresponding abstract object O,; say,
we represent this relation by O, = p(O;). The proposed combined analysis has the following three
properties:

(1) For any given variable v, at runtime if at statement s, v points to an object O,, then p(O,) €
varPts(s, v).

(2) For any runtime object O,,, if at statement s, O,,.f points to an object O,,, then p(O,,) €
fieldPts(s, p(Or,), f).

(3) During execution, if a statement S; may run in parallel with S, then S, € MHP(S;) and
NES MHP(Sz)

ProoF. (Sketch) The proof can be obtained via contradiction that if any of the properties is
violated, then the corresponding varPts or fieldPts or MHP maps must have certain missing elements
at some statement S. This in turn would indicate that the statement that should have added the
element was not processed/present in the program and hence a contradiction. This can be obtained
by doing an induction on the sequence of statements and performing a case-analysis on each of
the possible forms of the additional statement considered at the induction basis and the inductive
step. We can obtain such a result because, the points-to/MHP information reaching the successor
of any statement S is only due to the impact of S or due to the impact of the statements running in
parallel with S (MHP(S)), and our proposed constraints represent all such relations. We now detail
the proof.

The points-to related constraints (shown in Fig. 8) are all standard except .1) and 1), which use
MHP information. So, it suffices to prove the correctness of MHP generating constraints, along
with these two constraints.

Consider a finite sequence of statements Seq. Let the i*" statement in Seq be denoted as ;.

We will prove the correctness of the constraints by induction on the number of statements processed
in Seq.

Base case. If n == 0, The maps varPts, fieldPts, MHP contain the initial values and hence are
correct.

Induction hypothesis. Let us assume that there exists n > 0, such that the Theorem A.2 holds
for the first sequence of n statements in Seq. That is, the varPts, fieldPts, MHP at S; (i < n) are
correct.

Induction step. We will now show that if the induction hypothesis holds, then the theorem will
hold for any successor Sy of S,,. For any of the concurrency-related statements, they themselves do
not affect the varPts, fieldPts maps; thus, the theorems A.2[1,2] are true for Sy as they are true for
Seqn. We will focus on the correctness of MHP maps for these statements. Similarly, for the load
and store statements (rules 31) and [21)), we will only focus on the correctness of the varPts, fieldPts
maps. - -

First, we will prove the correctness of the MHP maps (by contradiction), by focusing on the
concurrent statements processed in Fig. 10. Say, we claim that there exists a statement s which runs
in parallel with Sy during run time, but s ¢ MHP(Sy).

(1) Say, S, is a thread-start statement.
Since s runs in parallel with Sy, s should either
(a) run in parallel with at least one of its immediate CFG predecessors, or
(b) be added by the thread-start statement during run time, or
(c) Sy is a wait instruction and s started running in parallel with it, after the wait instruction
released the held lock.
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For case (c), since rule '111' ensures that all the monitor statements are added to the MHP set
of Sy, it cannot be true. For cases (a) and (b), based on the induction hypothesis, the possible
options for the claim to be true do not arise, due to our handling of S, as described below.
(i) If s runs in parallel with S, then according to the induction hypothesis s € MHP(S,). If
s € MHP(S,,) then as per constraint [7.1], s € MHP(S,). A contradiction.

(ii) Say, s is added by the start statement, but s ¢ MHP(S,). Then it means that s ¢thStmts map.
But constraint 7z, ensures that if s is present in the run method of the thread, or any of its
reachable methods, then s is present in thStmts. A contradiction.

(2) Say, S, is a thread join statement (of the form ¢.join()).
Since s runs in parallel with S, and S,, is not a thread-create statement, s should either (a)
have been running in parallel with S, (an immediate CFG predecessor) at run time, or (b)
Sx is a wait instruction and s started running in parallel with it, after the wait instruction
released the held lock. The analysis for (b) is similar to the analysis of case 1(c).
We now analyze case (a):
By the induction hypothesis, we know that s € MHP(S,,). If s € MHP(S,) and s ¢ MHP(S)
= s is in the set of statements to be not carried forward from MHP(S,) to MHP(S,). It implies
that as per constraint 's1, the predicates involving must, and thStmtsHA must have been true.
Recall that the must conditions for a set of references, and a statement, respectively, are as
follows.
For a points-to set A,

must(A) = (JA| == 1 A nonSummaryRefs(S;).has(x)), where x is the element in A
Given a statement s,

must(s) = (|callSites(func(s))| == 1 A nonSummaryStmts.has(x)),
where x is the element in callSites(func(s))

We get nonSummaryRefs, thStmtsHA and nonSummaryStmts from the helper-analysis HA
which computes a conservative over-approximation, and is therefore sound.

From the Lemma A.1, processing constraints involving cardinality conditions does not lead
to unsoundness.

This shows that s is guaranteed to be removed from the MHP information, it means that s
indeed cannot run in parallel with Sy, which is a contradiction to the claim that s runs in
parallel with S, at run time.

(3) Say, S, is a syncStart statement (of the form syncStart p). The proof for this case follows an
argument very similar to case 2 (join statement) above. The main difference is that rule 's:7
explicitly stores the mustRemoved information and it uses syncHA, instead of thStmtsHA.

(4) Say, S, is a syncEnd statement (of the form syncEnd p). Two sub-cases arise:

(a) either s was running in parallel with S, (an immediate CFG predecessor of S,), or s was
running in parallel with the corresponding monitor-entry statement. Both these lead to a
contradiction, as per rule [101], MHP(Sx) should have included s in either case.

(b) S is a wait instruction and s started running in parallel with it, after the wait instruction
released the held lock. This leads to a contradiction using the same argument given in 1(c).

(5) Say, S, is a notify or notifyAll statement. This case is trivial, as the rule'21' does not do any
special handling of MHP information, and simply makes sure that MHP(S,,) € MHP(Sy). In
addition, this rule helps update the notifyStmts map.

(6) Say, Sy, is a wait statement of the form t.wait(). We will again prove the correctness of the
MHP map by contradiction. Say, we claim that there exists a statement s which runs in parallel
with S, during run time, but s ¢ MHP(S,). There are two sub-cases:
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(a) s runs in parallel with a notify (or notifyAll) statement matching the wait statement. Since
rule 712! is guaranteed to be applied, it leads to a contradiction.

(b) s is not added to MHP(Sy) due to rule 115 The analysis for this case follows the same logic
as that of case 2, and will lead to a contradiction.

We now will prove the correctness of the varPts and fieldPts maps (by contradiction) by focusing
on the load and store statements defined in Fig. 8. Note that the remaining statements are standard
and do not get impacted by MHP information, as they only modify the local variables - not shared
across the threads.

(1) Say, S, is a load statement of the form a = b.f.
Say, at runtime, variable a may point to O; at Sy, but varPts(Sy, a) does not include p(Oy).
Say, at runtime just before executing S, b points to O and Oy.f points to O; — must have
been set by the current thread or one of the threads running in parallel. Based on the
induction hypothesis, p(Op) € varPts(S,, b), and p(O,) € fieldPts(S,, p(Op), ) Uvsemur(s,)
fieldPts(s, Op, f). Rule 1) implies that p(O,) € varPts(Sy, a). A contradiction.
(2) Say, S, is a store statement, of the form a.f = b.
Say, at runtime, variable b may point to Oy, variable a may point to O, and O,.f points to
Oy at Sy, but p(O1) ¢ Urevarpis(s,,a) fieldPts(Sy, r, f). Based on induction hypothesis, p(O,) €
varPts(Sy, a), and p(Op) € varPts(S,, b). Two sub-cases arise:
(a) Ob = Ol.
Rule (1) (irrespective of the condition) ensures that p(O;) € fieldPts(Sy, p(O,), f). A
contradiction.
(b) Op # Oy.
This case can arise, if a statement S, in another parallel thread has written to O,.f. It implies,
based on the induction hypothesis, S, € MHP(S,) and p(O;) € fieldPts(Sy, p(Oy), f).
Again, Rule (21) ensures that p(O;) € fieldPts(Sy, p(Oq), f). A contradiction.

]
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