CS6846 — Quantum Algorithms and Cryptography
Building Public Key Encryption

Instructor: Shweta Agrawal, [IT Madras
Email: shweta@cse.iitm.ac.in

1/1



-
4“”“0 Kbn émytj P{q o

A

5@0{&1 ‘\_\_La 7301 meber ()
Caggon /5ekop (37] =7 855
EV\LY\“’)\’ &VK ’Wb) - T
Devryp (et 5K) — m

w 4 Keygen Encriypt L Becryrt
oAL W honesHy J showtd retover
v Q’“‘ -m \UK sk) = Keggen ()
eT e Eneryp (PR ) z L-
m e Betrypt (e7, 5% .

2/1



5¢wvi«‘\j (ve-CPR):  An Brcryphon  Schame i
coid b be NO-CPA Secwne  ff e PrT
ok &f 50 v lnlou won - N ﬁliﬁlble od vantoge
e ;fg[lawmo3 %me ‘

) . UM\N-MOY %wuaﬁo U’K, sK) = k@ﬁ%oz)
A qives Ao A

fn
2). s Urp05e S M, b M Ux, some  leng

3): C@vﬂlew thoose s b e 3001 & give
CTr = Encﬁjp{*’(PK,Mb) o A

Lt) N o\/d’p\d” L' e 2.9 lj L wms f b'=b.

3/1



V—OPA

The Sthume is 5"(’"”"' va ¢  cammor  win e

o~ LA oéame wiTW  probobilivy vwn—ms;liﬂibly

bd(hf fwon '/&

Aduy0)- [F 69 ~4]

ok g, () ro b w4
be MY

Ditbe-Hellmon assmmpﬁon (DDH)

m A

let G be

De USIon

Iy ﬁb&dA L ﬂ{gwp 4 'r)]’um [y oy LA Cb ) 2 / Lhe DTDH

Ak | g \d o 4181V buhons P“-‘(
fAA Ump o hold 5 ﬁg o ) S?g\,\MMY

D, = §( 07 973 J [ av =g

/
Ounsohr 9( - ?/(_1 V(} ! b %C) t a, b, C & Z/ci/j
e tompuk ahonoliy w\kw%h«ﬁ wshakle (1-e. v PPT VKL)

477



E\ G"MO-L Ev\cY\ﬂ')Hoﬂ-

? L, S% —
Kegen (17) = F g e o b woite g 04
- (nwo%e o F o .

- 4 um p‘m oL e /Z a, ( OMP—L&(JL %
pl= (9, X=8° ) sk= (%
- CT1
_ ", )
E“CYWLFK' ) ¢ C X=F a
> M & o . x,‘ ; 3:
- Chood ¢ ho e q, » l/.“
b 0 - M-
S et C= CL 3 C. wheve |~ g ' ~2” t_t X
YV
K, L0 2
euxukpk (/S , o \ .
L2/ « _ M- X - M- 9 - M
/ e T xn

Cﬁﬁad’v\e 55 folds.

5/1



Secuvi iy
Tweore: dne UQMQL inc‘f‘tf”don ctheme  sahsfies
‘
NP~ cPA secwri\-\é 'Hr e DOH wﬂf"hbn
holds i~ PP G
/?_Ygﬁ~ Suppose & v am advers ony i
Mn-ﬂe%\\%ib\e adv ontoqe & We will constyuct

0 roY: Rl dib\’in%uisb\ev @ Here, @ takes as
A

T‘;L%"‘MD" ‘
\A] \(\‘)w" (%, %"*‘ gbl —r) whey € A, b e y%
h* .
And T = ab oY T s Yandom in G-

@r’b Uooses P o2 C‘J: nga)
@ o 0w(’\0W+3 M, , M € G

)

6/1



R
@ ® U,m?ms e tipherdext
b .
Cl: C-) I C’R = Mb T

' s b'
e ok, owtew
@ \A %ch ’ O\A;(‘P(/(_fs 1

" Vst (e T )
@ 3§ beb, ™ e “ wa’r’"

else ¥ 50.Aa> \\YaMom L\& 3>

ob
= = M.
B 5“ Co v 4
N 9 Cp = M, Rowdom
- C, is wsef vaadom
/ \‘ — Do N b - b ‘ T’ _ %&LE)
Vs L@ 3 | 1‘ =9

7/1



\‘jw'uu‘) gufﬁ \9\)3 e

™

8/1



