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Digital Signatures from LatticesApplication: Digital Signatures [GentryPeikertVaikuntanathan’08]

I Generate uniform vk = A with secret ‘trapdoor’ sk = T.

I Sign(T, µ): use T to sample a short z 2 Zm s.t. Az = H(µ) 2 Zn
q .

Draw z from a distribution that reveals nothing about secret key:

I Verify(A, µ, z): check that Az = H(µ) and z is su�ciently short.

I Security: forging a signature for a new message µ⇤ requires finding
short z⇤ s.t. Az⇤ = H(µ⇤). This is SIS: hard!
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