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Abstract

Evasive LWE (Wee, Eurocrypt 2022 and Tsabary, Crypto 2022) is a recently introduced, popular
lattice assumption which has been used to tackle long-standing problems in lattice based cryptography.
In this work, we develop new counter-examples against Evasive LWE, in both the private and public-
coin regime, propose counter-measures that define safety zones, and finally explore modifications to
construct full compact FE/iO.

Attacks. Our attacks are summarized as follows.

¢ The recent work by Hseih, Lin and Luo [HL.L23] constructed the first ABE for unbounded depth
circuits by relying on the (public coin) “circular” evasive LWE assumption, which incorporates
circularity into the Evasive LWE assumption. We provide a new attack against this assumption
by exhibiting a sampler such that the pre-condition is true but post-condition is false.

* We demonstrate a counter-example against public-coin evasive LWE which exploits the freedom
to choose the error distributions in the pre and post conditions. Our attack crucially relies on
the error in the pre-condition being larger than the error in the post-condition.

* The recent work by Agrawal, Kumari and Yamada [AKY24a] constructed the first functional
encryption scheme for pseudorandom functionalities (prFE) and extended this to obfuscation
for pseudorandom functionalities (prlO) [AKY24c] by relying on private-coin evasive LWE.
We provide a new attack against the stated assumption.

* The recent work by Branco et al. [BDJ"24] (concurrently to [AKY24c]) provides a construction
of obfuscation for pseudorandom functionalities by relying on private-coin evasive LWE. By
adapting the counter-example against [AKY?24a], we provide an attack against this assumption.

* Branco et al. [BDJ"24] showed that there exist contrived, somehow “self-referential”, classes
of pseudorandom functionalities for which pseudorandom obfuscation cannot exist. We develop
an analogous result to the setting of pseudorandom functional encryption.

While Evasive LWE was developed to specifically avoid zeroizing attacks as discussed above, our
attacks show that in some (contrived) settings, the adversary may nevertheless obtain terms in the
zeroizing regime.

Counter-measures: Guided by the learning distilled from the above attacks, we develop counter-
measures to prevent against them. Our interpretation of the above attacks is that Evasive LWE, as
defined, is too general — we suggest restrictions to identify safe zones for the assumption, using which,
the broken applications can be recovered.

Variants to give full FE and iO. Finally, we show that certain modifications of Evasive LWE,
which respect the counter-measures developed above, yield full compact FE in the standard model.
We caution that the main goal of presenting these candidates is as goals for cryptanalysis to further
our understanding of this regime of assumptions.
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1 Introduction

A central goal in the theory of cryptography is to seek principled new assumptions to push the boundaries
of feasible functionalities. One of the most action-packed research areas in this context over the last
15 years has been that of encrypted computation. Starting with Gentry’s breakthrough work on Fully
Homomorphic Encryption [Gen09], which was based on a non-standard lattice problem (which was
subsequently shown to have problems, see for instance [CDPR16]), large strides have been taken in
developing creative new solutions for primitives in this domain. Typically, the first candidate of a primitive
is proposed from a new, non-standard assumption, subsequent to which, either (i) the construction and
proof provide insights into improving the assumption until finally (often over a sequence of works), we
obtain a construction from a well-understood assumption(s) or (ii) the assumption is subject to rigorous
cryptanalysis, vulnerabilities are uncovered (again, often over a sequence of works) leading to either a
stable assumption or, sometimes, only candidates with questionable/no security. Examples of (i) are
FHE [BV11, GSW13] and iO [JLS21], examples of (ii) where a stable assumption was found are ROM
[BR93, CGHO4], NTRU [CS97, ABD16, PMS21, KF17] while an example where a secure candidate has
not yet been found post cryptanalysis is multilinear maps [GGH13] (although the situation is mitigated
somewhat by the weak multilinear map model [GMM " 16a]). Along the way, we may also find applications
of these assumptions, or variants thereof, to primitives other than the one originally being sought.

The present work follows direction (ii) above, by undertaking a systematic study of one of the
most promising new lattice assumptions proposed in recent years — Evasive LWE [Wee22, Tsa22].
Originally proposed to give the first constructions to the long-standing problems of lattice-based broadcast
encryption [Wee22] and witness encryption [Tsa22, VWW22], evasive LWE has been instrumental
in making progress in several other challenging questions in lattice based cryptography, for instance
[HLL23, AKY24b, WW24, WWW22a, MPV?24a]. There has also been some progress in cryptanalysis by
the very recent work of [BUW24].

In this work, we extend the study of Evasive LWE by developing several new counter-examples for
different versions of the assumption, distill our learning into counter-measures that define safety zones,
and finally, based on this new (as yet incomplete) understanding, explore modifications that allow us to
interpolate the realm of evasive LWE and the realm of, the typically much more challenging, Functional
Encryption (FE) and Indistinguishability Obfuscation (iO).

Functional Encryption and Friends. Functional encryption is a generalization of public key encryption
where a ciphertext is associated with a vector X, a secret key is associated with a circuit f and decryption
enables recovery of f(x) and nothing else. The related primitive of program obfuscation seeks to
garble programs while preserving their input-output behaviour. Indistinguishability Obfuscation (iO) is a
particular instance of obfuscation which provides the following indistinguishability-style guarantee: given
two circuits Cg, C; such that they have the same size and compute the same function, and an obfuscation
of one of them chosen at random, a bounded adversary cannot distinguish between the two cases. A
line of exciting works uncovered the power of 10, showing that it can be used to instantiate almost every
known cryptographic primitive [BGIT01, GGH" 16, JLS21].

Another very important and much-studied primitive in the regime of encrypted computation is
Attribute Based Encryption (ABE). ABE is a special case of FE that enables fine grained access control
on encrypted data. In ABE, the ciphertext is associated with a public attribute x and a secret message 1,
the secret key is associated with a circuit f, and decryption succeeds to output m if and only if f(x) = 1.
Security posits that an adversary should be unable to distinguish between an encryption of (1, x) and
(m1,x), given secret keys for functions f; so long as f;(x) = 0 for all i. The restriction that the adversary
may only request non-decrypting keys makes ABE significantly easier to construct than the more general
FE, where the adversary can also request keys that decrypt challenge ciphertexts (so long as the output of
decryption does not reveal the challenge bit). Indeed, ABE for circuits has been known for over a decade



from the very well-understood and widely believed Learning With Errors (LWE) problem. On the other
hand, FE for circuits has only been recently constructed [JL.S21] and relies on multiple assumptions that
must work closely together to achieve the desired goals. Notably, one of the assumptions required for FE
is based on bilinear maps, which makes the construction insecure in the post-quantum regime. However,
even notwithstanding the question of quantum hardness, it is believed important to explore constructions
of FE from different assumptions.

Evasive LWE. The evasive LWE assumption was introduced independently by Wee [Wee22] and Tsabary
[Tsa22] to interpolate assumptions underlying lattice based iO on the one hand (which are considered
unstable) and solid assumptions like LWE on the other (which are very stable but afford limited power).
At a very high level, the main rationale for introducing the Evasive LWE assumption was the following:
all prior attacks on lattice based iO pertained to the so-called “zeroizing regime” where the adversary may
obtain a large number of equations in low norm secret values over the integers, which can then be somehow
solved to recover the secrets. Evasive LWE was defined to carefully sidestep the zeroizing regime in its
entirety — this was done by ensuring that the attacker only obtains large norm values which wraparound
the modulus. The hope was that this assumption would allow to make progress on some long-standing,
presumably “intermediate” level hard problems such as broadcast encryption from lattices without going
all the way to FE/iO. The evasive LWE assumption generated a lot of excitement in the community of
lattice based cryptography since it was simple and general and enabled progress on challenging problems
which had resisted progress for many years.

In more detail, the evasive LWE assumption roughly says that if
(B, P, s’B+ef, s'"P+e}, aux )~ (B, P, § $ aux)
where $ represents random, then
(B, P,s'B+e}, B'(P), aux)~ (B, P, $ B '(P), aux)

Above B~!(P) refers to a low norm matrix, say K, such that BK = P mod g. Evidently, given
K = B 1(P) and s"B + e, the adversary can compute s"P + e[ K. Here, the error efK is not i.i.d,
unlike its counterpart e}, in the pre-condition. As discussed by Wee [Wee22], irregularities in the error
distribution can be very dangerous for LWE security, but the hope here is that the large masking term s™P
prevents any exploitation of this correlation.

An important distinction between variants of Evasive LWE are “public-coin” and “private-coin”,
where the former means that the randomness used by the sampler is made available to the adversary,
and the latter means that the sampler’s random coins need to be hidden from the adversary. So far,
counter-examples have been developed in the stronger private-coin setting but we did not know of any
attacks in the public-coin setting.

1.1 Our Results

In this work, we develop new counter-examples against Evasive LWE, in both the private and public-coin
regime, propose counter-measures that define safety zones, and finally explore modifications to construct
full compact FE/iO.

Attacks. Our attacks are summarized as follows.

* The recent work by Hseih, Lin and Luo [HLL23] constructed the first ABE for unbounded depth
circuits by relying on the (public coin) “circular” evasive LWE assumption, which incorporates
circularity into the Evasive LWE assumption. We provide a new attack against this assumption by
exhibiting a sampler such that the pre-condition is true but post-condition is false.
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* We demonstrate a counter-example against public-coin evasive LWE which exploits the freedom
to choose the error distributions in the pre and post conditions. Our attack crucially relies on the
error in the pre-condition being larger than the error in the post-condition. We remark that Wee’s
original work [Wee22] suggested using a larger error in the post-condition for a more conservative
assumption, but we are not aware of any attack that formalizes this intuition.

* The recent work by Agrawal, Kumari and Yamada [AKY?24a] constructed the first functional
encryption scheme for pseudorandom functionalities (prFE) and extended this to obfuscation
for pseudorandom functionalities (prlO) [AKY24c] by relying on private-coin evasive LWE. We
provide a new attack against this assumption by exhibiting a sampler such that the pre-condition is
true but post-condition is false.

e The recent work by Branco et al. [BDJ"24] (concurrently to [AKY24c]) provides a construction of
obfuscation for pseudorandom functionalities by relying on private-coin evasive LWE. By adapting
the counter-example against [AKY?24a], we can also attack their assumption by exhibiting a sampler
such that the pre-condition is true but post-condition is false.

» Branco et al. [BDJ"24] showed that there exist contrived, somehow “self-referential”, classes of
pseudorandom functionalities for which pseudorandom obfuscation cannot exist. We develop an
analogous result to the setting of pseudorandom functional encryption!.

While evasive LWE was developed to specifically avoid zeroizing attacks as discussed above, our attacks
show that in some (contrived) settings, the adversary may nevertheless obtain terms in the zeroizing
regime.

Counter-measures: Guided by the learning distilled from the above attacks, we develop counter-measures
to prevent against them. Our interpretation of the above attacks is that evasive LWE, as defined, is too
general — the attacks rely on malicious samplers that exploit the structure of P or the error distribution to
create problematic leakage. However, in the real world, the precise choices of parameters such as P and
error distributions are made by honest parties which makes it meaningful to restrain the assumption to
sidestep these barriers. We suggest restrictions to identify safe zones for the assumption, within which,
we conjecture that the assumption still holds and the broken applications can be recovered.

Variants to give full FE and iO: The study of attacks and counter-measures sheds light not only on the
weaknesses of evasive LWE but also on its strengths. To deepen our understanding of this regime of
assumptions, we explore variants and show that certain modifications of evasive LWE (which make it
“non-evasive”), that respect the counter-measures developed above, yield full compact FE in the standard
model. We caution that the main goal of presenting these candidates is as goals for cryptanalysis to further
our understanding of the assumption. While evidently evasive LWE is itself not on stable grounds yet, we
find it interesting to study how far it is from FE/iO.

2 Technical Overview

2.1 Attacks

Attack when Pre-Condition has Larger Error. We start with describing an attack against evasive
LWE in the public coin regime, since this is the simplest attack we present in this paper. Our attack
works in the setting where ||ep|| > ||efK]|. Intuitively, having this condition makes the assumption less

Recall that while functional encryption implies obfuscation (even in the present setting [AKY?24c]), this is with exponential
loss.



reliable, since the post condition adversary can recover sTP + ef K, which is with much smaller noise
than the pre-condition noise ep. Our attack here confirms this intuition by showing that there is a concrete
choice of parameters for which there is an explicit attack even in the public coin regime.

Our attack works in the setting where the modulus g is set to be § = pr for prime numbers p and r.
The sampler chooses random D € [0,7 — 1] and sets P = pD mod g and aux = D. Furthermore, in
this example, s is a short Gaussian vector. How to choose other parameters will become clear through the
discussion below. We first show that the precondition holds. Even given (B, P, aux = D), we have

(sB+ef,sPref) = (sTB+ef,s’(pD)+ef) 1)
~; (sTB+el,sT(pD)+s'D +el) where D' < [0,p — 1] (2)
= (sTB+ef,s"F+e]) whereF « ngg 3)
R (cB < ZJ',cp < Z) @

In the above, Equation (1) follows by definition, Equation (2) by the smudging argument, where we need
lep|| > [|sTD’|| so that e}, smudges sTD’, and Equation (3) from the fact that pD + D’ is distributed
uniformly at random over ngg, and Equation (4) from the LWE assumption. We then observe that the
post-condition does not hold. Namely, we have to show that the following distributions are distinguishable:

(B,P,cfy =s™B+ef,K,D) and (B,P,cf Z;’Z, K,D) where K < Bfl(P).

In the above, B~ (P) denotes short Gaussian distribution whose output satisfies BK = P. To see this,
observe
cgK = (sTB+ef)K = psTD + e[ K mod 4.

holds when the given terms are from the LHS distribution. By taking modulo p of the above value, we get
efK mod p. For the attack to work, we take p large enough so that we have ||e;K|| < p. This allows
us to recover e[ K over the integers, which in turn allows us to recover e[, by solving linear equations.
This completes the description of the attack. Recall that in order for the above attack to work, we need
legK]|| < pand |ep|| > ||sTD’||. Since each entry of D’ is chosen uniformly at random over [0, p — 1],
the norm of ep should be much larger than p. These imply that we need ||ep|| > ||eK|| for the attack.
Please see Section 4.2.1 for more details.

Second Attack when Pre-Condition has Larger Error. One may argue that our first attack is contrived
because P falls into the ideal generated by p in Z,. By modifying the sampler, we also show another
example of an attack where P is uniformly random over ZZXZ. The counter-example works in a similar
setting where g = pr for prime p and r and s is short. In this example, the sampler chooses random
AezZpm De|0r— 1], and E € {0,1}"*¢. Then, it sets P = AE + pD and aux = (A, D, E).
This is a public coin sampler, since there is no hidden coin that the sampler uses that is not shown to
the adversary. We can see that AE is distributed uniformly at random by the leftover hash lemma and
thus so is P. In this example, pre-condition and post-condition adversary will be given additional term
of ca, which is either sTA + e or random, similarly to the original formulation of evasive LWE by
Wee [Wee22]. We next show the precondition. Even given (B, P, aux = (A, D, E)), the following holds:

(sTB+ef, sTA+el, sTP+e})

(sTB+ef, sTA+e), s"(pD+ AE) +e}) 5)

(sTB+ef, sTA+e)}, sT(pD + AE) + e E + e}) (6)
= (sTB+ef, ¢y =sTA+e), sT(pD) + e} + c,E)

(sTB+ef, ¢k =sTA+e}, sT(pD) +s™D’' + e} + cyE) where D’ < [0,p — 1]"*¢

(sTB+eg, cy =sTA+e), sTF+e] +c E) where F ZZ”

(

cg — 2], ¢} <—Zm, cp <—Zfl)



In the above, Equation (5) follows by definition, Equation (6) by the smudging argument, where we need
lep|l > ||eLE|| so that e} smudges e} E. The rest of the indistinguishability follows smilarly to our
first counter-example. We then proceed to show that the post-condition distributions are distinguishable.
Namely, we show that the following distributions are distinguishable given (B, P,aux = (A, D, E)):

(cg =s"™B+ep,cy =sTA+e), K) and (cg< Z,c) + Z7,K) where K<« B~1(P).

For the attack, the distinguisher computes ¢} K — ¢} E. If the terms come from the LHS distribution
above, we have

ctK—c E= (s"B+e[)K— (sTA+ e} )E=sT(pD + AE) + efK — (sTA+ e}, )E
=sT(pD) — e ,E+efK.

Similarly to the case of our first attack, by taking modulo p, we can separate the error term —e, E + e[ K
over the integer, if we set the parameters so that ||—e} E 4+ eLK|| < p. By solving the linear equation,
one can recover e and ep if ¢ is sufficiently large. This allows the adversary to distinguish the above
distributions. Please see Section 4.2.2 for more details.

Attack against the AKY24 Sampler. Next we describe the attack against the sampler used by [AKY24a],
who propose the notion of pseudorandom functional encryption (prFE) and construct it from (certain
variant of) evasive LWE. From here on unless stated otherwise, we will consider arithmetic operation
on Z, for a prime g. To explain their core idea, we recall a variant of the GSW FHE construction
they use. In this variant, there are two types of ciphertexts. The first type of the ciphertext encrypts a
binary string x € {0,1}* and is denoted by Epy,(x), where pkg, is the public key of the FHE. The
second type of the ciphertext encrypts a vector y in Zg and is denoted by Epy, _(y). Furthermore, the

first type ciphertext Eyy, (x) can be converted into the second type ciphertext Ey, (f(x)) of f(x)
by a homomorphic computation with respect to a function f : {0, 1}€ — Z%XL. For the resulting
ciphertext (which is represented in a form of a matrix) and a secret key s corresponding to pkg,., we have
$TEpk,. (f(x)) = ef. . + f(x), where e[ _ is some small noise. Note that the decryption is not able to
recover lower order bits of f(x) due to the noise, but it can still recover the higher order bit information of

f(x).
In their construction, a ciphertext ct(x) encrypting a message x consists of

ch=sTBtel, ch=sT(A~En,(0@G) tel, X=Eng (x). )

Notice that here, the secret key s for the FHE is used also as an LWE secret for other terms like cg and ca.
They show that one can compute a short-norm matrix H and Hy x such that (A — Ep, (x) ® G)Hf x =

AH; — Epy,. (f(x)) following the idea from [BTVW 17, HLL23]. This leads to the following equation:
cpHpx = sT(AH; — Egy, (f(x))) + efHpx =sTAH; —ef . — f(x) +ejHpx, (8

where the second equality follows from sTEy, (f(x)) = ef, + f(x). A secret sk for a function f
consists of K < B~!(AH f). Given the secret key, one can decrypt the ciphertext by computing

cgK—cjHyx = sTBK+egK— (sTAH; — e, — f(x) + e Hfx) = f(x) + efK+ef, — e Hy x.

small error
©))
Similarly to the case of the FHE decryption, we can recover higher order bits of f(x) by removing the
error terms.



We outline the security proof of their construction, since it is relevant to us. For simplicity, we restrict
to the case of single ciphertext and single secret key. The security of prFE stipulates that if f(x) looks
pseudorandom, then so is the ciphertext ct(x) even given sk = K. To show this, they invoke the evasive
LWE assumption with respect to P = AHy. The assumption implies that for proving the security, it
suffices to show the precondition, namely, pseudorandomness of c]T3, CL, X, and cf, =sTP + e},, where
e} is a fresh Gaussian noise. This is proven by the following hybrids.

Hyby. In this hybrid, the adversary is given cf, cj, X = Ep, (x), and ¢ = sTP + e].

Hyb;. In this hybrid, we change how cp is computed. Here, we compute cp as ¢, = cyH¢ x + f(x) + ep.
By Equation (8), we have ¢y Hf x + f(x) + e} = sTP —ej + ejHf x + ep. Therefore, the
difference from the previous hybrid is in the error term. Since we take e], large enough so that
it smudges the small error term —e;h ot elH £,x» this hybrid is statistically close to the previous
hybrid.

Hyb,. In this hybrid, we change cf, ¢}, and pkg, to be random by using the LWE assumption. Note that
the public key pkg,. of GSW is actually an LWE sample with respect to the secret key s and thus
this is possible. This hybrid is indistinguishable from the previous one by the LWE assumption.

Hybs. In this hybrid, we change X to be a random string. The GSW encryption is essentially the same as
Regev encryption [Reg09] and a random key is lossy [PW11]. Namely, the encryption under a
random key is a random string. Therefore, this hybrid is statistically indistinguishable from the
previous one.

Hyb,. In this game, we change cp to be a random string. This follows from the pseudorandomness of
f(x), which can be invoked since the information of x is not used anywhere else in the previous
hybrid.

We are ready to describe our counter-example. The sampler in our counter-example outputs prFE
ciphertexts of AKY encrypting random secret x and P is computed so that K = B~!(P) constitutes a
secret key for function f defined above. Namely, we set P = AH¢. For the homomorphic evaluation of
the circuit f, we need some contrived implementation, which we will discuss later. We show that the
pre-condition distributions are indistinguishable, yet the post-condition distributions are distinguishable.
The precondition with respect to this sampler essentially requires that cg, ca defined as in Equation (7)
along with CI, =sTP 4 e}, is pseudorandom. This is exactly what we showed in the above discussion.

We now provide the description of the distinguisher for the post-condition. We note that the description
here is oversimplified but conveys the main intuition. The distinguisher is given c¢g, ca, X, and K and
tries to check whether cp, ca, and X are structured as in Equation (7) or random. The distinguisher
first computes v = ¢fK — ¢ H £x mod q. We need special contrived circuit implementation of f
for the attack to work, which will be explained soon. The distinguisher interprets v as a vector in
[—(q —1)/2,(q9 — 1)/2]* by regarding the Z, element as an integer in [—(q —1)/2,(q — 1)/2].
By Equation (9), if the terms are structured, we have v = f(x) + efK + e}, — ey Hy x. Our first
observation is that when f(x) € Zg is pseudorandom, each entry of f(x) is unlikely to fall into
[—(g—1)/2,—(q—1)/2+B]JU[(g—1)/2—B,(q — 1) /2] for small B when it is represented as
a vector in [—(q —1)/2,(q —1)/2]", where B is set so that we have ||efK+ e}, —elHfx|| <
B. Therefore, wraparound does not occur with overwhelming probability in the computation of
f(x) + (egK +ef,, —ejHy x) mod g and we are able to recover f(x) +efK +ef . — e Hf x over
the integers, by representing v as a vector in [— (g — 1)/2, (g — 1) /2]L. If we were able to separate f(x)
from the error terms as is done in our first counter-example, the attack would have been very simple.
However, this is impossible since lower-order bits of f(x) are also pseudorandom and mask the error
terms.



To overcome this issue, we borrow the idea from [HJL21] to correlate the least significant bit of
f(x) with ef, .. Namely, we show that we can make f(x) = ef, . mod 2 if we choose a contrived circuit
implementation for the homomorphic computation of f. They induce such a correlation in the setting of
dual GSW FHE, while here, we show that similar correlation can also be constructed for the variant of GSW
that AKY use. Therefore, by taking v mod 2, we get e;K — ey H x mod 2, since f(x) and ef,, cancel
each other modulo 2. Then, the attacker tries to find € and &g such that élTsK — éLH X =V mod 2. If
such e, and ep are found, it guesses that the given terms are structured and otherwise if not. From the
above description, in the structured case, such vectors can be always found since g = ep and &5 = ex
constitute a solution. We can also show that in the case when the given terms are random, then such
vectors cannot be found with overwhelming probability if we take L to be sufficiently large. Therefore,
this constitutes a valid attack. Please see Section 5.1 for more details.

Attack against the HLL23 Sampler. Here, we provide a counter-example against the evasive circular
LWE assumption introduced in [HLLL.23]. Their assumption is similar to that of AKY, but with the crucial
difference that there is no additional secret x2. Instead of the encryption X of x, the encryption S of s
is included in the pre- and post-condition distributions. Note that S is a circular ciphertext, since s is a
secret key corresponding to pkg,.. Namely, the evasive circular LWE assumption says that if

cg=sBtef, ¢y =sT(A-S®G)+e,, S=Ey,(s) c=sP+ep

are pseudorandom, then so are cfj, ¢}, and S even given K = B~!(P). In our counter-example here, we
regard (cp,ca, S) as an AKY ciphertext encrypting s and set P so that K constitutes a secret key for a
function f. We defer the discussion on how to instantiate f to later. The attack against the post-condition
is essentially the same as that for AKYY, where the only difference is that x is replaced with s.

We now argue that the pre-condition holds, which requires some more work. For the precondition to
hold, we need a stronger property than just requiring f(s) to be pseudorandom. This is because s is used
also for the computation of other terms, for example in ¢4 and S, unlike x in the case of AKY, where x is a
separate randomness chosen independently from other terms. Hence, we need that (cg, ca, S, Pkehe, (S))
is jointly pseudorandom. Assuming we have such f, the precondition is proven by the following hybrids.
The main difference from the AKY counter-example is that here, we collapse Hyb,, Hybs, and Hyb, there
into a single hybrid using the property of f.

Hyby. In this hybrid, the adversary is given cg, ¢y, S = Epy, (s), and ¢, = sTP + e},

Hyb;. In this hybrid, we change how cp is computed. Here, we compute cp as ¢, = ¢y Hrs + f(s) + ep.
By Equation (8) (where x is replaced with s and X with S), we have CLHfIS + f(s) +e} =
sTP —ef +ejH¢ s + ep. Therefore, the difference from the previous hybrid is in the error term.
Since we take e], large enough so that it smudges the small error term —e}h et e H £,x» this hybrid
is statistically close to the previous hybrid.

Hyb,. In this hybrid, we change cJ, ¢}, pkee, S, cp to be random. This follows by the joint pseudoran-
domness property of f, by observing that cp is obtained by adding f(s) to a known term.

To finish the description of the counter-example, it remains to find the implementation of such f. Simply
treating s as a random seed for general PRG will not work, since there is a leakage of s in the form
of LWE samples with respect to the secret s. In this setting, we do not know how to prove the joint
pseudorandomness that we require. A more promising approach is to make f randomized and define
f(s) to be an LWE instance with respect to some public matrix F, which describes the function f. If f
is allowed to be randomized, this works since (f(s), cg, ca, Pke, S) forms LWE samples along with

2We observe that this difference stems from the difference between ABE in FE — in the former, x can be public and therefore
HLL does not need to hide it. OTOH, AKY constructs an FE and hence does need to hide it.



circular encoding and thus the pseudorandomness of them follows from the circular LWE assumption.
However, since f is deterministic, this approach does not work.

Our solution is to define f(s) to be learning with rounding instance [BPR12] with respect to the
public matrix F and secret s. Namely, we define f(s) = [(p/q)sTF]|. The joint pseudorandomness
is proven by first arguing that [(p/q)sTF| = [(p/q)(sTF + e)] holds with high probability for small
noise e. Then, we replace sTF 4 e along with other LWE terms and the circular encoding S with random
values using the circular LWE assumption. This completes the proof, since [(p/q)v]| for random vector
v will result in a random string in Z, for appropriately chosen p and g. Please see Section 4.1 for more
details.

Attack against the BDJMMPV24 Sampler. Next, we show a counter-example for the sampler used in
[BDJ " 24]. For the sake of explanation, we describe a simplified version of their sampler in this overview.
However, the attack applies to the full-fledged version as well. They construct a primitive they call
pseudorandom obfuscation (PRO) and prove the security of the construction using evasive LWE. Roughly
speaking, this primitive allows us to obfuscate a PRF. Here, we consider a function f which takes as input
a key x of the PRF and outputs the truth table of the PRF under the key x. We assume that the truth
table of the PRF is represented as an element of Zg **_ In our context, we set k and x to be some huge
polynomials and thus the input space of the PRF is of polynomial size. For the primitive to be non-trivial,
we want the size of the obfuscation to be much smaller than the size of the truth table (i.e., O(kx log q)).
The security of PRO says that if the truth table f(x) € Zf/ *X is pseudorandom, then so is the description
of the obfuscation.

To describe their sampler, we follow their notation that is different from AKY and HLL, where B is a
tall matrix of size m X n and the LWE sample with respect to it will be C = BS 4 E, where S € Z;‘XK
is an LWE secret and E is a noise term. Furthermore, we follow their syntax where the sampler does
not choose P & ngn by itself. Instead, P is chosen uniformly at random outside of the control by the
sampler. The sampler takes as input P, chooses S by itself, and computes auxiliary information aux
depending on P and S, where aux is defined as follows:

aux = (A = PR+ E +encode(s), X =Ep, (x)) H=S+RF).

In the above, x is a secret value, R is a random matrix, E is a matrix with low norm, and encode is an
encoding function with certain property that we will specify soon. The matrix F is a low norm matrix that
is computed by first evaluating the FHE ciphertext X with respect to the function f to obtain Eyy, (f(x))
and then processing it so that

encode(s)F = f(x) + Ege

holds for low norm Eg,.. They show that the pre-condition holds for a slight modification of the above
sampler. We omit the details here.

We proceed to explain the distinguishing attack against the post-condition distribution. Namely, we
show that given D such that DB = P and aux, the following distribution is not pseudorandom

(B, P, C=BS+E, aux).
Before giving an attack, we first observe the following equation:
AF + DC — PH = (PR + E + encode(s))F + D(BS + E) — P(S + RF)
= EF + DE + Ege +f(x).
_\,_/
small error

One can see that the noisy version of the truth table f(x) is obtained by the above computation. Roughly
speaking, their obfuscation consists of (A, C, D, F, H, P) and the size of it is much smaller than that of
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the truth table itself. This is an approximate version of PRO in the sense that the lower-order bits cannot
be recovered. However, by embedding the information that we want to recover into the higher-order bits,
it can be made precise.

The distinguishing strategy is again similar to those for AKY and HLL, which uses contrived circuit
for the homomorphic computation to make a correlation between the encrypted value and the noise
appearing when we decrypt. Namely, we create a correlation such that f(x) = Eg,e mod 2 by a contrived
homomorphic operation for the underlying GSW FHE. If given terms are structured, we can recover
EF + DE + Eg,e + f(x) over the integer by computing AF + DC — PH and representing it as a matrix
in[— |g/2],1q/2])", similarly to the case of AKY and HLL. We then take modulus 2 for the resulting
term, which gives us EF + DE mod 2. Since F and D are public, we can recover E and E by solving the
linear system of equations. On the other hand, if the given terms are random, we can show that the linear
system of equations cannot be solved with high probability. This constitutes a valid distinguishing attack.
Please see Section 5.2 for more details.

Interpreting the Attacks. With the development of new attacks, the most pressing question that arises
is — are applications built from evasive LWE dead? Indeed, our work shows that in certain settings,
even public-coin versions of evasive LWE can be subject to attack. Does this mean we lose our only
candidates for lattice based broadcast encryption [Wee22], witness encryption [VW W22, Tsa22], ABE for
unbounded depth circuits [HLL23], ABE for Turing machines [AKY24b], multi-input ABE [ARY Y23]
and such other painstakingly earned results, none of which are known outside Obfustopia?

To address this question, let us take a step back try to understand the high level learning obtained from
these attacks. Towards this, let us revisit the primary intuition of evasive LWE as formulated by Wee.
One way to interpret the original formulation of Wee’s evasive LWE is that it is really two assumptions
rolled into one3:

1. Preimages B—!(P) can only be used semi-honestly: Short Gaussian preimages K = B~!(P) can
only be used semi-honestly to compute samples sP + eK from sB + e and cannot be exploited in
any other way. Here, note that this condition implicitly demands that P is sufficiently “well-behaved”,
and in particular does not contain low norm linear dependencies that would permit “mix and match”
attacks of preimages [Agr17]4.

2. LWE with correlated error is “no worse” than standard LWE: By using B~!(P) as above, the
adversary can compute an LWE sample sP 4 eK with correlated, overdefined error as against i.i.d.
error. However, the intuition here is that this LWE with correlated noise can be conjectured “as
good as” LWE since the attacker should never be able to remove the large mask sP and therefore
should never obtain anything in the zeroizing regime.

We now study the two assumptions above in turn, as though they are separate. We observe that the
first assumption above has so far appeared sound — we do not know even a single attack that exploits K
to compute anything other than sP + eK, which is explicitly desired. All the problems come from the
second assumption, where an i.i.d error would have sufficed for some flooding argument (allowing the
pre-condition to be proven), but the correlated, overdefined error does not. Here, we observe that all our
attacks are oblivious to how sP + eK was constructed, and rely only on exploiting the correlated error.
So perhaps if we refine the second assumption to prevent vulnerabilities, we can hope to regain security.

In our judgment, a rigorous approach towards buttressing the second assumption is to enforce explicit
checks to ensure that the intuition that “LWE with correlated noise is secure” can be made to function

3These cannot be separated in general, needless to say.

4As an extreme example of badly behaved P = [Py, P5], suppose the adversary could obtain K;, K; such that BK; =
P{ mod g and BK; = 2P mod 4. Then, the adversary could compute a short trapdoor to B simply as 2K; — K3, which is
clearly disastrous. However, such “pre-image combination” attacks are prevented by the requirement in the pre-condition, that
sPq, sP» are jointly pseudorandom.

11



for the settings required by the desired applications. We use the above understanding to guide our
development of counter-measures — we suggest safeguards to ensure that sP 4 eK, given other information,
can indeed be safely replaced by sP + ejiq, where e;iq is fresh i.i.d error, in the application of evasive
LWE. Below, we summarize counter-measures guided by attacks, using which we believe that the original
intuition by Wee [Wee22] and Tsabary [Tsa22] can be recovered, so that the loss of the aforementioned
applications can be prevented.

Going forward, we hope that progress on understanding evasive LWE will lead to formulation of
simpler, safer assumptions that can be used to build the desired applications. We are optimistic that the
new constructions and new attacks will bring us closer to realizing advanced encrypted computation
from lattices from assumptions that satisfy all the desired desiderata — simplicity, instance-independence,
falsifiability, ease of cryptanalysis and good (at least better) performance in the “test of time”!

2.2 Counter-Measures

We begin by categorizing known attacks.

Attacks by withholding information about B or P: The work of [BUW?24] presents attacks against
classes of evasive LWE where either B or P are not known to the adversary. In more detail, consider the
distinguisher of the pre-condition who receives the matrix B, but not P — in this case, the distinguisher of
the post-condition can easily recover P by simply computing B - B=1(P). This may create leakage in
scenarios where P contains secret information that was deliberately withheld from the adversary. The
case where B is not available to the distinguisher of the pre-condition but P is partially available is similar.
These attacks can be prevented by ensuring that the distinguisher in the pre-condition also has access to
complete information about B and P. The authors define “Private-coin Binding Evasive LWE” to capture
the setting where Samp is private-coin, and B, P are explicitly included in the joint distributions, and
conjecture this as a plausible class for Evasive LWE. Another counter-example that they define is when
Samp takes the matrix B as input — but in general, B is not touched by the sampler even in private coin
versions of Evasive LWE and we do not believe this is a real problem.

We observe that [BUW?24] also defined three main families of evasive LWE assumptions where
these counterexamples do not apply. However, since our attacks fall within families they conjecture as
plausible, we refrain from using this classification in our work, and also refrain from providing a different
classification. Our opinion is that such a classification may be better made after the state of attacks on
Evasive LWE has stabilized.

Malicious sampler attacks: These attacks show that Evasive LWE, both public and private coin, does
not hold for arbitrary samplers, who may choose circuit implementations and error distributions in a
malicious way. A common theme that runs through these attacks (Sections 4.1, 4.2, 5.1 and 5.2) is that
they exploit flexibility in design of P, which in turn encodes some functionality F, so that the error in the
post-condition lends itself to manipulation that is not captured by the well-distributed i.i.d error in the
pre-condition. It is very interesting to us that even though the assumption of evasive LWE originated in
the desire to avoid the so-called “zeroizing regime” where attacks against iO candidates had traditionally
been found [CHL " 15, MSZ16, CVW 18, HJL.21], the new attacks show that by constructing malicious
samplers, we can still end up in the zeroizing regime by cleverly manipulating the computation!

In more detail, according to Wee [Wee22], the “zeroizing regime” is where the adversary may obtain a
large number of equations in secret values over the integers, which can then be somehow solved to recover
the secrets (or more generally lead to leakage on secret values). The attacks we present in Sections 4.1,
4.2,5.1 and 5.2 can be seen as zeroizing attacks since we can recover equations over the integers, notably
since there is no wraparound modulo g. This in particular, allows us to reduce the equations modulo some
small number, for instance mod 2 and obtain leakage. Note that if the equations are modulo ¢ (i.e. there
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is wraparound modulo ¢), then computing modulo 2 is not well defined and does not (appear to) lead to
any leakage that can be exploited. Our attacks crucially exploit the flexibility of the sampler to strip away
large terms that cause wraparound modulo g and obtain equations over the integers.

We suggest the following approaches to mitigate this risk:

1. Restricting the Sampler. Based on the learning from the attacks, we can restrict the sampler as
follows.

- Controlling the Structure of P: Frequently, the structure of P is quite restricted for applications,
and moreover chosen by honest algorithms in the real world. As a notable example, for
functionality, both [HLL.23] as well as [AKY?24a] only need P to have a structure like Af
which is constructed using homomorphic evaluation of a public function on public matrices.
Moreover, in the real world, the circuit implementation of F is chosen by the key generator,
who is an honest party — this suggests it better models the real world if the adversary’s control
on the structure of P is removed/reduced. This can be achieved by making the circuit structure
in P, namely Ar canonical using the universal circuit or randomized encodings.

- Pre-Condition Error should not be Larger: The attack presented in Section 4.2 crucially
exploits the fact that the error in the pre-condition is larger than that in the post-condition.
Wee’s original paper introducing evasive LWE [Wee22] intuited that this should not be the
case and suggested choosing a larger error in the post-condition than in the pre-condition for
a more conservative assumption. Our attack formalizes this intuition and suggests this as a
check for safe-zone.

2. More Stringent Pre-Condition. Another approach is to make the pre-condition of evasive LWE
more stringent so that the error in the pre-condition is not chosen as i.i.d without discretion but
captures real world correlated error in some meaningful way. We formulate one such version in
Section 6, where an additional check is performed before the error in the pre-condition is replaced
by i.i.d. error. The extra check that we add can be seen as capturing the spirit of the “LWE with
correlated noise is secure” family of conjectures. Based on current knowledge, this extra check
serves to separate the schemes that can and cannot be broken (barring functionalities which suffer
from incompressibility style impossibilities). To be cautious, we suggest that it is prudent to wait
until attacks have stabilized before using this assumption to prove security of constructions.

Contrived functionality, or Incompressibility attacks: The attack by Branco et al. [BDJ"24][Sec
9] and that in Section 5.3 show that there exists a contrived “self-referential” functionality for which
pseudorandom obfuscation or compact functional encryption satisfying simulation style security cannot
exist. We believe these results are analogous to the impossibilities known for the random oracle model
[CGHO04] or VBB obfuscation [BGI"01] and can be handled using the same philosophical approach as in
these settings.

It is well known that a true random oracle cannot exist — the work of Canetti, Goldreich and Halevi
[CGHO4] showed that there exist signature and encryption schemes that are secure in the Random Oracle
Model, but for which any implementation of the random oracle results in insecure schemes. However,
despite the impossibility, it is widely believed that proving a cryptographic scheme secure in the Random
Oracle Model provides strong and meaningful evidence of its practical security. Similarly, the work of
Barak et al. [BGI"01] shows that virtual black box obfuscation is impossible in general by exhibiting
a specific functionality for which such strong security cannot exist (indeed the spirit of the subclass of
counter-examples being discussed here is very similar to the counter-example by [BGI"01]) but this
does not disallow constructing VBB obfuscation for specific functionalities [Wee05, CRV10]. The
pseudorandom functionalities that are useful for applications, such as computing blind garbled circuits
or FE ciphertexts, are quite natural and do not fall prey to such attacks. We believe that the proof from
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evasive LWE for these functionalities provides strong evidence for real world security of the schemes,
similar to proofs in the ROM. An intriguing future line of work would be to construct some variant of
evasive LWE that only admits constructions satisfying weaker security notions that are not known to be
generally impossible.

We additionally remark that the incompressibility style arguments underlying these counter-examples
do not apply in the single challenge setting. Translated into the evasive LWE assumption, single-challenge
means that S is a vector and not a matrix. Hence, one natural way to avoid these counter-examples is to
use evasive LWE in the single-challenge regime. We refer the reader to Section 6 for a more detailed
discussion.

2.3 Variants and Obfustopia

An important question in the light of the new attacks is: if evasive LWE does not respect the boundaries
of the non-zeroizing regime in any case, then how far are we from Obfustopia? The new attacks against
evasive LWE give insights not only into the weaknesses of evasive LWE but also into its strengths — we
ask if these strengths can be used to make progress to bridging the distance to Obfustopia. Towards this,
we demonstrate that additional strengthenings of evasive LWE imply compact functional encryption or
succinct randomized encodings which can be bootstrapped to iO using known results. The rationale
behind suggesting these variants is that the modifications (i) do not appear to worsen known weaknesses
further, (ii) can benefit from known strengths, and, (iii) while they certainly do introduce new regimes
of attack, notably the zeroizing regime, these can be handled using knowledge that the community
gained from existing lattice based iO candidates. We believe our candidates are of value, since we
only have a handful of candidates from lattices that can be conjectured secure in the standard model
[GMM " 16b, AP20, BDGM20, WW21, GP21]5 and one in the pseudorandom oracle model [BDJ " 24].
We emphasize that these variants are presented primarily as an invitation for cryptanalysis.

FE from Correlated Flooding, or “Fixed-Bit”’ Evasive LWE. Our starting point is the AKY FE
construction we introduced in Section 2.1. We recall that the ciphertext ct(x’) along with a secret key sk i
reveals f'(x") 4- error, where f'(x’) € Z. Though the lower-order bits of f’(x’) are not recoverable due
to the error term, the higher-order bits are still recoverable. Based on this observation, AKY construct
a prFE by embedding the decryption result into the higher order bits of f’(x’). Namely, in order to
encrypt a message X, an encryptor chooses random seed sd of PRG and then computes ct(x,sd). In
order to generate a secret key for boolean circuit f whose output space is {0, 1}£, we consider a function
f' that takes as input (x,sd) and outputs |q/2] f(x) + PRG(sd), where the output of the PRG is in
[— [9/4],— |9/4]]". and generate sky.. By decryption, we obtain [4/2] f(x) + PRG(sd) + error and
we are able to extract f(x) € {0,1}* from its.

Our first observation is that if we do not care about security, their construction works even for arbitrary
functions, not limited to the functions with pseudorandom outputs. Let us examine where their security
proof breaks down if we do not enforce the pseudorandomness requirement for f and consider general f
instead. To do so, we try to prove the pseudorandomness of the pre-condition distribution C}T3, CL, X, and
cp by using the same hybrids as those for AKY prFE. We observe that the transition from Hybg to Hybs
follows from the same reasoning. However, in Hyby, since f(x) is not guaranteed to be pseudorandom,
we cannot change cp into a random string. Nevertheless, we can assert something weaker: due to the
security of the PRG, we can change cp to be a random distribution over half the space of Z,. The evasive
LWE is not useful in this situation, since it says the indistinguishability of the post-condition distributions
only when sTP + e[, is pseudorandom over the whole space of Z,.

5Note that the assumptions underlying [WW21, GP21] can be broken but the constructions are still believed to be secure.
6We use a PRG here rather than a PRF for simplicity, since we are in the single key setting.
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Here, we consider a strengthening of the evasive LWE assumption that we call correlated flooding
a.k.a. fixed bit evasive LWE assumption. This assumption guarantees the security of the post-condition,
if the pre-condition distribution is half the space pseudorandom. Namely, it says that if

(B, P, s’B+ef, s’P+e}, aux )~ (B, P, ¢+ $ tT+d7, aux)

where d represents a random vector with each entry being distributed over [— |g/4], |q/4]] and tis a
vector that can be efficiently and deterministically computed from aux, then

-1
(B, P, cg =s'B+eg, K Bfl(P), aux) . (B, P, ¢f % K« [c]ﬂ <|:tT_|deT:|) aux).

The additional restriction on K in the RHS that ¢jK = t7 + dT is necessary for the assumption to be
not trivially broken. To see this, we first observe that sTP and tT are within distance /4 in terms of the
infinity norm with high probability, since otherwise the pre-condition distributions are easy to distinguish.
Without the additional restriction, c]T3K in the RHS will be random, which should not be within distance
q/4 from tT with high probability, while (sTB + e} )K = sTP + egK is within distance q/4 from tT
with high probability. Therefore, the post-condition distributions are distinguishable by computing ¢, K
and seeing whether it is close to t or not.

This new assumption implies that the AKY prFE construction satisfies the standard indistinguishability
security notion for FE 7. However, we must be careful to restrict the sampler appropriately since we
showed that general samplers are susceptible to attack. We adopt two counter-measures. The first one is
to make the circuit used to perform the homomorphic computation canonical/fixed so that it evades the
contrived designs like the ones we used for the attack. Another counter-measure is to find a way to “throw
away” the leaky error thus breaking the correlation which led to the attack. This is possible by using a
modulus reduction technique suggested in (the revised version of) [AKY?24a] (for fixing their scheme),
which allows to get rid of the problematic correlated noise by rounding it away. In more detail, we change
the homomorphic evaluation so that FHE decryption error e{, . does not appear in the final decryption
equation (i.e., Equation (9)), even in the masked form.

Security. In terms of security, we analyze the new assumption for all known attacks in the literature. For
the distributions used in our particular construction, we show that the “fixed bit” evasive LWE assumption
implies regular evasive LWE. We currently do not know any additional attacks against the fixed bit version
as compared to regular evasive LWE — while the fixed bit version explicitly opens into the zeroizing
regime, attacks from prior work do not seem to apply and the new attacks developed in the present work
can be protected against using some of the ideas discussed above. Having said that, we emphasize again
that our chief goal in presenting this assumption and construction is to explore the distance of this family
of assumptions from obfustopia, and while we do not know attacks, it would be premature to claim
security. We invite the community to attack these assumptions. Please see Section 7 for more details.

SRE from Succinct LWE Sampler. Finally, we adapt our ideas to provide a succinct LWE sampler as
defined by Devdas et al. [DQV " 21] (referred from now as DQVWW). Recall that DQVWW provided a
compiler to construct a succinct randomized encoding (SRE) from any succinct LWE sampler, which in
turn implies i0. Informally speaking, upon input a size parameter N, a succinct LWE sampler outputs a
seed, seedp+ for LWE matrix A*S* 4+ E*, such that the size of seedp- is sub-linear in size of B* € ZQ/IXK,
where MK = N. The security definition of the succinct LWE sampler (SLS) is non-falsifiable. To
remedy this, DQVWW then defines a weak SLS with a falsifiable security definition and provides an
amplifier to lift any weak succinct LWE sampler to a succinct LWE sampler.

7Interestingly, single challenge security suffices and therefore the incompressibility attack from Section 5.3 does not apply.
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The starting point of our work is the observation that the prFE construction by [AKY24a] naturally
lends itself to building a weak SLS — the key idea is to generate K ciphertexts and M keys so that their
combinations output MK entries of the matrix B*. In more detail, we use a PRF to generate the LWE
errors as follows. To generate E*[7, j], we encrypt a PRF seed sd ; and provide a key for PRF function
F;, such that F;(sd;) = PRF(sd;, 7). We use the learning obtained via the attacks to ensure that the PRF
circuit implementation is chosen carefully so that security can be conjectured.

To compute A*S*[i,j] = A*[i,-]S*[,]], we use ideas from inner product functional encryption
(IPFE) — we hide S*[-, j] inside an IPFE ciphertext, and provide the corresponding IPFE key for A*[i, -].
By using IPFE to generate the linear mask in the LWE sample being constructed, we ensure that no
contrived circuit attacks can apply. Next, it remains to tie the LWE mask and error together so that A*S*
and E* cannot be computed separately. To ensure this, we join the prFE and the IPFE keys into one key
that prevents piecewise decryption. For weak security, we formulate a falsifiable, instance independent
hardness assumption.

Security. 'The rationale behind the security here is the same as in the previously described “fixed-bit
evasive LWE”, namely heuristic evidence that can be formulated as a kind of computational flooding
conjecture. The advantage is that this assumption is instance independent and falsifiable. The disadvantage
is that it is fairly messy and does not easily lend itself to cryptanalysis. Nevertheless, we find it interesting
that the prFE construction of [AKY?24a] based on evasive LWE can be used to compress B* as desired in
DQVWW and that it suggests a family of computational flooding conjectures which appear plausible.
Indeed, our hope is that even if the exact flooding conjecture we make turns out to be problematic, some
variant of it is likely to stand the test of time. Please see Section 8 for details.

2.4 Takeaways: Evasive versus Non-Evasive assumptions

We provide a very high level takeaway of the assumptions we discussed. For evasive LWE, we now know that
for the most general formulation, zeroizing attacks do apply but by adopting the suggested countermeasures,
the assumption can regain its “non-zeroizing” status. Thus, we hope that appropriately curtailed versions of
evasive LWE can still respect the intuition that “LWE with correlated error” (or more generally “correlated
flooding with mask”™) is secure. This assumption can be used to build evasive functionalities like ABE
where the decryptor does not obtain any keys that decrypt the challenge ciphertext. Using this assumption
in its safe zone (which may still take some time to stabilize) gives us many important constructions that
are not known outside Obfustopia [Wee22, VWW22, Tsa22, HLL.23, AKY24b, ARYY23].

Next we saw that by providing a controlled entry into the zeroizing regime, variants of the evasive
LWE assumption (having shed its “evasiveness”), can be used to build full fledged compact FE and iO
thus bridging the distance all the way to Obfustopia. This family of assumptions intuitively capture the
“(computational) correlated flooding” conjectures discussed previously, notably without the protection
of a large masking term that characterized the previous class. We believe that family of assumptions
provides a different and (in our opinion) principled way to approach iO.

3 Preliminaries

Notations. We use bold capital letters to denote a matrix and bold small letters to represent vectors. By
default, a vector v is a column vector and vT is a row vector. ¢; represents a unit vector with 1 at position i.

Throughout the paper, we use A to denote the security parameter. For any x € Z,, | x| p € Zy = {x . gJ .

Sometimes, we regard an element in x € Z, as an integer in [—q/2,q/2]. When we take an absolute
value |x| for x € Z,, this operation means that first regarding x as an integer and then taking the absolute
value. For any function f, we write | f| to represent its size. For any set S, |S| denotes the number of
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elements in set S. For any vector v, we use v[/; ¢'] to denote the part of vector v starting from ¢-th
element and ending at ¢’-th element where £, ¢ € Z,. For any vector v, v[i, j] denotes the jth lowest
order bit of i-th element of v. For any matrix V, Vi, j] denotes the element at i-th row and j-th column,
Vi, -] denotes the ith row of V and V-, j] denotes the jth column of V. We consider the infinity norm:

vl = maxilv[i]|,  [[V]| =max;}_[V[i,j]]
J
With slight overload of notation, we also define |v| = max;|v[i]| and [V| = max;;|V[i,j]|. We
define the most-significant bit operator MSB : Z, — {0,1} as

0, ifxe[—q/4,q/4)

1, otherwise

MSB(x) = {

We slightly overload the notation and represent MSB of a vector v € Zj as MSB(v) = (MSB(v([1]),...,
MSB(v[n])).

3.1 Functional Encryption

Consider a function family {Fprm = {f : Xprm — Vprm } }prm for a parameter prm = prm(A). Each
function f € Fyrm takes as input a string X € Xy and outputs f(x) € Vprm.

Syntax. A functional encryption scheme FE for function family F .y, consists of four polynomial time
algorithms (Setup, KeyGen, Enc, Dec) defined as follows.

Setup(l/\, prm) — (mpk, msk). The setup algorithm takes as input the security parameter A and a
parameter prm and outputs a public key mpk and a master secret key msk.

KeyGen(msk, f) — sk 7. The key generation algorithm takes as input the master secret key msk and a
function f € Fprm and it outputs a functional secret key sk .

Enc(mpk, x) — ct. The encryption algorithm takes as input the public key mpk and an input x € Xprm
and outputs a ciphertext ct € CT, where CT is the ciphertext space.

Dec(sk fr ct) — y. The decryption algorithm takes as input a functional secret key sk ¢ and a ciphertext
ct and outputs ¥ € Vprm.

Definition 3.1 (Correctness). A FE scheme is said to be correct if for all prm, any input x € X, and
function f € Fprm, we have

P (mpk, msk) < Setup(1*,1P™) , sk < KeyGen(msk, f), .
r =1
Dec(sks, Enc(mpk, x)) = f(x)

where the probability is taken over the coins of Setup, KeyGen, and Enc.
In this paper we will consider the standard indistinguishability based definition.

Definition 3.2 (Selective Security). A functional encryption scheme for function family {]:prm ={f:
Xorm — Vprm } }prm» parameter prm = prm(A) is said to be selectively secure if for any PPT adversary
A the following holds

(xo, X1> — .A;
Pr | AKevGen(msk:)(mpk,ct) =b: (mpk,msk) < Setup(1*,prm); | < 1/2+ negl(A),
b <+ {0,1};ct < Enc(mpk, xp)
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where each key query for a function f € Fprm, queried by A to the KeyGen(msk, -) oracle must satisfy
the condition that f(xg) = f(x7).

In this paper, we consider the weaker notion of very selective security where the adversary announces
all its function queries at the first step, together with the challenge messages.

Compactness. Intuitively, an FE scheme is compact if the length of its ciphertext does not depend
on the size of the circuit it supports [AJ15, BV18]. Formally, we say an FE scheme is compact if the
encryption algorithm runs in time poly(A, |x|,log S) where x is the input and S is the size of the circuit.
The notion of weak compactness asks that the encryption algorithm run in time poly (A, |x|) - S17€ for
any constant € € (0,1).

3.2 Functional Encryption for Pseudorandom Functionalities

In this section, we give the definition of functional encryption for pseudorandom functionalities prFE
[AKY24a]. Consider a function family {Fpm = {f : Xorm — Vprm } }prm fOr a parameter prm =
prm(A). Each function f € Fpm, takes as input a string X € Xy, and outputs f(x) € Vorm. The Syntax
and correctness of prFE is the same as that of FE as in Section 3.1.

prCT security. [AKY24a] For a prFE scheme for function family {Fpm = {f : Xpm —
YVorm} Jprm parameter prm = prm(A), let Samp be a PPT algorithm that on input 1%, outputs
(fl,...,kaey,xl,...,mesg,aux € {0,1}*) where Qyey is the number of key queries, Qmsg is the
number of message queries, and f; € Foprm, Xj € Xpm foralli € [Qiey], j € [Qmsg]. We define the
following advantage functions:

AL (V) E Pr | Ao(aux, {fi, £i (%)) Ve 0ujclQml) = 1]

—Pr [Ao(aux, {fi, Dij < Vorm tie(Quey i€ Q) = 1}
AdviﬁSt()\)ngr [Al (mpk, aux, { fi, Enc(mpk, x;), Skﬁ}ie[ley},je[Qmsg}) = 1}
— Pr [Al(mpk, aux, {fl, 5] < CT, Skfi}iE[ley],jE[Qmsg]) = 1}

where (fi, .. s fQuey X1/ -+ X Qs AUX € {0,1}*) + Samp(1*), (mpk, msk) < Setup(1*, prm) and
CTT is the ciphertext space. We say that a prFE scheme for function family Fpm satisfies prCT security if
for every PPT Samp there exists a polynomial Q(-) such that for every PPT adversary .Aj, there exists
another PPT A such that

AdVEE(A) > AdVE(1)/Q(A) — negl(A)
and time(Ap) < time(A;) - Q(A).

3.3 Indistinguishability Obfuscation

A uniform P.P.T machine iO is an indistinguishability obfuscator for a class of circuits {C) }r e, if the
following conditions are satisfied:

1. Correctness. For all security parameters A € IN, for any C € C, and every input x from the
domain of C, we have that:

Pr[C' «+iO(1,C) : C'(x) = C(x)] =1

where the probability is taken over the coin-tosses of the obfuscator iO.
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2. Indistinguishability of Equivalent Circuits. For every ensemble of pairs of circuits { Co 1, C11 freN
such that Cy 5 (x) = Cy 1 (x) for all x, we have that the following ensembles of pairs of distributions
are indistinguishable to any P.P.T Adv:

{Co,)u C1,i0(1%, CO,A)} ~ {CO,/\/ C1,i0(1%, Cl,/\)}

3.4 Instance Hiding Witness Encryption with Pseudorandom Ciphertext

Definition 3.3 (Witness Encryption). [GGSW 13, BDJ"24] A witness encryption scheme for an NP
language £ (with the corresponding witness relation R) consists of the following two polynomial-time
algorithms:

WE.Enc(l)‘, stmt, ) — wct. 8 On input security parameter A, an unbounded-length string stmt and
message y € {0,1}, outputs ciphertext wct.

WE.Dec(wt, wct) = p/ L. On input an unbounded length string wt and ciphertext wct, it either outputs
message y or the symbol L.

These algorithms satisfy the following conditions:

¢ Correctness. For any security parameter A, for any y € {0,1}, for any stmt € L, such that
R(stmt, £) holds i.e. stmt € L, we have Pr[WE.Dec(wt, WE.Enc(1%,stmt, 1)) = u] = 1.

* Soundness. For any PPT adversary .4, there exists a negligible function negl(-) such that for any
stmt ¢ £, wehave: | Pr[A(WE.Enc(1%,stmt,0)) = 1] — Pr[A(WE.Enc(1%,stmt, 1)) = 1]| <
negl(A).

* Instance Hiding. For any PPT adversary .A, there exists a negligible function negl(-) such that
for any i € {0,1} and for any stmt,stmt’ ¢ £, we have: | Pr[A(WE.Enc(1,stmt, u)) = 1] —
Pr[A(WE.Enc(1%4,stmt’, 1)) = 1]| < negl(A).

¢ Pseudorandom Ciphertext. For any PPT adversary .A, there exists a negligible function negl(-)
such that for any stmt ¢ £ and any y € {0,1}, we have: | Pr[A(WE.Enc(1%,stmt, u)) = 1] —
Pr[A(U) = 1]| < negl(A) where U is sampled uniformly from the ciphertext space.

3.5 Lattice Preliminaries

Here, we recall some facts on lattices that are needed for the exposition of our construction. Throughout
this section, 7, m, and q are integers such that n = poly(A) and m > n[logg]|. In the following, we
define a function p, as p, = exp(—7t||x/ 0’H§), where ||-||, is the Euclidean norm. We will overload
the notation to denote by p,(S) the summation of p,(x) over all x € S for a countable set X. For a
countable set S, Dy, refers to a distribution that outputs x € S with probability ps(x)/p(S). In the
following, let SampZ(y) be a sampling algorithm for the truncated discrete Gaussian distribution over Z
with parameter oy > 0 whose support is restricted to z € Z such that |z| < /n7y. Namely, SampZ(y) is
the truncated version of DZW

Let
g=(202,... 21 )T, G=1,,,®g"

be the gadget vector and the gadget matrix. For p &€ Zg, we write G~!(p) for the m-bit vector
(bits(p[1]), ..., bits(p[n + 1]))7, where bits(pli]) are m/(n + 1) bits for each i € [n + 1]. The
notation extends column-wise to matrices and it holds that GG~ (P) = P.

8In the main body, we drop the first input and implicitly assume 14 as an input.
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Trapdoors. Let us consider a matrix A € Zy*™. Forall V € ZZX’”,, we let A~1(V) be an output

distribution of SampZ (7)™ conditioned on A - A~1(V, ) = V. A q-trapdoor for A is a trapdoor
that enables one to sample from the distribution A~!(V, ) in time poly(n, m, m’,logq) for any V. We
slightly overload notation and denote a y-trapdoor for A by A;/ 1. The following properties had been
established in a long sequence of works [GPV08, CHKP10, ABB10a, ABB10b, MP12, BLP" 13].

Lemma 3.4 (Properties of Trapdoors). Lattice trapdoors exhibit the following properties.
1. Given A7, one can obtain AT_,1 forany 7' > T.
2. Given A7, one can obtain [A||B];! and [B||A];! for any B.

3. There exists an efficient procedure TrapGen(1",1™, ) that outputs (A, A7) where A € Z*"
for some m = O(nlogq) and is 27 "-close to uniform, where 79 = w(/nlogqlogm).

Useful Lemmata.

Lemma 3.5 (tail and truncation of D ). There exists By € ©(V/A) such that

Pr {x < Dy, x| > 'yBo(/\)] <27 forall y>T1andA € N.

Let B > 0, the distribution DZ,’y,ﬁB is sampled by first sampling x < Dzm then returning x if
|x| < B, and 0 otherwise. Let ¥ > 1 and B = y@(v/A), then Dy, <p is 2-2M) _close to Dz .-
Lemma 3.6 ([[Lyul2, Lemma 4.4]]). The following hold.

1. Forany k > 0, Pr|[|z| > ko;z < Dz,] < 2exp(—k?/2).

2. Forany k > 1,
Pr(|z]| > kov/m; z ¢ Dgny] < k’”exp(%(l —12).

Lemma 3.7. [PR0O6, Adapted from Lemma 2.11] For all but 27" fraction of B € ngm, we have
He(v) > log(o/A)
where v <— B !(u) for any vector u € zy.

Proof. By Lemma 2.10 of [PR06], for any ¢ € R™ and m-dimensional lattice A, we have py (A +¢) €
[0 det(A*)(1 —€),0™det(A*)(1+¢€)] if ¢ > ne(A), where 57 (A) is the smoothing parameter of
A w.r.t the parameter € and det(A*) is the determinant of the dual lattice A* of A.® This also implies
1 <pr(A+c) < t"det(A*)(1+€) for T > 5¢(A). These together imply that

P (V) 1 1+e€

Pateo(v) = po(A+c) = o det(A*)(1—e€) < (w/o)" 1—¢

‘We then consider the lattice
A (B) ={ve€Z":Bv=umodqg}

and ¢ € Z" such that Bc = u mod g. We then observe that v follows the distribution D, , . .. Then, the

lemma follows since as shown in [GPV08], for T = w(logm), we have 77,-«(A+(B)) < T for all but
27" fraction of B € Z[’;X’”. Taking T = A /2, the lemma follows. O

9We refer to the definitions of the smoothing parameter, dual lattice, and its determinant to [PR06], since this is not necessary
for our purpose.
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Lemma 3.8 (([ABB10a, Lemma 2.14 (Generalized Leftover Hash Lemma)]]). Let H = {h X — ))}
be a 2-universal hash function family and f : X — Z be a function. Then for any random variable X
taking value in X', the distributions

(h, h(X), f(X)) and (b, U(Y), f(X))

are within statistical distance \/ 2-He(X) . ||| Z]|, where U(Y) represents the uniform distribution

over ). More generally, let Xj,...Xo be independent random variables taking values in X and let
Y = min;c(q) Heo(X;). Then, the distributions

(h,1(X0), . h(XQ), F(X1), ..., f(Xg)) and (UL(Y), .., Uo(V), F(X1), .., (X))

are within statistical distance Q+/2~7 - | V|| Z|.

We note that even in the special case where there is no side information of the form f(X), the above
lemma can be applied by setting f(X) = L for all X and | Z| = 1. In this case, we call the above lemma
“leftover hash lemma". We also note that the family {A € Z{*™ : r — Ar}4 is 2-universal for any
prime q. Furthermore, if we restrict the input space to be {0, 1}™, the same family is 2-universal for any
integer 4.

Lemma 3.9 (Smudging Lemma [WWW22b]). Let A be a security parameter. Take any a € Z where
|a| < B. Suppose y > BA“(1). Then the statistical distance between the distributions {z : z - Dz, }
and {z+a:z < Dz, } is negl(A).

Lemma 3.10. For 7 > cA“(1), {zmod 2 : z « Dz, } is statistically close to the uniform distribution
over {0,1}.

Proof. By Lemma 3.9, {z : z <~ Dz, } and {z+1: z < Dz, } are statistically close. Therefore,
{zmod2:z < Dz,} and {z+1mod2 : z < Dz, } are statistically close. This implies what we
want to show. ]

3.5.1 Hardness Assumptions

Assumption 3.11 (The LWE Assumption). Let n = n(A), m = m(A), and ¢ = q(A) > 2 be integers and
X = x(A) be a distribution over Z;. We say that the LWE(n, m, g, x) hardness assumption holds if for
any PPT adversary A we have

|Pr[A(A,sTA+eT) — 1] — Pr[A(A,vT) — 1]| < negl(A)

where the probability is taken over the choice of the random coins by the adversary A and A < ngm,
§ < Zy, e < x",and v < Zj. We also say that LWE(n,m,q, x) problem is subexponentially hard if

the above probability is bounded by 27" - negl(A) for some constant 0 < € < 1 for all PPT A.

As shown by previous works [Reg09, BLP" 13], if we set x = SampZ(<y), the LWE(n,m, g, x)
problem is as hard as solving worst case lattice problems such as gapSVP and SIVP with approximation
factor poly(n) - (q/7) for some poly(n). Since the best known algorithms for 2%-approximation of

gapSVP and SIVP run in time 20(n/k) it follows that the above LWE(n, m, q, x) with noise-to-modulus
ratio 2™ is likely to be (subexponentially) hard for some constant €.

Assumption 3.12 ((Circular) Small Secret LWE Assumption). [HLL23] Let n.m, m’,q, o, ¢’ be functions
of A and

P —_— !
Afhe — ZZX"’, Ag ngm , 1Dy, py, s (7, -1)T,

!
Cfhe < D%U,SU/\’ € < D%,G”,SO”A’ R {Oll}mX(n—i-l)[logzq}m
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The circular small-secret LWE assumption csLWEn.m,m//q,,,,,,/ states that

Tt e) € (= i g ) RO (R ) )]
1%, “fhe ,C = th R — bits(s) ® G, 0
{ ( <C;he = 1TAne + €, Che = 1TAfhe + € (®) cg =1TAg +ef AEN

A A
A fhe n+1x(n+1)[log, q|m 0
1%, <C;rhe — Z;xm> ’ C <+ Zq , (Cg - Z}]Xﬂ’l>

Q

circular terms AN

For the small-secret LWE assumption SLWEn.m,m’,q,a,U’a the circular terms are removed from both
distributions.

Assumption 3.13 (Evasive LWE). [Wee22, ARYY23] Letn,m,t,m’,q € IN be parameters and A be a

security parameter. Let 0pye, U'l/)re, Upost and T be parameters for Gaussian distributions. Let Samp be a

PPT algorithm that outputs
S ez Pez™ aux e {0,1}"

on input 1*. For a PPT adversary Ay, A;, we define the following advantage functions:

Advjj(/\)défPr [Ao(B,P,SB+E,SP + E',aux) = 1] — Pr[Ay(B,P,Cy, C',aux) = 1]
AdvPe*t (1) Pr[A; (B, P, SB + E”, K, aux) = 1] — Pr[A; (B, P,Co, K, aux) = 1]
where (S,P,aux) < Samp(1'), B + Zy ", Co < Z;",XM, C «+ ZZ,n/Xt,
Ee Dy, B oDy, B e Dy,

K < B~ !(P) with standard deviation T

We say that the evasive LWE (EVLWE) assumption holds if for every PPT Samp and .41, there exists
another PPT A and a polynomial Q(+) such that

AdVRE(A) > AdVEP (1) /Q(A) — negl(A).

We also consider a slight variant of the above, as is introduced by Wee [Wee22]. In this variant,
Samp(1*) outputs A € Z;*™ along with (S,P,aux). Furthermore, the adversary is given A and
corresponding LWE challenge ¢4 in the pre- and post-condition distributions. We have ¢} = sTA + e}
in the LHS distribution and cp <+ Z? in the RHS distribution, where ep < D%Upost in post-condition
and ep + D%U{er in pre-condition.

Public versus Private Coin. Evasive LWE has been studied both in the “public-coin” and “private-coin”
setting, where the former means that the randomness used by the sampler is made available to the
adversary, and the latter means that the sampler’s random coins need to be hidden from the adversary.
Here, note that it is necessary that the LWE secret S and error remain hidden from the adversary, whether
in the public or private coin setting. In the public-coin setting, these are generated randomly from the
appropriate distribution and are the only secrets not known to the adversary, whereas in the private coin
setting, there may be additional randomness that is not known to the adversary.
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3.6 GSW Homomorphic Encryption and Evaluation

We recall the format of the (leveled fully) homomorphic encryption due to [GSW13] and the correctness
property. We adapt the syntax from [HLL23].

Lemma 3.14. The leveled FHE scheme works as follows:

* The keys are
(public) Age = (  Athe . ) c ZS”H)X’W, (secret) sT = (s8T,—1),

where 8 € Z" Age € ZZI‘X’”, and e}, € Z™.

* A ciphertextof x € {0,1} is X = AmeR — xG € Z,gnﬂ)xm, where R € Z;”X’” is the encryption

randomness. The decryption equation is
s™X =—e}, R—xs"G € zy,
which can be used to extract x via multiplication by G~1(|g/2] ty41).

Lemma 3.15. (homomorphic evaluation for vector-valued functions [HLLL.23]) For the scheme in Lemma
4, there is an efficient algorithm

MakeVEvalCkt(n, m,q,C) = VEvalc
that takes as input 7, m, g and a vector-valued circuit C : {0, 1} — Z%X’"/ and outputs a circuit
VEvalc(Xy, ..., Xp) = C,

taking L ciphertexts as input and outputting a new ciphertext C of different format.

* The depth of VEvalc is dO(log nloglog q) + O(log?log q) for C of depth d.

* Suppose X; = ARy — x[(]G for £ € [L] with x € {0,1}, then
nxm'
C(x)

where ||RL|| < (m 4 2)? [log q] maxc(y)||R}||. The new decryption equation is

C = Ag.Re — ( ) c Z((]n-&-l)xm/’

sTC = —e] Rc+C(x) € Z}IX’“/.

We implement the above homomorphic computation in the following specific manner. Let us represent
each entry of C(x) by an element in [—|g/2],[g/2]]. We then let C(x)[u,v] € {—1,0,1} be the
signed version of the v-th bit of C(x)[u], for u € [m'] and v € [0,w), w = [log, q]. Namely, we have
Yoclow) C()[u,0]2° = C(x)[u], where if C(x)[u] € [~ |9/2],—1], then C(x)[u,v] € {—1,0} and
C(x)[u,v] € {0,1} otherwise, for all u and v. Note that the parity of C(x)[u] represented as an element
in [—[q/2], |q/2]] equals to that of C(x)[u,0].1

Then VEvalc computation firstly homomorphically computes GSW encryption of C(x)[u, v], which
is of the form C,,, = AmeRc o — C(x)[u, v]G. This is done by first computing the GSW encryption of

10We do not have this equality when we do not represent C(x)[u] in a signed form. This is because for an integer
X € [— Lq/ZJ , —1], x mod 2 (i.e., the LSB of the signed form) does not equal to x + g mod 2 (i.e., the LSB of the non-signed
form) when g is an odd number.
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C[x] in non-signed binary form (i.e., C[x] is treated as an element in [0, — 1] and is represented in a

binary form) using the GSW homomorphic evaluation and adding the sign by the homomorphic operation.
nx1

Then for each u € [m'], it linearly aggregates {Cy }oe(ow—1] t0 g8t Cu = AfeRcy — (C?x) [u]> as

Cu=12, Cu,vG_l(T’th). In particular,

Rcu =Y ReupG 1(2%,41), and Re = (Rca, ..., Rew)-
[

3.7 Homomorphic Evaluation Procedures

In this section we describe the properties of the attribute encoding and its homomorphic evaluation. We
adapt the syntax from [HLL23].

* For L-bit input, the public parameter is A, € Zénﬂ)x(ul)m.
* The encoding of x € {0,1}F is
sT(As — (LX) ® G) + el
where sT = (57, —1) with 5 € Z" and e],, € Z(L+)m,
* There are efficient deterministic algorithms [BTVW17]
MEvalC(A,tt, C) = He and MEvalCX(A,w, C,x) = He

that take as input A, a matrix-valued circuit C : {0,1}F — Z;“ xm' and (for MEvalCX) some

x € {0,1}F, and output some matrix in Z(E+1)mxm’

< (m+2)4logq].
- The matrix encoding homomorphism is (As — (1,xT) ® G)Hex = AauHe — C(x).

— Suppose C is of depth d, then || HT

T
HC,x

7

Dual-Use Technique and Extension. In [BTVW17], the attribute encoded with secret sT is FHE
ciphertexts under key sT (the same, "dual-use") and the circuit being MEvalCX’ed is some HEvalc. This
leads to automatic decryption. Let C be a vector-valued circuit, with co-domain Zéxm,, then VEvalc is

Zgnﬂ) X -valued and

(sT(Aate — (1,bits(X)) ® G) + ely) - HvEvalc x
(MEV3|CX) = STAattHVEvaIC — sTVEvaIC(X) + (e’)T
(VEval decryption ) = sTA,:Hygya. — C(x) + (e”)T.

3.8 Succinct LWE Sampler: Definition and Amplification
In this section, we define the succinct LWE sampler as in [DQV " 21].

Syntax. A succinct LWE sampler is a tuple of PPT algorithms (SampCRSGen, LWEGen, Expand) with
the following syntax:

SampCRSGen(1%,1N,a): on input the security parameter A, a size parameter N and a blowup factor a,

samples a common reference string crs, which include parameters params = (g, M, K, X, B).
LWEGen(crs): samples (seedg:, A*,S*).

Expand(crs, seedg+): is a deterministic algorithm that outputs a matrix B*.
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Domains and Parameters. The outputs of LWEGen and Expand satisfy:
* MxW gx* WxK p* MxK
ATeZ;/"", S eZ, ", B €2,
for some integer W. We require that N = MK, B = poly(N), X is a B-bounded noise distribution and
q>8-2"-u-B.
Correctness. We require that
|IB* —A*S*|:=B<q/8

where crs < SampCRSGen (14, 1N, &), (seedp:, A*, S*) +— LWEGen(crs) and B* = Expand(crs, seedp: ).
Furthermore, we require that A* is full-rank with overwhelming probability over the randomness of
SampCRSGen and LWEGen.

6-Succinctness. We require the total bit length of the output of LWEGen is small. That is
bitlength(seedp:, A*,$*) < N’ - poly(A,logq) = (MK)° - poly(A,logq)
where 0 < 1 is a constant.
Definition 3.16 (LWE with respect to A*). We require that
(coinscrs, COINSgeed, A*'s’ + ') ~ (coinsgs, Coinsgeeq, b)

where crs = SampCRSGen(1*,1V, &; coinsys), (seedp:, A*,8*) < LWEGen(crs; coinseeeq), 8’ <
ng and e’ + xM.

Definition 3.17 (Strong security or strong (o-Flooding). Let Dy, D; be any two polynomial-time
samplable distributions such that (auxp, Z;) < D,(A*) satisfies Z;, € ZéVIXK, |Zy| < Bo where

Bo-2* < Band
(coinscrs, COINSseed, A*S' + Zo, auxq) = (coinseys, COINSseed, A*S’ + Z1, auxy)

where crs = SampCRSGen (14, 1V, a; coinss ), (seedp:, A*, S*) <— LWEGen(crs; coinsgeeq ), and S’ «—
Z;’VXK. Then,

(crs,seedg:, A*, A*S* + Zy, auxg) =~ (crs,seedg:, A*, A*S* + Z1,auxq).

We will refer to the assumption on Dy, D1 as the pre-condition for security, and the resulting indistin-
guishability the post-condition.

Definition 3.18 (Weak security or weak Bo-Flooding). Let Dy, D; as follows.
Dy : aux, = (B:=A*S+E, C=A'R+E—-0b-G)
Z, = EG }(B) — bE,
where
» SampCRSGen defines (g, M, K, X, B) = params;
* LWEGen defines A* € ZZI\AXW;

. ]A3 € ZqMXK,S — Z;NXK and E — [_Bﬂood, Bﬂood]MXK where Bfjgoq = (130 —|—E) . ZA;
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WxMlogq 7M><Mlogq

- Cez)MeBl R 7 and E + ¥

We say that the sampler (SampCRSGen, LWEGen, Expand) is weakly secure if
(crs,seedg:, A*, A*S* + Zy, auxg) =~ (crs,seedg:, A*, A*S* + Z1,auxq).

Remark 3.19 (Alternate formulation of strong and weak security). Since the sampler allows us to compute
Expand(crs, seedg-) = B* = A*S* + E*, the security post-condition can be equivalently stated as:

(crs,seedp+, A, E* — Zy, auxo) =, (crs,seedp+, A", E* — Z1,auxy). (10)

Theorem 3.20. [DQV21] Let (SampCRSGen, LWEGen, Expand) be a weakly secure, d-succinct
LWE sampler (Definition 3.18) and M? < N°poly(A,logq). There exists an amplifier that amplifies
(SampCRSGen, LWEGen, Expand) to a secure d-succinct LWE sampler (SampCRSGen, LWEGen, Expand),
satisfying strong security (Definition 3.17) with the parameters of Definition 3.18.

Theorem 3.21 ([DQV21]).Let Fyng = {f : {0,1}* — {0,1}N} of depth-d circuits. Let
¢(d) = O(d). Suppose there exists a succinct LWE sampler (SampCRSGen, LWEGen, Expand)
satisfying & succinctness and Bo-flooding (Definition 3.17) with Bg = BN& (@) and M2 = N ‘spoly(}\ (,d)
for M, B defined in SLS. Then there exists a succinct randomized encoding scheme (SRE) for F, ONd
satisfying J-succinctness.

Theorem 3.22 ([AJ15, BV15, LPST16]). Assuming sub-exponentially secure succinct randomized
encoding (SRE) exist and subexponentially secure LWE, there exists an i(D scheme.

4 Counter-Examples for Public-Coin Evasive LWE

4.1 Counter-Example for HLL’s Circular Evasive LWE

We first recall the assumption from [HLL23].

Assumption4.1 (Evasive Circular Small-Secret LWE). Letn, m, m’, ], q be parameters. Let Samp(1%; coi nsggip)
. . . . _pub

be a public coin sampler that, given randomness CoINSg,, > OUtputs

n+1)x(Lg+1)m —/ / nx /
Acirc € Ztg )x(Ls+D) , A€ ngm, P e Zq I/ 0, 0, 0_1, Upost, Upre, aUX

where m > O(nlogq), c_1 = w(y/nlogqlogm) and 0post > Tpre. Suppose
Afhe z; ", (B, B;}l) < TrapGen(1",1™,q), K « B;}l(P),

(Ls+1)m
Z,0,<

€fhe Dg,a,gm/X’ €circ Y e + DZU,< i €BEZ", ep € 7,

n mx ((n+1)[logy q]+1)m _ Afne
re DZ,U,SU\/X’ R« {0’ 1} 2 s Athe = <<rTAfhe + e;’rhe)>

s= (1T, -1)7, Ls = (n+1)((n+1) [logq] + 1)m [logq]
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where p; is the ith column of P. In the precondition, the entries of ep, ep are independent and follow
/7 and evesLWES2™P gtates that

Z/Uprezgo'pre pre

14, coins‘s’:ﬁqp, aux, Acire, A, Ame, B,

Che = 1T A + €fi,

S = AmeR — (1, bits(s)) ® G,

cl. . =sT(Adrc — (1,bits(S)) ® G) + el .,
(€ = 1A+ (€)1, = B + e,
=1"P+e}

pre .__
D§* =

AeN
1% coinsPtP A-]ﬁX B
ComSSamp’ auX, Acircs £X , FAfhe, D,

T 1xm

Che — Zl] 4

S « Z‘gn+1) x((n+1)[log, ‘ﬂJrl)m,

- le(Lerl)

CII’C 4
()T« Z;X’” ,Cf Z}ixm,

T 1x]
Cp < Z4

~ pre ,__
~e DI =

(1D

AN

Samp

In the postcondition, the entries of ep, are independent and follow D post

states that

VA and evcsL WE

Z,0post/ <0post
1%, coinsggbmp, aux, Acire, A, Ane, B
Che = 1TAfe + e,
Do .= S = AmcR — (1, bits(s)) ® G,
el =8T(Acirc — (1,bits(S)) ® G) + el
()T =1"A" + ()T, =r"B+ef, K
1%, coinsgzap, aux, Acire, A, Ane, B,\ )
. lem

~. Di)ost — S Zgn—o—l)x((n-s—l)(logzq]-}—l) (12)

circ’

AeN
(

4

1x(Ls+1)m
C|rc — Z 4

( )T<_Zl><m CB lem K

AeIN

Samp

Samp implies evesLW Epost

The evasive circular small-secret LWE assumption states that evesLWEZE

for all efficient sampler Samp.

Note 4.2. The above definition of evasive circular small secret LWE is slightly different from that
in [HLL23], where S encrypts bits(s) and c[. _ is computed as 17 (A — (1,bits(S)) ® G) + e[ ..
However, it is easy to see that the two forms are equivalent, because given Age, Adirc, One can sample

R« {0, 1} acyrc Z(LSH)m and compute the extra block in S as AR’ — G, and the extra
additive term in ¢, — (1,bits(S)) ® G). Here, G and G represent the top 7 and the lat

circ s ( CIFC
rows of G, respectlvely.

4.1.1 Preliminaries for the attack

We will use the following lemmas adapted from [HIL21] to GSW encryption.
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Lemma 4.3 (Even-randomness gate for GSW). Let g be an odd number and cty = ApeR —xG be a
GSW encryption of some x € {0,1}, where Age is the public key, |R[i, j|]| < B for some B < gq/(100m)
and let ct’, be the result of homomorphically evaluating the following two (arithmetic) gates:

1. g1(x) = 3x and Eval(gy,cty) = cty - G! (3G).

2. @o(x) =x+x and Eval(gy,cty) = cty + cty,
where cty is treated as a matrix in Z;Hl)xm." That is, ct), = Eval(ga, Eval(g1,cty)). Then ct, =
AfeR’ — xG forsome R’ € ZZ”’” (here m = O(n log q)) for which every entry satisfies R'[i, j] = 2-7;
for some 7;; € Z; and i,j € [m] with |r; ;)| < O(mB).

Proof. We first expand Eval(g1, cty).

Eval(g1, ctr) = (AmeR —xG) - G~ (;G> = AmeRG ™! GG) —xGG™! <1G>

2
A (rRc 1 (Lc)) - X
— fhe > ) .

1 (1 X 1 (1 x

Then, Eval(gs, Eval(g1,ct:)) = Ame (RG™ (3G ) ) = 5G +Ame (RG™ (3G ) ) - 3G

= Afhe <2 .RG! (;G>> —xG

Note that G™! (3G) € {0,1}"*™ hence |(RG™! (3G)) [i,j]| < O(Bm). O

Lemma 4.4 (Multiplication-by-one gate for GSW). Let ct* = A .R* — G be a GSW encryption for
constant 1, where |R*[i,j]| < g/10foralli,j € [m]. Letx € {—1,0,1}, and let cty = AmeR — xG
be the GSW encryption of x such that R[i,j] = 2-r;; where r;; € Z and |r; ;| < q/(100m), for all
i,j € [m]. Let g(x,y) = x-y. Then Eval(g, cty,ct*) = AmeR’ — x - G2 where R" € Z*™ and
R’ = x - R* mod 2.

Proof. On expanding,
Eval(g, cty,ct*) = —(AmeR — xG)G ' (AmeR* — G)
= Aphe(—RG 7} (AgeR* = G) + xR*) —x- G

Now, firstly, we note that each entry, RG ™1 (AmeR* — G)[i, j] is small, i.e., < (g/(100m)) * m = q/100.
Further we observe that since each entry R[i, j] is even, RG ™! (AfeR* — G)[i,j] = 0mod 2,V i, ] € [m].
Hence, we have R’ = x - R* mod 2. O

Corollary 4.5. Let ct* = AmeR* — G be a GSW encryption of the constant 1, where |R*[i, j]| < 4/10
foralli,j € [m]. Letx € {—1,0,1} and let cty = AmeR — xG be a GSW encryption of x such that
IR[i,j]| < q/poly(n,loggq) for all i, j. Then, for g1,g> as in Lemma 4.3 and g as in Lemma 4.4,

Eval(g, Eval(ga, Eval(gi, cty)), ct®) = AmeR’ — xG,
where R’ = xR* mod 2.

UHere, we specify the homomorphic evaluation circuit concretely, since there are multiple different homomorphic evaluation
circuits implementing the same operation on the encoded message.

2Here the GSW multiplicative homomorphism is computed by —Clel(Cz) where Cq and C, encrypts xq and xp
respectively.
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4.1.2 The Attack

Theorem 4.6. There exists an efficient evasive circular small-secret LWE (evcsLWE) sampler Samp as
defined in Assumption 4.1 such that the pre-condition holds, but the post-condition does not- i.e., there
exists a distinguisher 4P°t that distinguishes post-condition with non-negligible probability.

Proof. We first describe the contrived circuit used by our sampler. Let g, p, B, B,o,0',0_1, Tpres Tpost, Q
be parameters. The parameters will be set after we describe the sampler.

Defining Evasive Circular small-secret LWE Sampler. The public coin sampler Samp of the evesLWE

assumption, on input (1/\, coinsP“®

Samp = (COINS, Kcirc,X/)), does the following:

1. Let Form = {f : {1€{0,1}} x Z"*' — [—q/2+ B,q/2 — B]'*‘} be a family of functions
where f € Fom can be computed by a circuit of depth d(A), prm = (1, 1Y), 19(1)) and B is chosen
to be exponentially smaller than q/2. Choose {f; € Furm }ic|g] such that for r <— D

Z,0,<0VA’
sT = (rT, _1)’
Ag, ) A
1)L, ithe , A Asne
(C;he =rTApe + efThe 17, <Cghe — Z}ﬁ’”) !
the > . (n+1)x ((n+1)[log, q1+1)m
C: — R - 1,bItSS ®G, C+Z 2 ’
<C11-he =r Afhe + e11-he ( ( )) ~c 7 e
; (0 5)
A0 T 1xm' |7
<c8 =rTAg+ e8> ’ G 24
T Ixe .
{fir<l = fi(1,9)}icio Uirel < Z7 e
(13)
where the « ng’”,Ko . ng;n” R « {0/1}m><((n+1)[10gz‘ﬂ+l)m, €fhe D;(7<0'\/X/ ey <
;ia',ga' Voe A concrete example of the choice for such f; would be to index f; with a random matrix

A; Z;nH)M/ and define f;(1,s) as follows. Ignore the first bit, 1, and compute |sTA; ], in

binary and interpret it as a vector in Zfl. Finally, map each such element x € Z,; (in the output vector)
such that x ¢ [—q/2+ B,q/2 — B] to 0. Here, ¢ = [{([logq] / [logp])] and g > pA“(De
(0 is LWE error bound and is defined later). Concretely, f;(1,s) = [GqGrjl(L(sTAi)TJ )85,
where G, = I, ® (1,2,22,...,2/108241-1) and G;l(x € Z,) represents bit decomposition of x,
resulting in a vector in {0,1}°871 (similarly for a vector), and [x]p for any x € Z; represents
truncating the range to [—q/2 + B,q/2 — B|* by mapping the out of range values to 0. In
Lemma 4.7, we show that indistinguishability in (13) indeed holds for this choice of f;. We observe

that such a function f; can be implemented by a circuit of depth d(A) = poly(logg). Also, we
pub

include these matrices, {A;};c(q), as a part of coinsg_

. Define the following circuit C}i (with
depth at most d 4 3) implementing f;.

(a) Start with any circuit Cy, (of depth at most d) outputting f;(1,s) (in binary) on input (1,s).

(b) Let Cy be a circuit which outputs the first bit of its input x. We further assume that the first bit
of x is always 1.

13to keep the notations simple, we set g and p in such a way that £([logq] / [log p]) is an integer.
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(c) To the output wire of Cy, corresponding to the lowest-order bit of f;(1,s)[1], attach a new gate
which performs the correlation-inducing transformation described in Corollary 4.5, using the
output wire of Cy as the special “1” input. Inputs to Cy can be (1, bits(s)).

(d) To all the other output wires of Cy,, attach a gate performing "even randomness" transformation

as in

2. Samples a

Lemma 4.3.

T 1x(Ls+1)m _ Xcirc
cire < Z4 andset Agre = ( 1 .
Airc

3. Define the homomorphic evaluation circuit VEvaIC}_ = MakeVEvalCkt(n, m, g, C}i ). Compute

Hﬁcirc =
Acirc : HJ;Z
formed by

4. Output

where o, ¢/, 0_1, Opost, Upre are as defined later in parameter settings.

circ

MEValC(Acie, VEval, ) € ZIsT for all i e [Q).

taking upper 7 rows of Ar..

It then computes A; =

— )
A, A, Pe ngg Q/aux = ({fi}ie[Q])z ag, (7,/ 0-1, Oposts Opre

Proof of Equation (13).

c ZZHM for all i € [Q] and sets P = [Kfl""’KfQ]’ where Kfi is the matrix

Claim 4.7. Let { fa, € Fom }ic|q) be a set of functions such that fa,(1,8) = [G;G,* (| (sTA;)T] »)]B;
+— D" sT = (¢r7,—1). Then, for all PPT adversary .A, the indistinguishability

foralli € [Q]; r

Z,0,<0VA’

in equation (13) holds assifming the hardness of circular small secret LWE (csLWE) assumption.

Proof. We rewrite equation (13) here, with the above definition of f;’s.*

e
@

A
1 ’<cT =1TAge + e} >’
fhe — fhe fhe
Afhe >
T __ A T
the - rTAfhe + e1"he

) < = [64G; (| 4"A; — a])T) Vsicia

C «

Z(rz—H) x((n+1)[log, q]+1)m

q

A;

1

7

A
c) Z},X’”’ ¢

.)’CZ‘T = Z7 e

(%

where A; Z;’XZ’ and a; Zg/. Let us define an intermediate distribution D’ between Dy and

D1, where ¢] = [G,G,'([tTA; —a] + eiTJp)]B, for e; + D’%U

oVA

. Then Dy and D’ are statistically

indistinguishable because of the following arguments. First we observe that since a; <— ZSI, rTA; — .alz-T is

also uniformly distributed over Z}iw. Then we observe that since e; < D‘% oV le;]| < ov/A, and

hence,

Pr( [*TA; —af | # [1TA; —a] + €] p) < ovV/Ap/q = negl(A) due to the choice of p and g.

Thus, probability that ([rTA; — a] | ) # [rTA; —a] + €] p), for any i € [Q] is at most Qov/Ap/q,
which is again negligible.

“With slight overload of notation, we denote fa, as (‘:T') .
i
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Next, we show that if there exists an adversary .4 who can distinguish between D’ and D7 with
non-negligible advantage, then there is a reduction B that breaks csLWE security with non-negligible
advantage. The reduction is as follows.

1. On receiving 1* from A, forward it to csLWE challenger.

2. The csLWE challenger samples B < {0,1}, AfhecstlWE < ngm, A slwe ngm,+€,Q,
r < D" and returns

Z,0,<0VA’
n Afhe,csLWE C Ag,csLWE
’ CT 7 \~csLWE/ CT ’
fhe,csLWE 0,csLWE

— Ag,
T LT T _ Afhe,csLWE o
where g o \we = T Afhe,cslWE T €ge cstwis CoslWE = ( R

T — T T

Crhe cslWE = ' Athe,cstWE + €qc o wE
; T — . TA T . T Ixm AT

bits(s) ® G, and €0, cstwe = FTA0slwe + &g g wi-1ff = O,and e g we < Z,™ ", ¢ quwe <

ZPM R and Coguye + 24T TIIBRAM e g 1 Then B does the following:
(a) Parse Agcsiwe = (Ao, Aq,...,Ag) where Ag € ngm’ and A; € Z[’;XE/ for all i € [Q].
Also, parse CS/CSLWE = (cl,c,..., cé) where ¢/ € Z%X’”, and ¢] € Z}iw foralli € [Q].
(b) Foralli € [Q], sample a] < Z;”/ and set & = c] —a].

(¢) Compute and set ¢] = [GyG;"(|&],)]s € [~q/2+ B,q/2 — B]".

(d) Set Afe = Afhe,csLWE, Che = Clhe csLWE-
(e) Sample R" + {0,1}"™*™ computes C' = (?Tfhe> R’ — G and C = (C/, CeswE)-

(f) Forward the following to A.

A A A;
v (@) 1G4
( Clhe < aj ) ic[Q]

3. On receiving B’ from A, forward p’ to csLWE challenger.

We observe that if § = 0, then B simulates the distribution D’. When § = 1, then we observe that
C' is statistically close to uniform distribution due to LHL, and thus 3 simulates the distribution D1,
except that in Dy, ¢] Z}ixe, while B returns ¢] € [-q/2+ B,q/2 — B]'*‘. However, since B is
exponentially smaller than g /2, the two distributions are negligibly close. Hence, the advantage of B is

same as the advantage of A.
O

Parameter Setting. We recall the parameters from [HLL.23] except p,B and B, which we define and set
for our purpose.

q c (215)\—1’215/\], p c (25)\—1’25/\], ‘B — 2/\’ B = 28)\/ o= 2/\’
OJ = 22/\/ -1 = 2/\/ Opre = 26A/ Opost = 27}\/ Q =A+m+ (LS + 1)m
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—
Counter-example Roadmap. Now, for our counter-example, we need to show that for (Agre, A, P, aux,
. I
o, 0, 0.1, Oposts Upre) < Samp(l)‘;comspUb = (coins, Acirc, A, {Ai}ic|g))) Where aux =

Samp
({fitieiq)

1. (Pre-condition) For all PPT adversary .AP', the two distributions, D{'® and D}"® as defined in
Equation (11) are indistinguishable. We prove this in Claim 4.10.

2. (Attack against postcondition) There exists an adversary AP°t who distinguishes the distributions,
D§ °** and Df °** as in Equation (12) with non-negligible probability.

Distinguishing Algorithm/Attack Strategy. The adversary AP°t holds the distribution DEC’St for
Athe >> R — (1,bits(s)) ® G,

1" Afhe + €
T = 8T(Acic — (1,bits(S)) ® G) + el and if p = 1, ¢}, « Z1, S « zy " * (D llogaal=im,

circ circ

clic ZEILSH)M. It does the following:

B« {0,1}. Thus, if B = 0, ¢} = r"B+e}, S = <(

1. Foreachi € [Q], compute Hﬁms = MEvaICX(AC;rC,VEvaIC}i, (1,bits(S))) and z; = ¢} - K; —
clic Hﬁcims - alircHﬁdrC/S mod g where K; < B, ! (Af) and al; _ is the (1 + 1)th row of Acirc.

2. Let L = (Ls + 1)m. APt defines the following set of linear equations (Equation (14)) in
variables eg[1], ..., eg[m] and ecirc[1], ..., ecirc[L] and outputs B’ = 0 if Equation (14) is solvable;
otherwise, outputs g’ = 1.

ep[1Ki[1,1] + ...+ ep[m]Ki[m, 1] — eqrc[1/HL g[1,1] —...

—ecirc[LIHY . §[L,1] = 2[1] mod 2
e[1Ka[1,1] + ... + ep[m]Ka[m, 1] — ecirc[1JHE, o[1,1] — ...

—ecrc[LIHE §[L1] =25[1]mod2  (14)

es[1Kq[L, 1] + ...+ ep[m]Ko[m, 1] — e [1JHZ [1,1] —...
—earc[LJH2 ([L,1] = 2o[1] mod 2

Next, we analyze the success probability of APSt,

Claim 4.8. AP°** wins (i,e., B = p’) with at least 3/4 — negl(A) probability when Q > A +m + (Lg +
1)m.

Proof. Let us first analyze the solvability of equations defined in Equation (14) for the two cases: f =0
and § = 1.
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When g =0, Vi € [Q],

z; = CE ’ Kl CII’C HAarc S al—irc Adire,S
= (I'TB + eB) ' Ki - (ST(ACirC - (1; bItS(S)) ® G) + elirc) Hﬁcwc S aI”‘CHﬁcirc S
— I‘TBKi + e£K1 - STAcircHﬁ . + STVEValc’ (1/ blts(s)) CII’C Hfzgrc S ac“'c ﬁcircts
ACer

= r"BK; + efK; — 5T < ) H + sTVEvalc, (1, bits(S)) — ey H —al H]

CII’C

_ A A onxt
=1TA; + e[K; — (T, —1 ) -1 e R, —
' g " e (r ) (alircHlf&Idrc,S> * (r ) <<rTAfhe =+ e1Ihe S fi(s)ls
_ el fi fi

_ AT
circ HAc;rcS Acire Agire,S

= rTAf +efK; — rTAﬁ + al H{sc.,c,s — e}heRﬁ. + fi(s) —el .- Hﬁdms — aIircHﬁci,c,S

circ circ

— eB K+ fi(s) — efheRfi — elircHsz,c,S
(15)
Here, we argue that z; mod g € [—q/2,q/2] gives ep - K; + fi(s) — ef, Ry, — CIrCHf’ _g over
the integer. This can be seen by observing fi(s) € [—q/2+ B,q/2 — B] and e} - K; — eLffheRfl. -
e(T:Irch;’m s € [ B, B], where the latter follows from |ep| < 0pev/A, [B7H(P)| < 0 1VA, ||lemel| <
< (m+2)4*3 [logq] m Hf’ < (m+2)*3[logq] (from
Lemma 3.15 and Section 3.7), and our choice of B.

We prove in Claim 4.9 that with probability 1/2 4 negl(A), we have Vi € [Q], (fi(s) — ef.Rf)[1] =

0 mod 2. This gives us that with probability 1/2 + negl(A),

Vi€ [Q], zil] = efKi[1] — el Hj  ¢[1] mod2.
Here, K;[1] is the first column of K;. Observe that this is the same as the set of equations defined in
Equation (14). Hence, in case of f = 0, Equation (14) is solvable with probability 1/2 + negl(A). This
gives us
Pr(p' =0]B=0) =1/2+negl(A). (16)

When B =1,

; _ fi fi
Vie [Q]/ zi = CE K — C|rc H Adre,S acwc I_IACirC,S ’

where ¢ <— Zj'. Here, we argue that the distribution of {cf - K; mod Q}ie[Q] is statistically close to

uniform distribution over (Z;M )€, even given {K; mod Z}ie[Q]- To see this, we first observe that by
Lemma 3.7, each column of K;[-, j] has min-entropy at least m log(c—1/A) > 2m except for negligible
probability over B and (K;[-, j] mod 2) can be represented by a string of m-bits. We then apply the
generalized Leftover Hash Lemma (Lemma 3.8), which implies that the two distributions are within
statistical distance Q+/2™ -2~2"g = negl(A) by our choice of parameters. We therefore have that
{zi mod g};c|q is distributed uniformly at random over (Z}?X[ )9, even given {K; mod 2};. This, in
turn, implies {z; mod Z}ie[Q] (which forms the RHS of equations in Equation (14)) is also statistically
close to a uniform distribution independent of {K; mod 2}; when B = 1. Hence, Equation (14),
having m + (Ls + 1)m number of variables, is unsolvable with overwhelming probability if Q >
A+ m + (Ls + 1)m, since the RHS of the equation falls into the space for which there exists a solution
with probability at most 2" (Ls+1)m ypA+m+(Ls+1)m — p=A

15Since f;(1,s) ignores its first bit input, 1, we write f;(s) in place of f;(1,s) at many places.

33



This gives us
Pr(f' =1]B=1) >1—negl(A). (17)

Thus, from Equation (16) and Equation (17), we get Pr(p’ = B) > 3/4 — negl(A). O
Claim 4.9.Yi € [Q], (fi(s) — efRf)[1] = 0 mod 2 with probability = 1/2 + negl(A).

Proof. Let us start by analyzing the é;he[l] = e}heRf]. error. Recall that Ry, is the randomness in the
nx/{

homomorphically evaluated encryption of fi(s) (of different form: AfheRfi — (? (s)))’ output by

1

VEvaIC} circuit.
i

We recall from Section 3.6 that for any circuit C : {0,1}L — Z;X(Z, VEvalc on input X - a GSW
nx/{

encryption of some x € {0,1}" - outputs AR — <g(x)> Let C(x)[u,v] € {—1,0,1} be (the

signed version of) the v-th bit of C(x)[u], for u € [{] and v € [0,w), w = [log,q]|, then VEvalc
computation firstly homomorphically computes GSW encryption of C(x)[u, v], which is of the form
Cuo = AmmeRcu,0 — C(x)[u, v]G. Then for each u € [£], it linearly aggregates {Cy,o }oe[o,0—1) to get

nx1

C. = AmeRcy — (C(x) [”]) as C, = ¥, C, oG 1(2%,,1). In particular,
Rey = ) ReuoG ' (2%041), and Re = (Reg,.. -, Reyp).
0

Coming back to our analysis, (e}, Rf)[1] = e} Ry, = el YV Rs, G 1(2°4,41), where Ry,
is the first column of Ry, and Ry, | is the randomness in homomorphically computed GSW encryption of
the v-th bit of fj(s)[1]. Here v € [0, w) where w = [log, q]. Since f; is implemented by C , in which
all the output bits pass through even randomness, except the lowest order bit of the first element, which
passes through the correlation inducing gate, we have

fi(s)[1] — (ef,Ry,)[1] mod 2
= fi(8)[1] — e Rp, G Hins1) — el wzll R, G (2%1) mod2
= fi(s)[1] - e}-heRﬁ,LoG_l(anA) mod 2 Z]Edue to Lemma 4.3)
= fi(s)[1,0] + will 2°fi(s)[1,0] — e}, Ry, ;G (tny1) mod 2
=

= fi(s)[1,0] — e}, Rf,, ;G ' (141) mod 2
fi(s)[1,0] — fi(s)[1,0]e} . R*G *(iy4+1) mod 2 (due to Corollary 4.5)
0 mod 2, if e} R*G !(1,41) is odd

In the above, fi(s)[u,v] represents the v-th bit in the binary representation of f;(s)[u] and R* is
the randomness in the ciphertext of special "1" input used in Corollary 4.5. We then argue that
el eR*G*1 (1,41) is odd with probability negligibly close to 1/2. To see this, we first observe that each
entry of R* is distributed over {0, 1} uniformly at random and thus so is each entry of R*G~!(1,,, 1) mod 2.
In particular, this implies that R*G =1 (1, 1) mod 2 is a non-zero vector with overwhelming probability.
We then observe that each entry of es,. mod 2 is statistically close to the uniform distribution over {O, 1}
by Lemma 3.10. Combining these facts, it follows that the distribution of e}, [R*G™1(1,41) mod 2 is
statistically close to the uniform distribution over {0, 1}, as desired. Note that the term e, R*G 1 (1,,41)
does not depend on i and hence, for all i € [Q], the probability that f;(s)[1] — egheRchi [1] = 0 mod 2 is

1/2 + negl(A). Hence, the proof. O
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Proving the pre-condition. We now show that the pre-condition of evcsLWE holds with respect to the
above sampler defined in Section 4.1.2.

Claim 4.10. For (Acirc, AP, aux, o, 0, 04, Oposts Tpre) < Samp(1* comsggbm (coins,Xcirc,K,,
{Ai}icig))) where aux = ({fi}ic|g)) and fora A € IN,

A . pub ~ ~
17, coinsg, mps aUX, Acire A, Athe, B

Che = tTAme +€f., S = AmeR — (1, bits(s)) @ G,

D" = cire = 8T (Adic — (1, bits(S)) ® G) + ey,

R S

=1"P+e}

1%, comsEagp, aux, Agre, K,, Afne, B,

ol Z}ixmls - Zéﬂ+1)x((”+1)f10gzqw+1)m
~ DY = “ le(LsH)

C|rc 4

7

(18)
()T« Zéxm ,CF Z;X’”,

T Ix]J
Cp Zq

where | = £ - Q, sampler Samp is as defined in Section 4.1.2 and the vectors and matrices are sampled as
in Assumption 4.1.

Proof. We can write 1P +ep = 1T[Af,..., A, ] + e}, ..., e} o] where e}, is the ith block of e}
with length ¢ . Hence, we can re-write Equation (18) as:

. — —
1% coinsP*® aux, Acirc, A, Afhe, B

Samp
Che = ITAmme + €}, S = AR — (1, bits(s)) @ G,
D' = cl . =8T(Adgrc — (1,bits(S)) ® G) + el ,

()7 = 1R+ (¢/)7, ¢} = 1B +e],
{CP,i = rTAﬁ + ep,i}ie[Q]

A . _pub relive
1 7 COInSSamp/ aux, Acirc; A ’ Afhe/ B

1 (n+1)x ((n+1)[log, q]1+1)m
e qum, S+ Z, 2
~ D o ZixUstm

C|rc ’

7

(19)
()T« Z;X’” ,Cf 4 Z;X’”,

v
{ch; + Z7 Yicig

We now prove Equation (19) by a series of hybrids Hyb to Hyb, where Hyb is the Df© distribution
and Hyb, is the DY " distribution of Equation (19). We prove that Hyb, ~ Hyb; = Hyb,.

Hyb;: This hybrid is same as Hyb,, except that for all i € [Q], CI,/I- can be computed as:

T _ T fi , T Y T
CPz Ceirc * HAc;rc,S + fl( ) + Alirc Aci,C,S + eP,i

where ep; < DZ e <OV We claim that Hyb, and Hyb; are statistically indistinguishable. To

see this, note that from Equation (15),

Iirc ) Hflc,,c S — rTAﬂ - acwc Acire, fl( ) + efheRf + ecwc HJZ S

circy

C
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Hyb2:

where Ry, is the randomness in the homomorphically evaluated encryption (of different form) of
fi(s), output by VEvaIC}_. This implies,

po=cl - al .HY T —¢TA s.T 4 el
CPri - CCirC Acurc 'fl( ) c”C HAcirczs + eP/i =T Afl + €i + eP/i

where ;7 = egheRfi +el,.- Hﬁm s-
Let d’ = dvgyal o < d+3. Then, we have, llemel| < oV, l|lecire|] < a VA, HRfH < (m+
f

2)4+3 [logq] m, |H: sl < (m+2)*3logq] (from Lemma 3.15 and Section 3.7). Hence,

circs

& < m?ov2A(m +2)43 [logq] + Lo’ \ﬁ(m +2)7 3 [logg] < 20(leg’ g/ < 23} (as

d = poly(log A)). Further, since ep; < DZU o VT where 0pre < 264 and hence, by noise
pres pre

flooding (Lemma 3.9), ePl g eP + €;7 with a statistical distance of poly(A)Z*‘M. Therefore,
the statistical distance A between Hybo and Hyb; is:

Q - pol
AltHyby, Hyby) = £ PO

Hence, it suffices to show the pseudorandomness of the following distribution:

1%, coinsZiy , aux, Acirc, Amme, B, cf,. = TAme + €], S = AmeR — (1, bits(s)) © G,
el =58T(Adirc — (1,bits(S)) ® G) + e

circ circ’

()T = A + (e)T,cf =1"B+ef, {yi = fi(s) + e{,,i}ie[@

This hybrid is same as Hyby, except that, we sample cfe — Z', Ccirc < Zé, () + Zq’”/, CB
7", S Z§H+I)X((n+l)’—log2ﬂ+l)m and i Z;XE, where . = (LS + 1)71’1. We prove that

Hyb; ~ Hyb, via the following claim.

Claim 4.11. Hyby ~. Hyb,, assuming the indistinguishability in Equation (13).

Proof. We show that if there exists an adversary .A who can distinguish between the two hybrids
with non-negligible advantage, then there is a reduction B that can distinguish L.H.S and R.H.S of
Equation (13) with non-negligible advantage. The reduction is as follows.

1. On receiving 1* from A, forward it to challenger of Equation (13).

2. Equation (13) challenger samples B < {0,1}, Afe VA A «— ZZXL“”*’“,, and
r < DZ oy and returns

Athe A
(. ()5 () )

where ¢}, = rTAfe + el ¢ = rTA +eT,C = ApeR — (1, bits(s)) ® G and {c] =
fi(s)}ie[Q} if B = 0;else C]Ihe — Z%X"l, cT «— ZéXL+m+m” C « Z(n+1)><((n+1)ﬂog2 ql+1)m
and (€] < Z}" eigp if p = 1. Here Ape = (5

e
(A B,A') where A, € Z/*!,B € Z" A" € Z" and o7 =

,(¢)T) where &, . € Zp*F, cf € ZP™, ()T € Z%X"‘/.

circ

) . Then B does the following.

(a) Parse A
o
Cp/

( C|rc’
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(b) Sample coins. Forall i € [Q], samples ep; < D%apre,gapreﬁ' Set aux = {fi}ie|q) and

yi=c] +ep;
(c) Set S = C. Also set Agre = Avire + (1,bits(S)) @ G, Adre = (1:Tdrc>, where
circ
acirc ¢ 2, and ;. = €. — (al — (1,bits(S)) ® G), where G and G denotes the

circ
(n+1)xm

first n rows and 1 + 1-th row of the gadget matrix G € Z; , respectively.
3. Forward the following to A.

A : e / ~
<1 , COINS, auX, Acirc; Afhe/ B/ C;frhe/ S/ Clirc’ (C )T/ C%/ yz}ze[Q]>

4. A outputs a bit . B forwards the bit p to the Equation (13) challenger.

We observe that if B = 0, then B simulates the distribution of Hybrid 1, and if = 1, then
the distribution of Hybrid 2. The indistinguishability of Hyb; and Hyb, follows from the
indistinguishability of Equation (13). O

Hence, we achieve the following distribution:

. -~ = n+1)x (n+1)[1 m
1%, coins, aux, Acire, A, Afne, B, o Zéxmls - ZL(] )% (n+1)[log, q] )

J Z]><(771,(n+1)2ﬂog2ﬂ2+1)n1, (20)

circ q

/ 1xm' T 1xm T 1x/
(C)TeZq Cp 2y ,{cP,i%Zq }Z-E[Q]

where A = < CTfhe> . The distribution as in Equation (20) is the same as D}"* as in Equation (19).
fhe
Hence, the proof.

4.2 Attacks when Pre-Condition Error is Larger

In this section, we develop new attacks that exploit the case where the error in the pre-condition is set
larger than the error in the post-condition.

4.2.1 Attack1

Theorem 4.12. There exists an efficient and public-coin ELWE sampler Samp as defined in Assump-
tion 3.13 (with A and LWE sample with respect to it) such that the pre-condition holds under the LWE
assumption, but the post-condition does not- i.e., there exists a distinguisher AP°St that distinguishes
post-condition with non-negligible probability.

Proof. We first define the sampler.
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Defining Evasive LWE Sampler. Let n,m,?,p,q,r,B € IN be parameters and A be the security
parameter. We assume that p and r are primes and ¢ = pr. The public coin sampler Samp of the Evasive
LWE assumption is defined as follows.

1. Sample D < [0,7 — 1]"*! and set P = pD mod q.
2. Samples s <- Dy .

3. Output S = sT, P, and aux = D.

We can see that the sampler is public-coin, since the only randomness that should be kept secret is s.

Parameter Setting. We set the parameters as follows.
n=poly(A), £=n? m=O0(nlogq), r>2"*, p>2", g=rpr, B=2%,

Tpost = 274, Opre = The = 20 g =22 =0 < (n+1)log q)
Here r and p are primes greater than 294 and 21 respectively.

Distinguishing Algorithm/Attack Strategy. The adversary AP° holds the distribution DEOSt for
B < {0,1}. Thus, for p =0, cf =s"™B+ef and for p =1, ¢ + Z}lxm. It does the following:

1. Compute a vector dT & cf - B71(P) mod g.

2. Find (the unique) d; € [0,7 — 1]" and d; € [0, p — 1]" such that d = pd; + d mod 4.
3. Findsg € [—(r—1)/2,(r —1)/2]" such that s§D = d] mod r.

4. Compute v = ||c§ — s{B mod g

5. Output 1 if v < B and 0 otherwise.

We observe that in the case of f = 0, we have
¢l B }(P) = (sTB+e})B ! (P) = ps'D + e[ B (P).

By our parameter setting, ||e LB~ (P)|| < A0postTm < p. We therefore have sTD = dy mod r. Since
D is full rank over Z, with probability [T (1 —1/r'") > 1 —n/r’~" = 1 — negl()), we have
sT = s] mod r. By our choice of 05 and B, we have ||s|| < r with overwhelming probability and thus
sp = s holds over the integer. Therefore, v = ||ep|| < B with overwhelming probability by our choice of
Upost- In the case of B = 1, we argue that such s does not exist with overwhelming probability. This can
be observed by the counting argument. For an arbitrarily fixed B, for each sg € Z", there are (2B + 1)™
points whose distance from sgB is within B in infinity norm. The probability that random cpg is within
distance B is thus at most (2B + 1) /4™. Taking union bound over sy, the probability that random cg is
within distance B from the span of B is at most 4" (2B + 1)™ /q™. By our choice of B, g, and m, this
probability is negligible. Summarizing the above discussion, the adversary distinguishes the distributions
with high advantage.
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Proving the pre-condition. Here, we prove that the pre-condition with respect to the sampler holds. To
do so, we prove the pre-condition of Assumption 3.13 by a series of hybrids Hyb, to Hyb; where Hyb, is the
Dgre distribution and Hybs is the Df *® distribution of (32). We prove that Hybg ~. Hyb; ~ ... =~ Hyb;.

Hyby: This is the Df© distribution. Namely, the adversary is given (B,P,c] = sTB + e}, ¢} =
sTP +ef, D).

Hyb;: This is identical to Hybg except that we replace the term ¢}, = sTP + e}, with sTP + sTD’ + e},
where D’ < [0, p — 1]"*¢. By our choice of Oy, 05, and p, we have |[ep| > A“()||sTD’|| and
thus e}, =5 sTD’ + e},. Therefore, this hybrid is statistically indistinguishable from the previous
one.

Hyb, : In this hybrid, we further replace ¢}, and D. Here, we sample F Z,’;Xf and set cp = sTF + e},
and D = |F/p] mod r. This hybrid is essentially the same as previous hybrid. To see this, it
suffices to see that the distribution of (P + D’ mod g, D mod ) = (pD + D’ mod g, D mod r)
in the previous hybrid is the same as (F mod g, |[F/p| mod r) in this hybrid.

Hybs: This is the D} distribution. Compared with the previous hybrid, here we replace ¢} and ¢}, with
random vectors with the same dimensions. The indistinguishability from the previous hybrid can
be shown by a straightforward reduction to LWE.

This completes the proof of the theorem. O

4.2.2 Attack 2.

Our first attack is a bit unnatural in that each entry of P is in the ideal generated by p in Z, (i.e., a multiple
of p). Here, we show here another example for uniform P over nge.

Theorem 4.13. Let us consider a variant of ELWE as defined in Assumption 3.13. There exists an efficient
and public-coin ELWE sampler Samp such that the pre-condition holds under the LWE assumption, but
the post-condition does not- i.e., there exists a distinguisher AP°* that distinguishes post-condition with
non-negligible probability. In this example, P is distributed uniformly over ZZXZ.

Proof. Letn,m,?,p,q,7,B € IN be parameters and A be the security parameter. We assume that p and r
are primes and g = pr. The public coin sampler Samp of the Evasive LWE assumption is defined as
follows.

1. Sample A <— Z*™", D « [0,7 — 1)"*¢, and E < {0,1}"** and set P = AE + pD mod g.
2. Samples s <— Dy .

3. Output S = sT, P, A, and aux = (D, E).

We can see that the sampler is public-coin, since the only randomness that should be kept secret is s.

Parameter Setting. We set the parameter as follows.

211/\

n =poly(A), = n?, m= O(nlogq), r> 2 p > , q=pr, B= 204

5A 154 1 1214 27
Opost = 277, Opre =277, Opre =277, 05 =27, TzO(x/mlogq)
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Distinguishing Algorithm/Attack Strategy. The adversary AP°t holds the distribution DEC’St for

p < {0,1}. Thus, for p = 0, cj = sTA+ e}, and c¢| = sTB + e} where ea, ep < D7 o and for
B =1, ¢y, cp  Zy"™". Ttdoes the following:

1. Compute a vector dT défclg -B}(P) — c} - Emod g.

2. Findd; € [0, —1]" and dy € [0, p — 1]" such that d = pd; + d» mod 4.

3. Findsg € [—(r—1)/2,(r —1)/2] such that s)D = d] mod r.

4. Compute v = ||c§ — s{B mod g

5. Output 1 if v < B and O otherwise.

We observe that in the case of = 0, we have
¢t - B '(P)—ci-E=(s"B+ef)B ' (P)— (sTA+e})E=ps'D +eLB ! (P) — e}E.

By our parameter setting, e]T3]3*1 (P) — eLEH < mapost\/X(T\/X—l— 1) < p. We therefore have
sTD = d; mod r. Since D is full rank over Z, with probability [T"_o(1 —1/r"") > 1 —n/r"" =
1 — negl(A), we have sT = s] mod r. By our choice of 05 and B, we have |[s|| < r with overwhelming
probability and thus sp = s holds over the integer. Therefore, v = ||eg|| < B with overwhelming
probability by our choice of 0pest. Furthermore, in the case of f = 1, we argue that sy such that
|cf — s{B mod g|| < B does not exist with overwhelming probability. This is shown by the same
argument as that of Theorem 4.12. Therefore, the above constitutes a valid adversary.

Proving the pre-condition. Here, we prove that the pre-condition with respect to the sampler holds.
To do so, we prove pre-condition of Assumption 3.13 by a series of hybrids Hyby to Hybs; where
Hyb, is the D§ distribution and Hyb; is the D} distribution of Equation (32). We prove that
Hybg ~. Hyb; =~ ... =~ Hyb;.

Hyby: This is the DJ distribution. Namely, the adversary is given (B,P,c} = sTB + e}, c} =
sTA+e),cf, =sTP+e}, A, D, E), where ep < D%%re, ep D%,apre and ep < DKZ,U,,@

Hyb;: This is identical to Hyb except that we replace the term ¢}, with ¢y E+ s7(pD + D’) + e}, where
D’ « [0,p — 1]"*’. We have

cLE+sT(pD+D’) +e] = (sTA+ e} )E+sT(pD+D') + e}, =s"P+e E+s'D’' +e],

By our choice of Gpre, 05, and p, we have ||[e}E + sTD’|| < v/A(mo},, + n(p — 1)0;) and thus

|ep|| > A“(M)|leLE + sTD’||. This implies e}, = e}, + e} E + sTD’. Therefore, this hybrid is
statistically indistinguishable from the previous one.

Hyb, : In this hybrid, we further replace cp and D. Here, we sample F <— Z;‘XF’ and set cp = sTF + e},
and D = |F/p| mod r. This hybrid is essentially the same as previous hybrid. To see this, it
suffices to see that the distribution of (P mod g, D mod r) = (pD + D’ mod g, D mod r) in the
previous hybrid is the same as (F mod g, | F/p| mod r) in this hybrid.

Hybs: This is the D} distribution. Compared with the previous hybrid, here we replace cg and cp with
random vectors with the same dimensions. The indistinguishability from the previous hybrid can
be shown by a straightforward reduction to LWE.
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Proving that P is distributed uniformly at random over ZZX‘Z. We argue that P is distributed

uniformly at random over ngg since so is AE. The latter can be shown by the leftover hash lemma
(Lemma 3.8), which can be applied since the function family {e — Ae} A is 2-universal. O

5 Counter-Examples for Private-Coin Evasive LWE

In this section, we present counter-examples for various versions of private coin Evasive LWE that have
appeared in the literature.

5.1 Counter-Example for AKY Assumption

Theorem 5.1. There exists an efficient ELWE sampler Samp as defined in Assumption 3.13 such that
the pre-condition holds, but the post-condition does not- i.e., there exists a distinguisher AP°t that
distinguishes post-condition with non-negligible probability.

Proof. Our sampler uses a PRF with a contrived circuit implementation as described below.

PRF Circuit Description. Let PRF : {{1} x {0,1}*} x {0,1}* — [—q/4 + B,q/4 — B’ where B
is chosen to be exponentially smaller than q/46. Let Cpg,, with hardwired r, outputting PRF(sd, r) (in
binary) on input sd = (1,sd), be any circuit implementing PRF. We construct a modified circuit Chrr,
implementing PRF as follows.

1. Let Cy be a circuit which outputs the first bit of its input x. Further assume that the first bit of x is
always 1.

2. To the output wire of Cpgp, corresponding to the lowest-order bit of PRF(sd, r)[1], attach a new
gate which performs the correlation-inducing transformation described in Corollary 4.5, using the
output wire of Cyp as the special “1” input. Inputs to Cy can be the bits of sd.

3. To all the other output wires of Cpgp,, attach a gate performing "even randomness" transformation
as in Lemma 4.3.

Defining Evasive LWE Sampler. Letn,m,{,Q,q € IN be parameters and A be the security parameter.
The private coin sampler Samp with private coins coins;f’i:1 P = (sd, R, eatt, efhe,the) of the Evasive
LWE assumption is defined as follows. The sampler is almost the same as the one used by AKY [AKY24a]
except that it uses contrived implementation of the PRF circuit. The sampler Samp on input 17 does the

following:

1. Let {Fprm = {f : {0,1}F — {0,1}1Xf}}prm be a family of functions, where f € Fpm can be
computed by a circuit of depth dep(A) = poly(A) and prm = (11, 141) 1dep(A))  Choose
{fi € Form}ic|) and an input vector x € {0, 1} so that

(W {fir i) Yiciq) =e Y {fi Aiticiq))s
where A; « {0,1}'** fori € [Q]. A concrete example of the choice for such x and f; would be to
define x as a random PRF seed and f;(x) as the PRF value on input i w.r.t the key x.

Define the following circuit C;. implementing a scaled version of f;. That is, C/, takes x € {0, 1}E
as input and outputs |g/2] f;(x). Start with any circuit Cy, outputting |g/2] f;(x) (in binary) on

1oNote that fixing the first bit of seed to 1 does not affect PRF security, since the actual computation can always ignore the first
bit.
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input x. To all the output wires of Cy, attach a gate performing "even randomness" transformation
as in Lemma 4.3. We can observe that CJ/‘,- is of depth at most d + 3.

2. Samples {r; < {0,1}"};c(q); sd « {0,1}* and set sd = (1,sd).

3. Then it defines a function F; = F[f;, r;] with f;, r; hardwired as follows: On input (x, sd), compute
and output f;(x) [q/2] + PRF(sd, 1;) € Z;Xf . Let Cy;, be a circuit that implements F; and uses
circuits C}i and C,’DRFr_ to compute the respective components, and adds their outputs to get the

final output of C .

4. Samples Ay ZS,”H)X(LXH)m where Lx = m(A+ L+ 1)(n+1)[logq]. Define the
homomorphic evaluation circuit VEvalc; = MakeVEvalCkt(n, m, q,Cy,). Compute lem =

MEvaIC(Aatt,VEvalch_) € ZL(ILXH)MXK for all i € [Q]. It then computes Ap, = Ay - HZtt for

alli € [Q] and sets P = (Ag,, ..., Ag,).
5. It then samples § < D7 , and sets = (87, —1)T.

6. Sample Ag,e < Zy ", eme < Dy, , Rj < {0, 1} forall 1 < j < (L+A+1) and
compute a GSW encryption as follows.

._ Ape _ B (n+1)xm(A+L+1)
Afe = <§TAfhe 1 e;rhe> , X = ApR (X, Sd) QG e Zq
where R = (R, ..., Ry 141)) LetLx = m(A + L+ 1)(n+1) [logq] be the bit length of X.

7. Sample e < D(ZL;:)m and compute ¢}, = sT(Au — (1, bits(X))7 ® G) + el;.

8. Output

S=sT
aux = (X, C;tt/fll'"/fQ/rl/---er/Aatt)
P= (AFl,...,AFQ).

Counter-example Roadmap. Now, we show a counterexample to Evasive LWE (Assumption 3.13)
with respect to the sampler specified above. This is proven by showing that the precondition distributions,
as defined in Assumption 3.13 are computationally indistinguishable, while the postcondition distributions
as defined in Assumption 3.13 are distinguishable.

Concretely, for our counter-example, we need to show that for (sT,aux, P) <~ Samp(1*), where
aux = (X, cl, fi, -+, fO 11, -+ -, 10, Aare) and (B, B71) < TrapGen(17+1, 11084, ),

1. (Precondition) For all PPT adversary AP, the following two distributions, D' and D}"® are

indistinguishable.
B,P, ¢ =sTB+e],sTP+ ()T, B,P, ¢ « 7, "8 ()T 7,9,
pPre .— X = AmeR — (x,5d) ® G, ~ DPre .— X = AmeR — (x,5d) ® G,
0 el = 8T (Aare — (1, bits(X)) ® G) + ely, ! Cire = 8T (Aate — (1, bits(X)) ® G) + el
fl/- . -/fQ/rlr- . -er/Aatt fl,. . .,fQ,rl,. . .,rQ,Aatt

mlogq

Zoow 1 e « D%%l. We prove this in claim 5.4.

where, eg +— D

7Note that AKY uses bits(1,X) in place of (1, bits(X)) to represent the same thing.
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2. (Attack against postcondition) There exists an adversary AP°S* who distinguishes the following
distributions, D§°*" and DP°** with non-negligible probability:

B,P, ¢" =s"B+ef, K, X=AmR—(x,5d) ®G,
DSOSt = Coet = sT(Aate — (1,bits(X)) ® G) + el
fl/' . '/fQ/rll‘ . ~er/Aatt
B,P, ¢« Z; "% K X = AR — (x,5d) ©G,
DfOSt = cl = sT(Aqa — (1,bits(X)) ® G) + el
fl/' . '/fQ/r1/~ . '/erAatt
where ep ¢ Dl 8", K; < B;!(Ap,) and K = (Ki, ..., Kg).

Parameter Setting. We set our parameters the same as AKY.

B = 20(eplog’) 5o (98ME 28MIB)  y — poly(A,dep), m = O(nlogq),

=0 (\/ (n+1) 108‘1) , B= 26)‘[;, U5 = Uthe = Uatt = 0 = 22, op = 25A,B,

oy = 2270 B /poly(A), Q= A+mw+ (Lx 4 1)m

Distinguishing Algorithm/Attack Strategy. The adversary AP° holds the distribution DE°St for
B < {0,1}. Thus, for p =0, cT =s"B+ef,andfor p =1, cT Zéxmbgq. It does the following:

1. Foreachi € [Q], compute Hiamx = I\/IEvaICX(Aatt,VEvaICQi, (1, bits(X))) and
z;=c - K;—cl,- Hijatt x mod g

2. Foralli € [Q]andj € [{],sety;; =0,ifz;; € [~q/4,q/4) and y; ; = 1 otherwise, where z; ; is
the j-th element of z;. Now it subtracts y/ | /2] from z; to get

Vie [Q], zi=2z —y] [g/2] modg
=T K;—cly - Hiatt,x —yl14/2] modgq
where yiT = (Y1, Yig)-

3. Letw = [log, q]. AP defines the following set of linear equations (Equation (21)) in variables
eg[l],..., ep[mw] and e [1],..., est[(Lx + 1)m] and outputs B/ = 0 if (21) is solvable;
otherwise, output 8’ = 1.

ep[1]K1[L, 1]+ ... + ep[mw]Ky[mw, 1] — eae[1|Hy ([1,1] —...

—eare[(Lx + )m]H} [(Lx +1)m, 1] = 2[1] mod 2
es[1]K[L, 1] + ... + ep[mw]Ky[mw, 1] — eau[1JH [1,1] — ...

—eare[(Lx + DmHZ [(Lx +1)m,1] = z;[1]mod2  (21)

es[1Ko[1,1] + ... + eg[mw]Kg[mw, 1] — exe[1/HC ([1,1] — ...
—eare[(Lx + D)m]H2 [ [(Lx +1)m, 1] = 2g[1] mod 2

Bobserve that y! = f;(x) in case of f = 0.
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Analyzing success probability of AP°St.
Claim 5.2. AP°s* wins (i,e., B = p') with 3/4 — negl(A) probability when Q > A + mw + (Lx + 1)m.

Proof. Let us first analyze the solvability of equations defined in (21) for the two cases: p = Oand f = 1.
When B = 0,

Vie[Ql, zi=c" - Ki—cly- Him,x
= (sTB+ef) - K; — (sT(Aqre — (1, bits(X)) ® G) + elr) - Hy
= sTBK; + e[ K; — sTA,wH}, +sTVEvalg (bits(X)) — el H) (22
= sTAf, + efK; — sTAg, + Fi(x,sd) — efTheRC/F‘ — elttHI;jatt’X
Fi
= efK; + fi(x) [q/2] + PRF(sd, ;) — e;heRcéi - eZttHAm,X
where Rq:' is the randomness in the homomorphically evaluated encryption of F;(x, sd). Let the depth of
Cr, be d = poly(A) and from Lemma 3.15, the depth of VEvalc, is

dvevale, = (d0(logmloglogq) + O(log?logy)).

The depth of circuit C{:i increases at most by constant O(1) from d due to the addition of even randomness
and correlation-inducing gate, and hence, it is d + O(1). The depth of VEvalcé_ is

dvevl, = ((d+0(1))O(log mloglogq) + O(log* log)).

From Lemma 3.15 and parameter setting, we have
IRe; [ < (m +2)47 W log g1 max e[ 141]| IR
< (m+2)"*°W [logq] m
< (m+2)"°W Mlogq] < B

and using the depth bound as in Section 3.7, we have

dveval .,

[ x| < om+2) % rog g1 <
Now, from parameter setting, we have
Fi 5 5
||efTheRC;[ + e;ttHAatt,XH < 22 \/Xﬁ <2%p

and
|lefKi — e{heRCﬁ. — e;ttHlxatt,xH < 25A+1\/XB 12 E <223 < B

Hence, ||PRF(sd, 1;) + e[ K; — e}heRq:i - egttHiamxH < (q/4—B)+B =gq/4, AP will correctly
recover fi(x) i.e. y] = fi(x) and hence, we will have

Vie [Q],

zi = fi(x) |4/2] + PRF(sd,1;) + efK; — ef, Rey — el H v — fi(x) [4/2]

= PRF(sd, 1;) + egK; — ef Rey — e;ttHim,X € [—q/4,q/4] over integer
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We prove in Claim 5.3 that Vi € [Q], PRF(sd, 1;)[1] — ef R¢; [1] = 0 mod 2 with probability >
1/2. This gives us that with probability > 1/2, l

Vi € [Q, 1] = efK;[1] — el H} [1] mod2.

Observe that this is the same as the set of equations defined in (21). Hence, in case of = 0, (21) is
solvable with probability 1/2 4 negl(A). This gives us

Pr(p' =0]B=0) =1/2+negl(A). (23)

When g =1,
Vie[Ql zi=c - Ki—cly - HY

where ¢ < Z'".

Here, we argue that the distribution of {¢J, - K; mod 4} (] s statistically close to uniform distribution
over (Z%XZ )9, even given {K; mod 2};c1q- To see this, we first observe that by Lemma 3.7, each
column of K;[-, j] has min-entropy at least mwlog(c_1/A) > 2mw except for negligible probability
over B and (K;[-, j] mod 2) can be represented by a string of mw-bits. We then apply the generalized
Leftover Hash Lemma Lemma 3.8, which implies that the two distributions are within statistical distance
Qy/2mw.2-2mwg = negl(A) by our choice of parameters. We therefore have that {z; mod q};c(q
is distributed uniformly at random over (Z}]XZ)Q, even given {K; mod2};. This, in turn, implies
{z; mod 2}1-6[@ (which forms the RHS of equations in Equation (21)) is also statistically close to a uniform
distribution independent of {K; mod 2}; when f = 1. Hence, Equation (21), having mw + (Lx + 1)m
number of variables, is unsolvable with overwhelming probability if Q > A + mw + (Lx + 1)m, since
the RHS of the equation falls into the space for which there exists a solution with probability at most
omw+(Lx+1)m /2A+mw+(LX+1)m — A

This gives us

Pr('=1]B=1) >1—negl(A). (24)

Thus, from Equation (23) and (24), we get Pr(f’ = B) > 3/4 — negl(A). a

Claim 5.3. Vi € [Q], PRF(sd, ;)[1] — ef, R¢; [1] = 0 mod 2 with probability 1/2 + negl(A).

Proof. Letus start by analyzing the &}, [1] = ef R¢; [1] error. Recall that R¢, is the randomness in the

nx{
homomorphically evaluated encryption of F;(x, sd) (of different form: AfheRCl/:‘ — <F (()x . d)> ), output
! i\ R,

by VEvalgy circuit. Since Fi(x,sd) = fi(x) |q/2] + PRF(sd, r;), we can write & [1] = ef R¢y [1] =
e;h eRC}I_ 1] + e}h eRCI,DRFrl. [1] because the additive property is preserved after homomorphic addition.

We recall from Section 3.6 that for any circuit C : {0,1}F — Z}i”, VEvalc on input X - a GSW

nx/t

C(x)
signed version of) the v-th bit of C(x)[u] € Z,, foru € [{] and v € [0,w), w = [log, ], then VEvalc
computation firstly homomorphically computes GSW encryption of C(x)[u, v], which is of the form
Cuo = AfmeRcu,o — C(x)[u, v]G. Then for each u € [£], it linearly aggregates {Cu,o }oe[o,0—1) to get

nx1

C. = AmeRcy — (C(x) [“]) as C, = ¥, C, vG1(2°,,41). In particular,

encryption of some x € {0,1}% - outputs Ag,Rc — ( > Let C(x)[u,v] € {—1,0,1} be (the

RC,u = ZRc,u,vG_l(zvanrl), and RC = (Rc,l, .. -rRC,f)'
v

45



Coming back to our analysis, (e], eRC}i )[1] = e} eRC}i,l =ef YV, RC}i,l,vGA (2%4,,11), where
RC/ is the first column of RC} and RC} 1,0 18 the randomness in homomorphically computed GSW

encryptlon of the v-th bit of f;(x) [4/2] [1]. Since f;(x) [q/2] is implemented by C}., which involves
the even randomness transformation (Lemma 4.3) on all its output bits, RC} 1,0 has all the entries as even

due to Lemma 4.3. This implies RC/ 11 has even entries, which in turn implies that (efh RC/ )[1] is even.

So, now our goal is to show that

PRF(sd, r;)[1] — (efheRc’

PRFr;

)[1] = 0 mod 2

1 UG_l (20[11+1)'

Again, since in C,’DRFr_ all the output bits pass through even randomness except the lowest order bit of

Similar to above, we have (e Rc, _ )[1] = ef R
T

PRFr, A efhe RC/

PRFr;

the first entry, which passes through the correlation inducing gate, we have
PRF(sd, r;)[1] — (e}heRC/PRFri)[l] mod 2

w—1

1 1
PRFy, /1 0G (bnt1) = e;frhe Zl RC/PRFrl./LUG (20[11+1) mod 2
=

= PRF(sd, 1;)[1] — e;heRCLRFrv,l,OG_l(‘nH) mod 2 (due to Lemma 4.3)

= PRF(sd, 1;)[1] — efheRC

w—2

= PRF(sd, 1;)[1,0] + Z 2°PRF(sd, 1;)[1,v] — efheRC’

PRFy
v=1

— PRF(sd,1;)[1,0] — e} Re

PRFr;
= PRF(sd, 1;)[1,0] — PRF(sd, r,-)[l,o]e;heR*G—l(lnH) mod 2
(due to Corollary 4.5)

1, 0G71 (ln+1) mod 2

1 OGil (ln+1) mod 2

= 0 mod 2, if e} R*G!(1,41) is odd.

In the above, PRF(sd, r;)[u, v] represents the v-th bit in the binary representation of PRF(sd, r;)[u]
and R* is the randomness in the ciphertext of special "1" input used in Corollary 4.5. We then argue
that e}heR*G_l(th) is odd with probability negligibly close to 1/2. To see this, we first observe
that each entry of R* is distributed over {0,1} uniformly at random and thus so is each entry of
R*G(1,41) mod 2. In particular, this implies that R*G (1, 1) mod 2 is a non-zero vector with
overwhelming probability.We then observe that each entry of eg, mod 2 is statistically close to the
uniform distribution over {0, 1} by Lemma 3.10. Combining these facts, it follows that the distribution of
et R*G1(1,41) mod 2 is statistically close to the uniform distribution over {0, 1}, as desired. Note
that the term e}, _R*G~1(1,11) does not depend on i and hence, for all i € [Q)], the probability that
PRF(sd, 1;)[1] — ef .R¢y [1] = 0 mod 2 is 1/2 + negl(A).Hence, the proof. O

Proving the pre-condition. We now show that the pre-condition of ELWE holds with respect to the
above sampler defined in Section 5.1.

Claim 5.4. For (sT,aux, P) < Samp(1%), where aux = (X, ¢}y, f1, . .. Jforti, - 10, Astt),

B,P, " =sTB+ef, (/)T =sTP+(e)T, B,P, ¢« Zéxmlogq, ()T« Z},XZQ,

Dgre — ; . X = AmeR — (X/ Sd) ®TG/ ~ Di)re — X = AmeR — (X, Sd) ®G,
e = 8T (Aare — (1, bits(X)) ® G) + ey, chie = sT(Auw — (1,bits(X)) ® G) + ey,
fll"'er!rll"'lrQ’Aatt fl,...,fQ,l‘l,...,I‘Q,Aatt

. . . 1
where Samp is as defined in Section 5.1, eg <+ D;/;ng and e’ < D’%%l.
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Proof. To prove this, we introduce one intermediate distribution DP'e  as

B,P, ¢« Z; "8 ()T Z¥'Q,
X Z’gn+1)x(m(/\+L+l))

7

DP® =
inter *
T 1><(Lx+1)m
Cat < Zg ’

f1/~"/fQ/r1/"'/rQ/Aatt

and then prove that Df © ~ D", and D¢, ~ D}"®. This implies, Df © &~ D}".

inter inter
pre pre
Proof of Dy~ = Dy,

Note that the distribution D' and D)., is exactly the same as the L.H.S and R.H.S distribution
(respectively) in equation (4) of the security proof of Functional Encryption for pseudorandom functionality
(prFE) construction as in [AKY?24a]. Hence, almost the same security proof of prFE applies to the proof
of Claim 5.4. However, for completeness, we provide the full proof here.Since, (¢/)T = sTP + (/)T =
(sTAR, + (ep1)T,...,8TAr, + (ep)T) = {sTAF + (ep,)T}icig] = {¢p,}ic[q)- it suffices to prove
the following Equation (25).

B, {AF, }icig), " =s"B+eg, {cp; =sTAr + () }ic(q)/
X=ApnR— (X,Sd) ® G,

DY = ] _ h (25)
cl = sT(Auee — (1, bits(X)) ® G) + el
fl/' . '/fQ/rll' . -/rQ/Aatt
1 1
B, {Ar }iciq, <+ Zy "% {epi < Z)  Yiciq)
D X Zén+1)x(m(/\+L+1)),
~ ~inter T
C;tt — Z;X(Lx+1)m’

fl/' "/fQ/r]/' . '/rQIAatt
where e/ D%m for all i € [Q]. We prove Equation (25) via the following sequence of hybrids.
Hybg. This is L.H.S distribution of Equation (25).

Hyb;. This hybrid is same as Hyb,,, except we compute c},i as
Fi
¢p; = e Hy  x + fi(x) [q/2] + PRF(sd, 1;) + ep;

where ep; < D% o~ We claim that Hyb; and Hyb, are statistically indistinguishable. To see this,
note that from Equation (22), we have :

el Hy, x = sTAr, — fi(x) [7/2] — PRF(sd, 1;) + ef,

T T T F; .. .
where ep, = efheRchl_ +eaHy  x- This implies,

CIJ,Z' = Clit- HIZatt,x +fi(x) Lq/ﬂ + PRF(sd, 1;) + e}’,i = sTAf, + elTJi + eI’,z‘
where [le || < 2378 as proved in Claim 5.2.

Next, we note that |[ef. || < 24440 B /poly(A) = ||ep,||. Thus by noise flooding (Lemma 3.9)
we have ef. + e, &% ep; with a statistical distance of negl(A). Thus, it suffices to show the
pseudorandomness of the following distribution given f1,..., fo,11,...,1Q, At

B, {AFi}iE[Q]/ ¢ =5s"B + eg, {Fl = fl(X) Lq/ﬂ + PRF(Sd, 1‘1‘) + e{,ri}ie[@,
X = AmeR — (x,5d) ® G, ¢y = sT(Aaee — (1, bits(X)) @ G) + el
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(n+1)xm

Hyb,. This hybrid is same as Hyb; except that, we sample ¢ < Zg””, Catt < Zq’” and Afe < Z, ,

Hyb3.

where Ag,e is the fhe public key used to compute X. We have Hyb; ~. Hyb, using LWE.

To prove this, we show that if there exists an adversary A who can distinguish between the two
hybrids with non-negligible advantage, then there is a reduction 3 that breaks LWE security with
non-negligible advantage. The reduction is as follows.

1. On receiving security parameter from A, forward it to LWE challenger.

2. The LWE challenger samples § «<— {0,1}. It also samples ALWE — an(mermHLXH) ),
s < Dy, andsets bT = STALWE +ef. € le(mw+m+(LX+l
bT + le(mw+m+ Lx+1)m fﬁ 1. Sends (Aweg, b) to B.

3. Bparses Ajwe = (B', Age, Al ), where B’ € zyme, Age € ZZX’”,A;tt € ZZX((LXH)m)
and bT = (bg, bf _, bl.).

4. Choose {f; € Fpm }ic[g) @nd an input vector x € {0, 135,

5. Samples {r; < {0,1}"},c(q); sd « {0,1}* and set sd = (1,sd).

if B = 0, else it samples

/

6. Samples b Z37" and sets B = (l}

bT> and ¢T := b} — bT.

7. Sets Afpe = (ﬁ{he) and computes X = AR — (x,5d) ® G as in the construction.
fhe
8. Sets Ay = AL, + (1, bits(X)) ® G, Agy = <é$tt>, where ayi ZéLXH)m, and
att
cle = bl — (aly — (1,bits(X)) ® G), where G and G denotes the first 7 rows and
n + 1-th row of the gadget matrix G € Zgnﬂ) am
9. Compute F; and {Af, };c(q) as in hybrid 1.

10. Sends (B, {AFf}ie[Q]r CT, Fi, X, C;tt/flr e ,fQ, ry,..., I‘Q, Aatt) to .A
11. A outputs a bit . B forwards the bit B’ to the LWE challenger.

, respectively.

It is easy to see that if LWE challenger sent bT = 8TA g + e[WE, then B simulated Hyb; with A
mwotm (DM o B simulated Hyb, with A.

Thus, it suffices to show the pseudorandomness of the following distribution given f1, ..., fo, 11, ...,
ro, At

else if LWE challenger sent random b < Z,

B, {AFi}iG[Q]/ el Zt]]xm 108@/ {Fl = fi(x) Lq/2—| + PRF(Sd/ ri) + e;,j}ie[Q]/

X — AfheR . (X, Sd) & G, C;tt “ Z;X(waq)m
This hybrid is same as Hyb, except that we sample X < Zgnﬂ) <L) We have Hyb, =
Hybs using leftover hash lemma. We now argue that A, R is statistically close to a uniform
distribution over Zénﬂ)x(m(AJrLH)). This can be seen by noting that, for a uniformly sampled
vector of length m where the entries are sampled from {0,1}, the min-entropy is m. This
implies the min-entropy of each column of R is m. Furthermore, by the Leftover Hash Lemma
(Lemma 3.8), each entry of AR is statistically close to being uniformly distributed over Z,, with
statistical distance negl(A). This implies that the same holds for X. Thus, it suffices to show the
pseudorandomness of the following distribution given f1,..., fo,11,...,1Q, A

B, {AFi}iE[Q]I cl Z;Xfﬂlogql {Fl = fl(x) Lq/2—| + PRF(Sd’ 1‘,‘) + eir’ ‘}z‘e Q]

X ZE]H+1)><(VH(/\+L+1))/ ., le(LX-H)
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Hyb,. This hybrid is the same as the previous one except that we replace PRF(sd, -) with the real random
function R(-). Since sd is not used anywhere else, we can use the security of PRF to conclude that
this hybrid is computationally indistinguishable from the previous one.

Hybs. This hybrid is same as the previous one except that we output a failure symbol if the set {fi}ie[Q},
in aux, contains a collision. We prove that the probability with which there occurs a collision is
negligible in A. To prove this it suffices to show that there is no i, € [Q] such that i # i’ and
r; = ry. The probability of this happening can be bounded by Q?/2* by taking the union bound
with respect to all the combinations of 7,7’. Thus, the probability of outputting the failure symbol is
Q?%/2%, which is negl(A).

Hybg. In this hybrid we compute F; as
Fi = fi(x) [9/2] + Ri + e,

for all i € [Q]. Namely, we use fresh randomness R; < [—q/4 + B,q/4 — B]'*! instead of
deriving the randomness by R(r;). We claim that this change is only conceptual. To see this,
we observe that unless the failure condition introduced in Hybs is satisfied, every invocation of
the function R is with respect to a fresh input, and thus, the output can be replaced with a fresh
randomness.
Thus, it suffices to show the pseudorandomness of the following distribution given f1, ..., fo, 11, ..., 1Q,
Aatt. 1

1xm =

B, {Ar }icio, €« Z; " {Fi = fi(x) [9/2] + Ri + €] Yieja)s
X Zén-ﬁ-l)x(m()\-&-L—&-l))/C;tt (_ Z;X(LX+1)W

Hyb-. This hybrid is same as the previous one except we sample F; < Zfl for i € [Q]. This follows from
the pseudorandomness of { f;(x) }; and the fact that B is exponentially smaller than q/4. To see
this note that we have

(Y {fi filx)Yieq) =c N {fir A+ {0,137 Y )

which implies

P P ¢
(" {fi, B = fi(x) [9/2] + Ri + €} Yieiq) ~e (1Y, {fi, i = Z1" }ici0)
Hence, we achieve the following distribution
B, {AF,-}ie[Q]/ o Z;xmlogq/ {Fz % Zzlxg}ie[@’x - Z{gnJrl)x(m(AJrLJrl)),
1 1
C;tt <~ ZqX(LX+ )m/fl/ e /fQ/r1/~ . ~/rQ/Aatt
which is the R.H.S distribution of Equation (25), hence the proof.

Proof of D!\, ~ D"

inter

We prove D},°. &~ D' via the following sequence of hybrids.

Hyb,. This is L.H.S distribution i.e. D¢

inter®

Hyb;. This hybrid is same as Hyb, except that we compute X = AR — (x,5d) @ G € Ztgnﬂ) 8 (m(/\JrLH)),

where Afe < Zgnﬂ)xm. We have Hyby ~; Hyb; using leftover hash lemma. We can argue that

the uniform distribution Zgnﬂ) x(m(A+L+1)) is statistically close to AR using the same argument

as used to prove Hyb, & Hybj in proof of D§"® ~ DE . Hence, we skip the indistinguishability
argument.
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Afhe <_ngm ) and
b, = STAwE +ef,

ol = sT(Auwe — (1, bits(X)) ® G) + el To prove this, we show that if there exists an adversary
A who can distinguish between the two hybrids with non-negligible advantage, then there is a
reduction B3 that breaks LWE security with non-negligible advantage. The reduction is as follows.

Hyb,. This hybrid is same as Hyb; except that we compute A = (

1. On receiving security parameter from A, forward it to LWE challenger.

2. The LWE challenger samples B < {0,1}. It also samples Ajwg ZZX("H'(LXH)"I),
S D%/US and sets bT = sTA\wg + e}he € Z},XWHLXH)M) if B = 1, else it samples
b7« 7, "M e g 0. Sends (Auwe, b) to B

3. B parses Aywe = (Ame, Al), Where Ag. € ngm’ Al € ZgX(LXH)m and bT =
(b;’rhe’ b;tt)'
4. Choose {f; € Fpm }ic|g) and an input vector x € {0, 135,

5. Samples {r; + {0,1})‘}1-6[(2], sd < {0,1}* and set sd = (1,sd).
6. Sets Afpe = <£§he> and computes X = AR — (x,5d) ® G as in the construction.
fhe
7. Sets Ay = ALy + (1,bits(X)) ® G, Age = Aau where g « Z{*™™ and
. att = gt , DI > Aatt = al, )’ att q >

cle = bl — (aly — (1,bits(X)) ® G), where G and G denotes the first 7 rows and

n + 1-th row of the gadget matrix G € Zgnﬂ) M respectively.

8. Sample B < Zgnﬂ)xmlogq, o« Z}ix"ﬂogﬂ/, ()T « Z;XKQ‘
9. Compute {AF, };¢[q) as in hybrid 1.

10. Sends (B, {A¥, }icjg), €™, (¢)T, X, ¢l f1,- -+, fo, 11, - -+, TQ, Aate) t0 A.

11. A outputs a bit . B forwards the bit B’ to the LWE challenger.
It is easy to see that if LWE challenger sent random b ZZH(LXH)’“ then B simulated Hyb,
with A, else if LWE challenger sent bT = §TAwg + e]\yg, then B simulated Hyb, with A.

Hence, Df;.,. ~ D}". Hence, the proof.

5.2 Counter-Example for BDJMMPYV Assumption

Assumption 5.5 (Evasive LWE [BDJ " 24]). We recall the version of evasive LWE assumption considered
in BDJMMPV, which is adapted from [MPV24b] and [BUW24]. Let m, n, k, x > 0 be integers and let g
be a modulus. Let 7,0, 0’ > 0. Let Samp be an algorithm which takes 1* and a matrix P € ZI,;X” and
outputs a matrix S € Z; " and auxiliary information aux. Let

D« DY, B« Z;”", P=D-B, (S,aux)+ Samp(1*,P),

k k

E« Dy Y, E <D,y C«2zZp, C 27"

For PPT distinguishes, AP™ and AP define the following functions:
Advhi*(A) =| Pr[Ao(B, P, BS +E,PS + E',aux) = 1] — Pr[A¢(B,P,C,C’, aux) = 1]|
AdvP*(A) =| Pr[A; (B, P, BS + E, D, aux) = 1] — Pr[A;(B,P,C,D,aux) = 1]|
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We say that the evasive LWE assumption evLWE(g, m, n, k, x, Samp, T, o, ¢’) holds, if for every PPT
distinguisher A1, there exists a PPT distinguisher .4 and polynomial Q(A) such that

AdVPE(A) > AdvP (1) /Q(A) — negl(A)
and time(Ap) < time(A;) - Q(A).

Remark 5.6. In this section, we stick to the notation used in [BDJ"24], where B is of size m X n and thus
“tall" matrix, whereas B is a “wide" matrix of size n X m in other sections.

Remark 5.7. We remark that this version of evasive LWE is different from that in [AKY24a] (considered
in Section 5.1). In this version the matrix P is a random matrix and cannot be controlled by the sampler
as it is provided to the sampler as an input. However, aux may contain contrived terms which are also
related to P and thus can still leak some information making it vulnerable to attacks. Indeed, we exploit
such a term in aux in our counterexample.

Theorem 5.8. There exists an efficient ELWE sampler Samp as defined in Assumption 5.5 such that
the pre-condition holds, but the post-condition does not- i.e., there exists a distinguisher AP°St that
distinguishes the post-condition with non-negligible probability.

The sampler used for proving the theorem is almost the same as the one used in the construction of
exponentially efficient doubly pseudorandom obfuscation scheme (xdPRO) as in Section 4 of [BDJ " 24],
except that it uses a contrived implementation of the PRF and f (as defined below) circuit and set g to be
an odd number rather than power of two.

Proof. Our sampler uses a PRF with a contrived circuit implementation, as described below.

PRF Circuit Description. Let PRF : {{1} x {0,1}*} x {0,1}!8() — [—g/4+ B,q/4 — B]* where
B is chosen to be exponentially smaller than q/4. Let Cpgr,, with hardwired i, outputting PRF(K’, i) (in
binary) on input K’ = (1, K"), be any circuit implementing PRF. We construct a modified circuit Cpg,
implementing PRF as follows.

1. Let Cy be a circuit that outputs the first bit of its input x. Further, assume that the first bit of x is
always 1.

2. To the output wire of Cprp, corresponding to the lowest-order bit of PRF(K’, 7)[j] for all j € [k],
attach a new gate which performs the correlation-inducing transformation described in Corollary 4.5,
using the output wire of Cy as the special “1” input. Inputs to Cy can be the bits of K.

3. To all the other output wires of Cprr,, attach a gate performing "even randomness" transformation
as in Lemma 4.3.

Defining Evasive LWE Sampler. Let n,m,k,«,77 € IN be parameters, g be an odd number, and A
be the security parameter. They will be set after the description of the sampler below. The private
coin sampler Samp with private coins coinsifi\'?p = (K",R,E,S,5, {the,g}gg[ﬂ+1+)\],xfhe, efhe) of the
Evasive LWE assumption as in Assumption 5.5 is defined as follows. The sampler Samp on input (1)‘, P),
where P € Z’;X” does the following:

1. Let { Form = {f : {0,1}7 x {0,1}1°8(<) — {0,1}¥1} 1, be a family of functions, where f €
Foorm can be computed by a circuit of depth d(A) = poly(A) and prm = (111, 1K) 1%(A) 14(0)),
Let KeySamp be a sampling algorithm that, on input 1*, outputs key K € {0,1}" and auxiliary
information auxg dependent on K. Choose f € Fprm so that

({F (K1) bicp, auxk) ~c ({u; : w; = {0,1}} ¢, auxk),
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10.

over the random choice of (K, auxg) < KeySamp(1%). A concrete example of such KeySamp is
an algorithm that chooses random PRF key K and sets auxx = L. The function f (K, ) is defined
to be a PRF value with respect to the key K and input i.

For all i € [k], let Cf, with hardwired i, outputting scaled version of f;(K) = f(K,i), i.e
outputting |g/2] f;(K) (in binary) on input K, be any circuit implementing f;. We construct
a modified circuit C}i implementing f; as follows. To all the output wires of Cy,, attach a gate
performing "even randomness" transformation as in Lemma 4.3. We can observe that C}I_ is of
depth at most d + 3.

Sample K” + {0,1}" and set K’ = (1,K”) and K = (K, K").

. Then it defines a function F; with i hardwired as follows: On input K, compute and output

f(K,i) |g/2] + PRF(K',i) € Zk Let Cg. be a circuit that implements F; and uses circuits C} ¥

and CPRF to compute the respectwe components and adds their outputs to get the final output of
C/

Sample § <~ DY, , and sets = (37, —1)T.

Sample Age Z"X’”, efhe «— DI
a GSW encryptlon as follows.

Rfpe s < {0,1}™* ™ forall ¢ € [ + A + 1] and compute

Z Othe”

Afhe == < _ T ) , X = AfeRine — (K) ®G e Zén+1)><m(/\+*]+1)

where the = (the,lr ey the,(/\+l7+1))‘

k><(k+1)

Parse sT = (s1,...,8,,—1) € Z;X”“, sample R < an(kH) and E < D, and

compute A = PR +E + (I, 0) @ (s1,. ., 50, —1) @ 8T € sz<k+l>
column vector and Iy is the identity matrix with k rows and columns.

where 0 € Zg is all zero

. Fori € [k]
* Define the homomorphic evaluation circuit VEvale, = MakeVEvalCkt(n, m, q, C{;i).
On><k '
» Compute XC’FI. = VEvaIC;]_(X). Thus, XC’FZ- = AfheRchl_ — < cL (K)) € ZZ“X , where
R¢; is the randomness after homomorphic evaluation.
o Letf; € ZZ(HH) be the vectorization ofXC% suchthat (I ® (sq,...,5,, —1) ®gT)G 1 (f;) ~
Ct (K). That is,
T
f; = (xcg L1, Xe, [+ 1,1, Xy [1,2],.. o X [+ 1,2],., Xy [LK], .. Xy [+ 1,k])
* Sample r; < {0,1}™.
. Set F = (G;l(f1),...,G; (fx)) € {0,1}(+Dmxx Here GL1(f;) = Cl) where f; €
1

ZZ(HH) 1°89 i the unique vector with (I ® G)f; = ;.

Sample S < Z7"* and set H = S + RF.

Output (S, aux) where aux = (H, Agme, X, A, {1; }ic[x, auxx).
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Counter-example Roadmap. Now, for our counter-example, we need to show that for D «— Dkzxf, B «+
Z7*",P =D B, (S,aux) < Samp(1", P) where aux = (H, Ame, X, A, {1i};c[q, auxx),

1. (Precondition) For all PPT adversary AP™, the following two distributions, D§"® and D}"® are
indistinguishable.

D§ := (B,P,C = BS+E,C' = PS+E,aux) ~ D} := (B,P,C « Z!"",C' « Z}**,aux),

where E «— D7 /", E' « D%X;, We prove this in claim 5.12.

2. (Attack against postcondition) There exists an adversary who distinguishes the following distribu-
tions, D§°*" and DP°*" with non-negligible probability.

D§*** := (B,P,C = BS + E, D, aux) and D{**" := (B,P,C < Z7™", D, aux),

where E < D7 "".
We begin with Step 2. To prove this step, we introduce one extra distribution DS °t as

D" := (B,P « Z;*",C « Z;**, D, aux = (H,aux’))

where (B, B7!) < TrapGen(1",1",9),D + B 1(P),* H + ZZX" andaux’ = (Age, X, A, {ri}ie[x]/
auxg ), and then prove that,

(a) forall PPT adversary, the two distributions, DP°*" and D5 are statistically indistinguishable.
We prove this in Claim 5.9.

(b) there exists an adversary APt who distinguishes the distributions, D" and D5°*" with
non-negligible probability. We prove this in Claim 5.10.

This implies the adversary AP°* distinguishes Df°*" and D?°** with non-negligible probability.

Parameter Setting. We set our parameters the same as [BDJ " 24], except that we explicitly define B, B
and explicitly set x and k.

B= 20(dlog*A) g — Aomefm, B =B+ Amto+ Am(k+1)p,
c=0 =2YB+A(k+1)mp), q¢c (2*kkB,2""kkB], n = poly(A),
m=(n+1)[log,q], k=m? x=m'
Proving D} ~5 D5°".  We show below that D" a2 D5°*" holds with respect to the above sampler
defined in Sectlon 5.2.

Claim 5.9. For (S, aux) < Samp(1*,P) where aux = (H, aux’), aux’ = (Ame, X, A, {1} ;¢ [, auxk).

D" := (B,P,C « Z"*,D,H = S + RF, aux’)
s DB = (B, P« Z{™",C « Z)"*,D,H + Z"*,aux’),

where in D}, D « D", B + Z/*",P = D-B, R < Z;" """ and in D}**, (B, B;!) +
TrapGen(1™,1%,4), D < BZ1(P).

YHere, we overload the notation and B¢ 1 (P) denotes a distribution over short D such that DB = P, rather than BD = P.
This change is introduced due to our choice of the size of B in this section, where we choose B to be a tall matrix rather than the
wide matrix.
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Proof. We prove Claim 5.9 using a series of hybrids Hyb,, . .., Hybs and proving that Hyby ~ Hyb; ~
... & Hybs, where Hyby, is the DP°* distribution and Hyby is the D5°*" distribution.

Hyb,: This is identical to Hyb, except that we sample matrix H as H <= Z;*. In Hyb,, H is computed
by H = S + RF for a uniformly random S < Zg” that is not used anywhere else. Therefore,
Hyb, and Hyb; are identically distributed.

Hyb,: This is identical to Hyb; except that instead of uniformly sampling B < ZZ””, we compute it as

(B,B;!) < TrapGen(1™,1",q). Therefore, the statistical indistinguishability between Hyb; and
Hyb, follows from Lemma 3.4.

Hybs: This is identical to Hyb, except that instead of first sampling D <— DkZXTm andsetting P = D - B, we

uniformly sample P < Z’;X” and set D < BZ!(P). Therefore, the statistical indistinguishability
between Hyb, and Hyb; follows from the trapdoor sampling property (Section 3.5). Note that this
distribution is the same as D5°*.

O]

Distinguishing Algorithm/Attack Strategy for Df°" and D5°*". The adversary AP holds the
distribution D§°*" if B = 0 and D" if B = 1 for B < {0,1}. Thus, for § =0, P = DB, C = BS + E,
H =S+ RFandfor g =1, P « Z}*", C + ZI"*, H + Z**. It does the following:

1. Fori € [x]

* Define the homomorphic evaluation circuit VEvalc, = MakeVEvalCkt(n, m, g, C,).

nxk

* Compute XCll:,» = VEvaICgi(X) = AfheRcl/:i - <CI/: (K)) S Z;H'le_

(n+1)

» Compute f; € Zg as the vectorization of XC%V ie.

)
£, = (xcﬁ_ L1 Xy I+ 1,1, Xy [1,2) o Xy [+ 1,2, Xy [L KL Xy [+ 1,k])

2. Compute F = (G.'(f1),..., G ' (fc)) where {riticp € aux.
3. Compute Y = AF+DC — PH € ZSX" and parse Y = (y1,...,yx) column-wise.
4. Fori € [«], compute z; = y; — |q/2] MSB(y;)?.

5. AP°st defines the following set of linear equations (Equation (26)) in variables, all elements of E, E
and outputs f’ = 0 if (26) is solvable; otherwise, output p’ = 1.

{E[J} 1E[L ] + ...+ E[j, (k+ 1)m]E[(k + 1)m, i]+}
i€[k],je[k]

D[j,l]EEl,i] + ...+ D[j,m]E[m,i] = z;[j] mod 2 (26)

Analyzing success probability of AP°t.

Claim 5.10. AP°s* wins (i,e., B = ') with probability 3/4 — negl(A) when k(k + 1)m + mx < kxk.
200bserve that MSB(y;) = f(K,i) when f =0
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Proof. Let us first analyze the solvability of equations defined in Equation (26) for the two cases: f = 0
and p = 1.

The Case of B = 0. When p = 0, for all i € [«], it holds that

(I, 0) @ (s1,.++,80,—1) ® gT)Gr_i](fi)

(5187,...,5.87,—8g") om om om
o™ (s187,...,5.87T,—87) ... o™ o™ i
— 1
. <ri> (k+1)mx1
0™ o™ : o (s187,...,5,87,—gT) O™ kx (k1)
(s187Ei[L;logq] + ...+ sugTH[(n — 1)logq + 1;nlogq] — gTfi[nlogq + 1;m])
B  (s1gTE[(k— 1)m +1; (k= 1)m +1+logq] + ...
+s,87f;[km — 21log g + 01; km — log q] — g™f;[km — log g + 1; km]) 1

(Slfi[l] + ...+ Snfi[?l] — fi[n + 1])

: (the equality follows from the property of G_,l)
(sifil(k—1)(n+1)+1] +... A PIOPETY OF Mo

]
+Snfi[k<n + 1) - 1] - fi[k(n + 1)]) kx1
s™Xc; [+/1] Cr, (K)[1] — efpe (R, [+/1])

1

= : = : =F(K,i) — & (by correctness of GSW)
s™Xg [ K] Cr, (K)[K] — efe(Rey [/ K])

kx1 kx1

where f;[¢;¢'] is the part of vector f; starting from ¢-th element and ending at ¢'-th element and
e;rhe<RC1’;i ['l 1])

m
I

: is the GSW decryption noise terms. Here, sTXc [-, j] denotes the j-th column
ehe(Re, [ K))
of s™X¢; with n + 1 rows. Therefore, for alli € [«],

AG. ' (f)) = (PR+E+ ((It,0) ® (51,...,50, —1) ® g7))G;. ' (£)

=PRG; ' (f;) + EG.'(f) + ((It,0) ® (s1,..., 50, —1) ® g7) G, (f;)

= PRG,'(f;) + EG. ' (f;) + F(K,i) — &
Hence, it holds that B - B

AF = PRF + EF + (F(K,1),...,F(K,x)) — E
where E = (&,...,8&). Also, DC = D(BS +E) = DBS + DE = PS + DE and PH = P(S +
RF) = PS + PRF. Hence, we have
Y = AF+DC - PH = (F(K,1),...,F(K,x)) — E+ EF + DE (27)

Let E = —E + EF + DE = (&y,...,&). Note that since E < Dszp(kﬂ)m, for each column E[-, 7] of

E, we have ||E[,i]|| < V/Ap. Therefore, ||E - f;|| < v/A(k+ 1)mp. Similarly, since E < Dy~ for
E[-,i]|| < V/Ac and every row D[], -] of D, ||D[j,-]|| < V/At. Therefore,

each column E[-,7] of E,
|ID - E[-,i]|| < AmTo.
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Now for the error bound &;, we have the following. From Lemma 3.15 and parameter setting, we have,

HchiH < (m+2)"90 Tlog q] maxepy 14| IR} ]
< (m+2)"°W [logq] m
< (m+2)"°W Mogq] < B

Now, from the parameter setting, we have
[1&l] < maxjeqllefe (Rey [+ 7]
lefeRey I

< \/X(Tfhelgm < B.

IN

Therefore, by setting
B =B+ Amto+ Am(k+1)p, we get ||&]| < B.

Now, from Equation (27), we have for i € [k], y; = |q/2] f(K,i) + PRF(K',i) + &;. Since,
PRF(K',i) € [~q/4+ B,q/4 — B]¥, we have PRF(K’,i) + & € [—q/4,q/4]F. Hence, we have
the following.

MSB(y;) = MSB(|q/2] f(K,i) + PRF(K,i) + &) = f(K,i)

Now, for i € [x], z; = y; — |4/2] MSB(y;) = PRF(K’,i) + & = PRF(K’,i) — E[-,i] + EF[-,i] +
DE|-,i]. where E[-,i], EF[-,i], DE[-,i] denotes the ith column of E, EF, DE respectively. We prove in
Claim 5.11 that PRF(K’,7)[j] — E[j,i] = 0 mod 2 for all i € [k],j € [k] with probability 1/2 + negl(A).
This gives us that with probability 1/2 + negl(A),

Vi€ [x],j € [k],EF[j,i] + DE[j,i] = z;[j] mod 2 (28)
We can rewrite Equation (28) as Equation (29) below for all i € [«],j € [k].
E[j,1JF[L,i] +...+ E[j, (k+ 1)m|F[(k+1)m,i] + D[}, 1]E[1,i] + ...+ D[j, m]E[m, i] = z;[j] mod 2
Observe that this is the same as the set of equations defined in (26). Hence, in case of B = 0, (25?3
solvable with probability 1/2 + negl(A). This gives us
Pr(p' =0|p =0) =1/2+ negl(A). (30)

The Case of B = 1. When = 1, for all i € [x], we have,

z; = y;— |q/2] MSB(y;) = AF[.,i]+ DC[,i] — PH[.,i] — | /2] MSB(AEF[.,i] + DC[-, i] — PH[., i])

where P < Z'{;X”, C « Z7"", and H < Z;**. We argue that Equation (29) is not solvable with
overwhelming probability in this case. This is shown by the following sequence of hybrids. We denote
the probability that Equation (29) is not solvable in Hyb,, by Pr[Ey«]. Hyby is the same as D{’ °** and we
want to prove Pr[Eg] = 1 — negl(A).

Hyby: This hybrid is the same as D5°*". As we have shown in Claim 5.9, D?*** a5 D5°*" and thus we
have | Pr[Eg] — Pr[E;1]| = negl(A).

Hyb,: In this hybrid, we change the definition of z; as

z; =y; —2e; — |q/2] MSB(y; — 2¢}) mod g
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for freshly chosen e/ < D% - We argue that the distribution of {z; mod 2}, is statistically close
to that of the previous hybrid. To see this, we first observe that for any y € Z, outside of the
“pboundary" [—q/4 — B, —q/4 + B] U [q/4 — B,q/4 + B], we have MSB(y) = MSB(y — 2¢')
for any ¢’ such that |¢/| < B/2. For such y and ¢/, we have

y—1q/2]MSB(y) =y — |q/2] MSB(y —2¢') =y —2¢' — | q/2] MSB(y — 2¢’) mod 2.

We then set B = 20’v/). Then, we have |e/| < B with overwhelming probability. Furthermore,
each y; is distributed uniformly at random over Zg, since P and H are independently and uniformly
sampled. Therefore, by the union bound, the probability that there exists i such that some
of y;’s entry falls into the boundary is negligible. Hence, we have y; — |q/2] MSB(y;) =
yi —2el — |g/2] MSB(y; — 2e!) mod 2 with overwhelming probability, as desired. This implies
[Pr[Ey] — Pr[Es]| = negl(A).

Hybs: In this hybrid, we further change the definition of z; as

z; = Yg - 1q/2] MSB(Y;)

for y! Z'{; . We argue that under the LWE assumption, we have | Pr[E;] — Pr[Es]| = negl(A).
To show this, we consider the following reduction. The reduction algorithm is given an LWE
challenge (P, U), where U = PH + 2E’ if f = 0 and U < Z’;X". Then, the reduction algorithm
chooses (B, By ') < TrapGen(1™,1",4),D < B;!(P),and aux’ = (Age, X, A, {ri}ic[, auxk)
by itself. Then, it defines

y: = AF[.,i] + DC[-,i] — U[-,i] — |4/2] MSB(AF[.,i] + DC[.,i] — U[-,i])

and z; based on the value. The it outputs 0 if Equation (29) is solvable and 1 otherwise.

We can see that the advantage of the adversary above is | Pr[E;| — Pr[E3]|. Therefore, unless the
LWE assumption is broken, we have that | Pr[E;] — Pr[Es]| < negl(A).

Hyby: In this hybrid, z; is uniformly random in [—q/4,q/4]* for all i € [«]. It is easy to see that this
game is statistically close to the previous hybrid, since y’ is uniformly random.

We finally observe that {z; mod 2}; is statistically close to uniform distribution over {0, 1}¥**.
Therefore, Equation (26), consisting of k(k + 1)m + mx variables, is unsolvable with overwhelming
probability if k(k + 1)m + mx < kx in Hyb,. Note that for our setting of parameters, this relation is
indeed satisfied. Therefore, we have Pr[Eg] = 1 — negl(A) from the above discussion.
This gives us
Pr(ff=1|B=1) =1—negl(A). (31)

Thus, from Equation (30) and (31), we get Pr(f’ = ) ~ 3/4. ]
Claim 5.11. Vi € [«],j € [k], PRF(K’,7)[j] — E[j,i] = 0 mod 2 with probability 1/2 + negl(A).

Proof. The proof is similar to that of Claim 5.3. Let us start by analyzing the error 1:3[], i]. Note that
Vi€ [x],j € [, E[j,i] = e} (Re, [ ]]) where Rey [+, f] is the randomness in the homomorphically
l 1 0n><1
F(K, i)[j] ) O
circuit. Here, Afhe is the FHE public key used to compute X, i.e. the encryption of key K.

Recall that F(K, i)[j] = f(K,i) |q/2] [j] +PRF(K’,i)[j] and we can write E[j, i] = ef (Rcy [-,]]) =
el (RC}_ [ ]]) + e (Rey,. [+, j]) follows by the way we implemented the homomorphic addition.

evaluated encryption of F(K, 1) [j] (of different form: Agme(Rcy [+, j]) — ( > ), output by VEvalc,
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. 1 1 _ .
Now, e}he(Rc}i -, = e}heRc}i =l Zngq Rc’ G 1(2%,41), where Rc}i'j = Rc}i [-, 7] is
the jth column of RC} and RC} is the randomness in homomorphically computed GSW encryption of

the o-th bit of (K, 7) |q/2] [j]. Here v € [0,10g, q). Since f(K, ) [4/2] is implemented by C}, which
involves the even randomness transformation (Lemma 4.3) on all its output bits, RC}‘ jo has all the entries

as even due to Lemma 4.3. This implies RC}J]‘ has even entries, which in turn implies that e}, eRC}},j is
even. 1 '
So, now our goal is to show that

PRF (K, 1)[]] — e (Rey,, [+]) = 0 mod 2

. T . T w—1 —1(nv
Similar to above, we have efhe(RCéRF [, 7]) = efheRCPRF = €he Lo RCERFifJ'fUG (2%1,41).

Again, since in C{;RFZ_ all the output b1ts pass through even randomness, except the lowest order bit of
the jth entry of the output, for all j € [k], which passes through the correlation inducing gate, we have

PRF(K’, 1) [j] - efue(R;

PRF;

[-,7]) mod 2
log, g—1
= PRF(K,i)[j] - efheRCERF 0G  (tns1) — €efe 2 Repe, oG ~1(2%,41) mod 2
= PRF(K',i)[j] — e}heRC/PRF_’]-,OGfl(th) mod 2 (due to Lemma 4.3)
log, 42

= PRF(K,i)[},0] + Z 2°PRF(K’,i)[j, 0] — efheRc/RF,j’OG*1(1n+1)m0d2

= PRF(K,i)[j,0] — efRer

PRF; .
= PRF(K’,i)[j,0] — PRF(K’,i)[j,0](e}, . R*G ! (1,+1)) mod 2
(due to Corollary 4.5)

) OG (ln+1) mod 2

= 0 mod 2, if (e} [R*G™1(1,41)) is odd.

In the above, PRF(K’,i)[j,v] € {—1,0,1} represents the v-th (signed) bit in the binary representation
of PRF(K’,1)[j] and R* is the randomness in the ciphertext of special "1" input used in Corollary 4.5.
Note that (e}, R*G 1 (1,41)) is odd with probability negligibly close to 1/2 using the same argument
as in Claim 5.3. Also, note that the term (e}, R*G!(1,41)) does not depend on i, j and hence, for
alli € [x], j € [k], the probability that PRF(K’,)[j] — efhe(RCPRF [,7]) = 0mod 2is 1/2 + negl(A).
Hence, the proof. O

Proving the pre-condition. We now show that the pre-condition of Evasive LWE as in Assumption 5.5
holds with respect to the above sampler defined in Section 5.2.

Claim 5.12. For (S, aux) < Samp(1*, P) where aux = (H, Afhe, X, A, {ri}icp, auxk),

Dy = (B,P,C = BS+E,C' = PS + F,aux) ~ D} := (B,P,C < Z""",C' + ZSXK,aux)
(32)

where D D%Tm,]; — Z;”X”,P =D B,E « 'D%;’(, F D%x;’

Proof. The proof of this claim is similar to the proof of pre-condition of evasive LWE used in the security
proof of exponentially efficient doubly pseudorandom obfuscation scheme (xdPRO) as in Section 4 of
[BDJ " 24]. However, for completeness, we provide the proof here. We prove Claim 5.12 by a series of
hybrids Hyb, to Hyby; where Hyby is the D distribution and Hyby; is the D} distribution of (32).
We prove that Hyby ~ Hyb; ~ ... ~ Hyb;.
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Hyby: This is the D" distribution. We recall the distribution here.

Sample B < Z>", D « Dszrm andsetP = D - B.
Choose (K, auxg) ¢ KeySamp(1*), sample K” < {0,1}" and set K’ = (1,K") and

K = (K, K).

3. Samples § <— D and sets = (5T, —1)T.

Sample Ag,e < Zy ", eme < Dy Rephey < {0,1}™ ™ forall £ € [+ A+ 1] and

Z,0he’
compute a GSW encryption as follows.

L Afhe . _ (n+1)xm(A+n+1)
Afhe = <§TAfhe i eghe> , X = AmeRane — (K) ® G € Z,

where the = (the,lr ceey the,(/\+17+1))'

Parse sT = (s1,...,54,—1) € Z;X(”H), sample R < ZZX(kH)m and E « DkZX (k+-1)m

0
compute A = PR+ E + (I;,0) ® (s1,...,8,, —1) ® gT € ng(kﬂ)m where 0 € Z"; is all

zero column vector and Iy is the identity matrix with k rows and columns.

and

Fori € [k]
* Define the homomorphic evaluation circuit VEvalc; = MakeVEvalCkt(n, m, g, Cy,).
onxk

¢ Compute Xqi- = VEvaIC;I_(X). Hence, Xqﬁ = AfheRC}/:i — <C{:(K)> € Z’;“Xk.

e Letf; € ZS(HH) be the vectorization of X¢/ i.e.

= (X, 111 Xy [n+1,1L X [12], o Xy [n+1,2], ., Xy [LAL,
.
...,xcﬁ[n+1,k])

e Sample r; < {0,1}™.

7. SetF = (G;'(f1),..., G (£)).
8. Sample S < Z7"* and set H = S + RF.
9. Setaux = (H, Afe, X, A, {ri}ie[K],auxK).

10.

11.
12.

Compute C = BS + E where E <— D7 [ *.
Compute C' = PS + E' where E’ < D%X(f,.
Output (B, P,C, C/, aux).

kxm

Hyb;: This is same as Hyby except the way we compute P. Instead of sampling D <— D7 " and setting

P = D - B, we sample P uniformly at random i.e. P < Z’;X”. We now prove that Hyby ~; Hyb;.
We prove that (B, DB) = (B, P) where D Dg{.ﬂ,B — Z"P < Z;‘X”. This can be seen
by observing that, by Lemma 3.6, the min-entropy of each row of D is at least m. Hence, by the
Leftover Hash Lemma (Lemma 3.8), each entry of DB, is statistically close to being uniformly
distributed over Z,.

Hyb,: This is same as Hyb; except the way we compute H, C, C". Instead of choosing S uniformly at
random, sample H < Z{** and set S = H — RF. Now,

» compute U = BR + E* where E* «+ D;;

(k+1)m‘
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Hyb3:

Hyb4:

* compute C = BH — UF + E*F + E where E <~ D7 *.
+ compute C' = PH — AF + (F(K,1),...,F(K,«)) + EF + E + E' where E' «+— D%XK where

0

E is such that ((It,0) ® (sq,...,s,, —1) ® gT)F = (F(K,1),...,F(K,«x)) + E.

It is easy to see that Hyb; and Hyb, are identically distributed. When we substitute S = H — RF in
CandC',wegetC=BS+E=BH—-RF)+ E=BH—-UF+E‘F+EandC' =PS+E =
P(H—RF)+E =PH-PRF+E =PH - (AF— (F(K,1),...,F(K,x)) —E—EF) + E =
PH — AF + (F(K,1),...,F(K,«x)) + EF + E + E’. Therefore, Hyb; ~ Hyb,.

This is same as Hyb, except the way we compute C,C’. In this hybrid, we compute C =
BH — UF + E where E <— Dy " and C' = PH — AF + (F(K,1),...,F(K,«)) + E’ where
E’ < D% Note that by GSW noise bound setting, we have ||E|| < B, from the analysis of = 0

case in Claim 5.10, we have ||EF|| < A(k + 1)mp and ||E*F|| < A(k + 1)mp and by parameter
setting we have ¢ = ¢’ > 2*(B + A(k + 1)mp), we have E*F + E ~; Eand EF + E + E’ ~; E'.
Therefore, Hyb, ~25 Hyb;.

This is same as Hyb; except the way we compute A, U. In this hybrid, we sample A <— ZZX (kL)

and U « ZZM (k1™ \We now prove that Hybs ~. Hyb,. Let A be the adversary that distinguishes
between Hybs and Hyb,. Then we construct a reduction B that acts as an adversary against LWE.
B does the following.

!/
¢ Challenger of LWE samples 8 <— {0,1} and sends (V,Z = VR + E), where E = (;) if

B=0and (V,Z ¢z " V") if g = 1. Here V < ZE+m=n,

P A’
e Parse V = (B) and Z = <U>

* Choose (K, auxg) < KeySamp(1"), sample K" + {0,1}" and set K’ = (1,K”) and
K= (K K).
* Samples § <~ D, andsets = (57, —1)T.

» Sample Ag, < Zy ", eme < Dy Reper < {0,1}™ ™ forall £ € [+ A+ 1] and

Z,0the’
compute a GSW encryption as follows.

— Afhe _ (T (n+1)xm(A+n+1)

Afpe = <§TAfhe + e;frhe> ’ X = AtheRne (K) ®RG e Zq
where Rehe = (Rthe,1, - - -, Rene, (A 4541))-

* SetA=A"+ (I; 0) @sT® gT.

* Fori € [«]

Define the homomorphic evaluation circuit VEvale; = MakeVEvalCkt(n, m, g, C,).

Compute X¢; = VEvale (X).

Letf; € Zg(nﬂ) be the vectorization of Xq:,_.
Sample r; <— {0,1}".

* SetF = (G '(f1),..., G (fx)).

* Sample H «+ Z;**.

* Setaux = (H, Ame, X, A, {ri}iE[K], auxg).
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* Compute C = BH — UF + E where E < D7 7"

 Compute C' = PH — AF + (F(K,1),...,F(K,x)) + E' where E’ + Dkzjf/.

¢ Output (B,P,C, C/, aux) to A.

* On receiving ' from A, outputs .
It is straightforward to see that if = 0, then BB simulated Hybs as A = A’ + (I;,0) @ sT® gT =
PR+ E + (I;,0) ®sT® g™ and U = BR + E*, else it simulated Hyby as A = A’ + (I;,0) ®

sT ® gT is uniformly random and U is uniformly random. Hence, Hybs ~. Hyb, by the hardness
of LWE.

Hybs: This is same as Hyb, except that we compute X as X = AgeRipe — (0’7+A+1) ® G. We now
prove that Hyb, = Hybs. Let .4 be the adversary that distinguishes between Hyb, and Hybs. Then
we construct a reduction B that breaks the IND-CPA security of the GSW FHE scheme. B does the
following.

» Sample P «+ Z’gx”, B« Z7*".

* Choose (K,auxk) < KeySamp(1"), sample K" < {0,1}* and set K" = (1,K”) and
K = (K, K).
» B sends the messages, K and 07+ to the challenger of GSW.
* Challenger of GSW FHE scheme samples B <— {0,1} and sends (Afhe, X = AfheRfhe —
(K) ® G) if B = 0 and (Agpe, X = AfheRne — (0771 @ G)if B = 1.
» Sample A + ZL M g o Zpem,
e Fori € [«]
— Define the homomorphic evaluation circuit VEvalc, = MakeVEvalCkt(n, m, q, Cy, ).
— Compute Xqﬁ = VEvaIC/Fi (X). |
- Letf; € Zg(nﬂ) be the vectorization of X .
— Sample r; «+ {0,1}™. ’
* SetF = (G '(f1),..., G (fx)).
* Sample H «+ Z;**.
* Setaux = (H, Afe, X, A, {ri}ie[K], auxg).
* Compute C = BH — UF + E where E < D7 "
 Compute C' = PH — AF + (F(K,1),...,F(K,x)) + E' where E’ + Dkzif/.
¢ Output (B,P,C, C/, aux) to A.
¢ On receiving ' from A, outputs .

It is straightforward to see that if B = 0, then BB simulated Hyb,, else it simulated Hybs. Hence,
Hyb, ~. Hybs by the IND-CPA security of the GSW FHE scheme.

Hybg: This is same as Hybs except the we sample C" as C' «+— ZI,;X". Note that for f € Fpm,

({f(K/i)}ie[K]/auxK) e ({ui U {0, 1}k}iew,aux1<),

which implies
({14/2] f(K, i) + PRF(K’,i) + E'[-, ] i, auxk) = ({& : & « Z}iq, auxx),

where ||E'[-,i]|| < v/Ac’ < B and B is exponentially smaller than g. Therefore, Hybs ~. Hybs.
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Hyb,: This is same as Hybg except that in this hybrid, we sample C < Zg”“. We prove that
Hybg ~. Hyb; using the hardness of LWE. Let A be the adversary that distinguishes between
Hybg and Hyb,. Then we construct a reduction I3 that acts as an adversary against LWE. B does
the following.

Hyb8:

Hyb9:

Challenger of LWE samples B < {0,1} and sends (V,Z = TV + E € Z;"”"),if f = 0
and (V,Z < Z>*)if p = 1. Here V < z{mE

mx (k+1)m
Sample U’ «+ Z, )
Sample P + Z’;X”, B« Z7"".
Samples 5 <— D7  and sets = (57, —1)T.

Sample Age < Zy ", eme < Dy, Rener < {0,1}™ " forall £ € [ + A + 1] and

Z,0the
compute a GSW encryption as follows.

_ Ae _ _ (grHA+ (n-+1) xm(A+7+1)
Afe = <§TAfhe 1 e]-cl-he> , X = AmeRipe (0 ) ®G e Zq

where Rhe = (Rehe,1, - - -, Rene, (A45741))-
Sample A <+ ZZX(kH)m
Fori € [k]
— Define the homomorphic evaluation circuit VEvalc, = MakeVEvalCkt(n, m, q, Cy, ).
- Compute chFi = VEvan:i (X). |
- Letf; € Zg(nﬂ) be the vectorization of XC{:,'
Set aux = (H, Ame, X, A, {ri}ie[K],auxK). |
Compute C' + Z'{;XK.
Fori € [k], setr; = G~1(V[-,i]) where V[-,1] is the ith column of V.
Set F = (G (f1),..., G (fx)).
Sample H + ng".
Compute C = BH + Z + U'F.
Output (B, P,C, C’, aux) to A.
On receiving ' from A, outputs S’

Since, V is uniformly random, r; are i.i.d uniformly random. Now when Z = TV + E, we
have Z + U'F = TV + E + U'F = (0", TG)F + E+ U'F = ((0"**", TG) + U )F+E =
UF + E. Here U = (0"*" TG) 4 U’ is uniformly random. Hence, in this case, we have
C = BH + Z + U'F = BH + UF + E which is identitcal to distribution of C in Hyb.

When Z + ZZ”", we have C «+ ZZ”K. Therefore, Hybg /. Hyb, by the hardness of LWE.

This is same as Hyb, except that we undo the changes made in Hybs. In this hybrid, we compute

¢ < Enc(Afne, K). Hyb; = Hybg by the IND-CPA security of the GSW FHE scheme. We skip
the indistinguishability argument as it is the same as that of Hyb, ~ Hybs.

This is same as Hybg except that we undo the changes made in Hyb,. We compute A as: Parse

S —

A=PR+E+ (I,0)® (s1,...,5,, —1) @ gT € Zy4

k+1)m kx (k+1)m

(s1,...,8:,—1) € Z;’“, sample R < ZZX( and E « DZ,p and compute

x (ke 1)m Hybg ~. Hybg by the hardness of

LWE. We skip the indistinguishability argument as it is the same as that of Hyb; ~ Hyb,.
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Hybqo: This is same as Hybg except that we undo the changes made in Hyb,. In this hybrid, we sample
S < Z;*" and set H = S + RF. Hybg and Hyb, are identically distributed. We skip the
indistinguishability argument as it is the same as that of Hyb; ~ Hyb,.

Hybq;: This is same as Hyb;, except that we undo the changes made in Hyb;. We sample D <+ DkaTm
and set P = D - B. We have Hyb,y ~ Hyb;; from Lemma 3.6 and Lemma 3.8. We skip the
indistinguishability argument as it is the same as that of Hyby ~ Hyb;.

The distribution as in Hyby is the same as D}". Hence, the proof.

5.3 Extending BDJMMPYV PRO Counterexample to Multi-Challenge PRFE

In this section, we adapt the counterexamples from [BDJ " 24] against the existence of PRO for all function
families to show that there exist pseudorandom function families for which multi-challenge PRFE is not
possible. Similar to [BDJ"24] we construct the counterexample in two steps:

1. Counterexample in the presence of auxiliary input. In this section, we show that for all
pseudorandom function families there exists auxiliary information, with respect to which, a
multi-challenge PRFE cannot be constructed.

Theorem 5.13. Assuming the existence of sub-exponentially secure, instance hiding witness
encryption for NP, for every function family F,m = { f: Xom — yprm}, where prm consist
of polynomially bounded functions of A2, including bound s = s(A) on the size of the circuits
computing any function in the family, satisfying

{fitietoq {fi(x)) ieu jetad =e {fitieiad, {uij < Y}iedjeol)r (33)

where x;’s are chosen in such a way that they have enough entropy, there exists a dependent auxiliary
input aux, such that there does not exist any PRFE scheme satisfying prCT security.

Proof. Consider any pseudorandom function family F - for example, a PRF family, with the
input of the form x; = (K,j), and function f;(x;) = PRF(K,(7,j)). Suppose PRFE =
(PRFE.Setup, PRFE.Enc, PRFE.KeyGen, PRFE.Dec) be any functional encryption scheme for
F, with ciphertext of size at most p(A, s) and secret key of length at most pi(A, s), where pe, px
and p are some polynomials. Let prm’ = (pc, Pk, Qe, Q).

Then, to prove the above theorem, we need to define an efficient sampler that outputs (aux, { ﬁ}ie[Qk} ,
{xi}ie[Qk} ), such that

(a) (Pre-condition holds) For all PPT adversary .A

D§"™ := (aux, { fi}icio, 1fi(x)) Yictou jeian)
~e DI i= (aux, {fi}ie(o ) {ij < V}ielgujeia)) 34

(b) (Distinguisher for post condition) Define a distinguisher for

DF*t = (aux, { fiticq,) {ctitjcio), {skiticia)
Di"’St = (aux, {fi}ie[Qk]/{ujFCT}jE[QC]’{Ski}iE[Qk])’ (35)

where (fmpk, fmsk) < PRFE.Setup(1},prm), ctj = PRFE.Enc(fmpk, xj) and sk; =
PRFE.KeyGen(fmsk, f;), fori € [Qk],j € [Qc], and CT is the ciphertext space of PRFE.

2'We drop the subscript prm when not explicitly needed, to keep the notations simple.
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Defining the sampler Samp. Samp(1") does the following:

(a) Let Qk and Q. are such that (log |V])QxQ. > (Qkpk + Qcpc +1) + A.
Define the following NP relation

Eprm’ = {(]/1,1/ e Y1L,Qer e Y QU1 - - "kach) | dcty, .. .,Cth,Sk1, . Ska s.t. (36)
Vi€ [Qkl,j € [Qc],yij = PRFE.Dec(sk;, ct;) and |ct;| < pand [sk;| < px }.

Thus, the length of any witness can be at most Qi px + Qcp.. Here, we assume that PRFE
master public key, fmpk, is also a part of the ciphertexts.

(b) Choose fi,..., fo, € Fprm,and xq, ..., X, < &, such that the indistinguishability in (33)
holds. For example, for the PRF example above, f; is the PRF function with i hardwired and
X; can be (K, j), where K is chosen uniformly from the PRF key space.

(c) Letstmt = (fl(xl), .. .f1 (XQC)/ ce ,ka(Xl), ce. ’ka(ch))'
(d) Define aux = (WE.Enc(stmt,0), WE.Enc(stmt, 1)).

(e) Output (aux, f1,..., fo., X1,---,XQ.)-

Analyzing the post condition. We first prove the following claim that we will need to moti-
vate/analyze the distinguisher’s strategy.

Claim 5.14. In the absence of cty, ..., ctg_or any other terms dependent on {x; } jelo.)> forall PPT
adversary A,

({fi}ticioq, {ski}iejo), WE-Enc(stmt, 0)) =~ ({fi}ic[o,), {5ki}iejo,s WE-Enc(stmt, 1))

Proof. We prove the above claim via the following hybrids.

Hybg: In this hybrid, A gets WE.Enc(stmt, 0).

Hyb;: Inthishybrid, stmt is replaced with stmt’, where stmt’ = (u11,... 41,0, .-, UQu1,- - - HQ,Q. )
where u;; < {0,1}" forall i € [Qi],j € [Qc]. Thatis, A gets WE.Enc(stmt’, 0).
Indistinguishability follows from pseudorandomness of Fprm. In particular, if A can distin-

guish between the two hybrids, then we can construct a reduction 3 against pseudorandomness

of F as follows.

(a) Upon input ({fi}icj0,, {¢ijtic(ad,jela.])> Where c;j = fi(x;), for some x; € X, if
B =0, else ¢;j < Y, sample (fmpk, fmsk) < PRFE.Setup(1*,prm). Compute
sk; = PRFE.KeyGen(fmsk, f;), fori € [Qk] . Setstmt = (c11,...,¢0,0,)-

(b) Send ({fi}ic(q, {ski}iejo, s WE-Enc(stmt, 0)) to A.

(c) In the end, A outputs its guess bit ’. 13 also outputs p'.

Clearly, if B = 0, B simulates Hyb,, else Hyb; with A. Hence, B wins with the same

advantage as that of A.

Hyb,: In this hybrid, A is given WE.Enc(stmt’, 1).

Indistinguishability follows from the soundness of WE scheme, since for a randomly chosen

set of {Ci,j}ie[Qk},je[Qc}’ the probability of this being in L is negligible. This follows

from the standard counting argument as follows: since any witness can be of length at most

Qcpe + Qpr. total number of possible witness is at most 2QcPe+ QP+l Fyrther, since PRFE

decryption is a deterministic operation, there can be at most 29:P<+QPx+1 members in the

language L,my. On the other hand, total number of choices for {c;; € y}ie[Qk]Je[Qc} is
2(log |¥NQQ: | Hence, by the choice of the parameters, for a randomly chosen set of {Ci,j}i,j,

this being inside the language is < 2.
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Hyby: In this hybrid, A gets WE.Enc(stmt, 1).
Indistinguishability, again follows from pseudorandomness of F, similar to the indistinguisha-
bility between Hyb, and Hyb;.

O

Based on the above claim, the strategy for the distinguisher, AP°St, for the post condition is:

(a) Given (aux = (wcto, weta), { fi}ic(o,), {€ti}je0.) 15Kitie|,))> Where
ctj = PRFE.Enc(fmpk, x]-), if challenge bit 8 = 0, and ct; < CT,if B = 1.
(b) Define wt = (cty, ..., ctg,, sk, ..., skg,).
(c) Compute (o, 1), where p, = WE.Dec(wt, wcty), for b € {0,1}.
(d) If (po, u1) = (0,1), then output B’ = 0, else return p’ = 1.

With the above strategy, the adversary outputs f/ = B with probability ~ 7/8. This is
because if B = 0, then Pr(f' =0) = 1 due to the correctness of WE. When f = 1,
then the probability that (po, #1) = (0,1) < 1/4 due to the above claim. In more de-
tail, Claim 5.14 implies that for a random cty,...,ctg, wt = (cty,...,ctg,, sk, ..., skg,),
Pr[WE.Dec(wt, wetg) = 0] = Pr[WE.Dec(wt, wet;) = 0] = (p < 1, say). Because, otherwise
APt could distinguish the L.H.S. and R.H.S in the claim, by sampling the random WE ciphertexts
itself. Thus, Pr{WE.Dec(wt, wctg) = 1] = Pr[WE.Dec(wt, wcty) = 1] = (1 — p). This implies
that Pr[(p0, u1) = (0,1)] = p(1 — p) < 1/4. Hence Pr(B’ = 1) > 3/4. This gives us the above
probability of winning.

Analyzing the pre-condition

Claim 5.15. For all PPT adversary A, Dgre ~ D'fre, where Dgre and Dfre are as defined in
equation (34).

Proof. We prove the above claim via the following hybrids.

Hybgy: This is Dgre. That is, A gets ((WCtQ, WCtl), {fi}iE[Qk]/ {yi,j = fi(xf)}iE[Qk],jE[Qc])’ where
wet, = WE.Enc(stmt, b) for stmt = (y11,...,¥0,,0.) and b € {0,1}.

Hyby: 1In this hybrid, y; ; <= ) forall i € [Qx],j € [Qc]. stmt and hence, wctg and wct; are also
computed using random y; ;’s.
The indistinguishability between the two hybrids follows from the pseudorandomness of F.
Hyb,: 1In this hybrid, the challenger samples {u;; < YV}ic|o,)je|o. (independent of y;;’s
which are also sampled randomly) and sets stmt = (U1,1,~ .., qu’QC), and computes
wct, = WE.Enc(stmt, b) for b € {0,1}.
Indistinguishability between the two hybrids follows from the instance hiding property of

WE because both (y1,1,-..,Yq,q,;) and (u1,1, ..., uq, ;) are not in Ly with 1 — negl(A)
probability by the same argument as in the proof of claim 5.14 ( in the step Hyb; ~ Hyb,).

Hybsz: In this hybrid, stmt is again set to (f1(x1),..., fo,(xq,)) and wct, = WE.Enc(stmt, b)
forb € {0,1}.

Since {u;; < V}ic|o,],je[o. are independent of {y;; < V}ic|o,) je[o.)» the indistinguisha-
bility between the two hybrids again follow from the pseudorandomness of F.

Finally, the proof completes by observing that Hybs corresponds to the distribution D}, O
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This completes the proof of theorem 5.13. O

. Counterexample without auxiliary input: To remove the auxiliary input aux, the idea is to
output the WE ciphertexts as FE decryptions. However, since WE ciphertext can be polynomial
in its witness size, we cannot perform its computation inside any circuit for which PRFE key is
provided. This is because then PRFE ciphertext size and key size (p. an pj in above discussions)
will be polynomial in Qy and Q. and we will not be able to apply incompressibility arguments
as before. Instead, the sampler itself computes the WE ciphertext, wct, itself, as before, but now
instead of providing it as aux, it divides wct into blocks of fixed lengths and encrypts each block
into different PRFE ciphertexts, and provides an additional PRFE key for a function which simply
outputs a part of its input. For this, to be able to argue the indistinguishability in the pre-condition,
we need pseudorandomness of WE ciphertexts. This can be achieved by combining (plain) WE
with compute-and-compare/lockable obfuscation [WZ17, GKW17]. Note that even though this
increases the total number of PRFE ciphertexts, not all of them will be a part of the witness. Hence,
we will still be able to apply the incompressibility argument as before.

We prove the following theorem.
Theorem 5.16. Assuming the existence of instance hiding WE with pseudorandom ciphertexts,
there exists for all A, a pseudorandom function family Fprm = {f: Xorm — yprm} as defined in

equation (33), for which there does not exist a PRFE scheme satisfying prCT security. Here prm
consists of some fixed polynomials in A.

Proof. To prove the above theorem, we need to define a function class Fpm such that for any
PRFE scheme PRFE for F,m there exists an efficient sampler Samp that on input (1) outputs
({fiticiqy {xj}jeqy), for some Q) and Q;, we will set later, such that

(a) (Pre-condition holds) For all PPT adversary A,
D§* = ({fiierqy {fi(x) }ielgyjeiqn) ~e DI = ({fi}ieiqy {uij < ¥ he[@@he%%

(b) (Distinguisher for post condition) Define a distinguisher for
D5 i= ({fitieiqu {etiYjeiqu {skitierqr), DI i= ({fitieiqy {4 < CT Yeiqu {skitierqy),

where (fmpk, fmsk) <— PRFE.Setup(1%), ctj = PRFE.Enc(fmpk, x;) andsk; = PRFE.KeyGen(fmsk, f;),
fori € [Q;],j € [QL], and CT is the ciphertext space of PRFE.

Defining the sampler. We first describe the ingredients needed to define our sampler.

* Let PRF : K x (Z; x Z;) — Y be a pseudorandom function that can be computed by
circuits of size sg, where K is the PRF key space.

e Sets = sf.

* Let F; be a family of pseudorandom functions computable by circuits of size at most s.
Let PRFE be any PRFE scheme for F;. Let p. = pc(A,s) and pr = pi(A,s), for some
polynomials py and p., be the bound on the sizes of the ciphertexts and the secret keys,
respectively, of PRFE scheme.

* Let WE be a witness encryption scheme for the language defined in equation (36), wrt the

above PRFE. Thus, witness is of size at most Q.p. + Qxpk- Let pu = puw(Qcpe + Qrpx) be
the bound on the size of the ciphertexts of WE. Thus, p, > Qc, Ok.
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We are now ready to define our sampler, Samp.

Samp (17):

Let Q and Q. be such that
(logD}DQch > chc+kak+A+1- (38)

Let Qu = 2pw/ log|Y|. To keep the notations simple, we assume that log || divides 2py,
else we can use padding. Also, since p;, = poly(A,log|V|, Qc, Qk), we assume Qr > Q..
In the otherwise case, we could set Qy, to be the maximum of Q. and 2p,,/ log ||

Set Qi = Qr +1and Q) = Q.

For i € [Qy], define function f; : IC x Z; x Y — Y, such that f;(K,j,c) = PRF(K, (i,})).
Define fo,+1 to be a selector function, g such that g(K, j,c) = c. Note that g is a simple
function whose size is smaller than the PRF function and hence, lies in F5.

Sample K < K and do the following:

(a) Foralli € [Qk] and j € [Qc], compute y; ; = PRF(K, (i,7)).

(b) Setstmt = (¥1,1,---,Y0,Q.)-

(c) Compute wctg = WE.Enc(stmt,0) and wct; = WE.Enc(stmt, 1). Set wct =
(wetg, wety ). Let w be the I-th block of wct, where each block is of length log | )| bits.

(d) Forj € [Qu], set xj = (K, j,w;).
Output ({f1,..., fo,, &}, {x1,...,x0,}).

Distinguisher’s strategy for post condition. Let , AP°' be the distinguisher. It is given
({fz‘}ie[Qk} u{g}, {Ctj}je[Qw}/ {Ski}ie[Qk] U {sk¢}),where {sk; = PRFE.KeyGen(fmsk,fi)}ie[Qk],
skg = PRFE.KeyGen(fmsk, g) and {ct; = PRFE.Enc(fmpk, x;) } ¢ |0, ], if the challenge bit § = 0,
else {ctj - CT }jco,]» Where (fmpk, fmsk) < PRFE.Setup(1%), CT is the ciphertext space of
PRFE. AP°st does the following:

(a)
(b)
(c)
(d)
(e)

For | € [Qy], compute w; = PRFE.Dec(skg, ct;); .

Setwct = (Wy, ..., Wp, ) and parse it as wct = (wctg, wetg ).

Set witness wit = (ct,...,ctg, ski, ..., sko, ).

Compute by = WE.Dec(wit, wcty) and b; = WE.Dec(wit, wct; ).

If (,’l/l(), ]’ll) = (O, 1), output ’BI =0,
Else, if any of the above steps fails, or if (po, 1) # (0,1), output / = 1.

Analyzing the distinguisher AP°*. When § = 0, it is easy to see by inspection, that AP°st
gets (po, #1) = (0,1) in Step 2d. In particular, firstly, we observe that AP°S* correctly recovers
WE encryptions of 0 and 1 as wct = (va/to, va/t1) due to the correctness of PRFE. Next, we
observe that wit formed by first Q. ciphertexts and Qy keys indeed form a valid witness since for
alli € [Qx],j € [Qc], PRFE.Dec(sk;, ¢;) = PRF(K, (i,])) = y;, due to the correctness of PRFE.
Hence, by correctness of WE, WE.Dec(wit, wctg) = 0 and WE.Dec(wit, wct;) = 1. Hence, it
outputs B/ = 0 = B with probability close to 1.

In case of B = 1, since all the Q,, ciphertexts are uniformly random, firstly it is unlikely that wit
formed by (random) ¢;’s (along with Qy keys) will form a valid witness for WE ciphertext computed
by AP°St. Even if it does, bits 0 and 1 are information theoretically hidden by these ciphertexts.
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Hence, Pr[(po, 111) = ( 1)] < 1/4. Thus, AP°* outputs B/ = 0 with probability at most 1/4.
That is, Pr(f’ = 1| = 1) > 3/4. This gives overall success probability of adversary close to at
least 7/8.

Analyzing the feasibility of equation (38). We note that the both input and output length of
functions in F; are independent of either Q. and Qy. Thus, s = s is independent of Qj and
Q¢ since it simply computes a PRF. This implies that both p; and p., which depend on s, are
independent of Q. and Qy as well. Hence, it is possible to set the values of Q. and Qj such that
the equation (38) is satisfied.

Analyzing the pre-condition We prove the following claim.

Claim 5.17. For all PPT adversary AP, D' ~. D{"®, where Df'® and D}"® are as defined in
equation (37)

Proof. We prove the claim via the following hybrids.

Hyb: This is DG™. That is, AP'® gets ({fi}icio,) U {8} {¥ij}icial jelul {¥i}ieiu))> Where
vij = PRF(K,(i,j)) and y; = g(K,I,w;) = w; which is the I-th block of wct =
(wetg.wetg) = (WE.Enc(stmt, 0), WE.Enc(stmt, 0)) for stmt = (y1,1,...,¥0,0.)-

Hyby: In this hybrid, y;; <= ) for all i € [Qk],j € [Qu]. Note that this also changes the
computation of wctg and wctq, which are now computed with respect to the statement formed
by these (random) y; ;s for i € [Q], j € [Qc].

Indistinguishability from the previous hybrid follows directly from the pseudorandomness of
PRF.

Hyb,: In this hybrid, y}, for all j € [Qy] is sampled uniformly randomly. In particular, the
challenger samples wct = (wctp, wety ) randomly, which implies y}’s are random. Observe
that this is the same hybrid as D'f e

Indistinguishability from the previous hybrid follows by firstly observing that stmt =
(Y11, ¥0uQ.)s for {yij < Y}icigu,ejo.]> used in Hyby, is not in the language with
probability (1 — negl(A)), due to the same arguments as in the proof of claim 5.14. Hence,
the indistinguishability follows due to pseudorandomness of WE ciphertexts.

O]

O]

6 Counter-Measures

In this section we describe our understanding and implications of all known attacks in the literature,
together with counter-measures to prevent them. Attacks by withholding information about B or P
[BUW24] were discussed in Section 2 and can be prevented by ensuring that both B and P are known to
the adversary. All other attacks we are aware of can be broadly categorized as:

1. Malicious sampler attacks: Attacks presented in Sections 4.1, 4.2, 5.1 and 5.2.

2. Contrived functionality attacks: Attack by Branco et al. [BDJ"24][Sec 9] and that in Section 5.2.

We discuss the learning from these attacks and suggest counter-measures against each of these below.
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6.1 Malicious Sampler Attacks

The counter-examples in Sections 4.1, 4.2, 5.1 and 5.2 show that Evasive LWE, both public and private
coin, does not hold for arbitrary samplers, who may choose circuit implementations and error distributions
in a malicious way so as to make the post-condition false even when the pre-condition is true. Since the
intuition was discussed in Section 2, we proceed to detail the counter-measures.

Controlling the Structure of P. Since a primary source of vulnerability is allowing adversarial control
on the structure of P, a natural counter-measure is to limit such control. Here, note that in the real world,
the circuit implementation of F is chosen by the key generator, who is an honest party — this suggests it
better models the real world if the adversary’s control on the structure of P is removed/reduced.

Observe that for functionality, we want to support matrices P which have the structure of Ar where F
represents the FHE evaluation circuit for the function f, where f is input to key generation. Here, an
important point is that while f is chosen by the adversary, the circuit implementation of F can be made
canonical and put outside the control of the adversary. We suggest two approaches below.

One approach is to use randomized encodings (RE) [IK02]. The usage of RE in the design of FE
schemes is popular — it dates back to [GVW12] and has been used extensively since then, for instance
in [JLS22]. Typically, RE is used in FE constructions to reduce the degree of the function. In our case
however, we use RE to control the structure of the circuit. In more detail, the key generator for f does
the following: let F represent the FHE evaluation circuit corresponding to f and let E (-, 1) denote the
randomized encoding of F. The key generator samples r, computes F(-, r) and outputs the function secret
key for this circuit 22. The encryptor, given input x, computes the ciphertext as before. Correctness of
the FE is inherited from the correctness of randomized encodings. If we use Yao’s garbled circuits to
instantiate the randomized encoding, then F involves computing SKE encryptions whose circuit can be
fixed in the scheme. Thus, even if the attacker chooses f in some highly structured, adversarial manner,
the function F will have a fixed structure that the adversary cannot manipulate.

Another approach is to use the universal circuit [Val76] to restrict the structure of F and hence P.
Recall that a universal circuit (UC) is a circuit that can be programmed to simulate any Boolean circuit
up to a given size. That is, a universal circuit U takes as input the bit representation of F in addition to
an input x, and produces as output U(F,x) = F(x). Since a universal circuit has fixed structure, this
prevents the adversary from embedding contrived dependencies into P. We observe that technically, there
is also a fixed arithmetic computation that must be performed after the Boolean computation. Namely, we
convert the Boolean output to Z,, divide the outcome by a constant and round to integer, and then multiply
a constant again. However, these operations are fixed computation and the circuit structure remains fixed.

Error Size in Pre-Condition. The attack presented in Section 4.2 crucially exploits the fact that the
error in the pre-condition is larger than that in the post-condition. Wee’s original paper introducing
evasive LWE [Wee22] intuited that this should not be the case and suggested choosing a larger error in the
post-condition than in the pre-condition for a more conservative assumption. However, to the best of our
knowledge, no attack was known to concretely exploit such a setting of parameters before our work. A
natural fix to prevent such difficulties is to ensure that the error in the post-condition is as large or larger
than that in the pre-condition.

Modifying Evasive LWE. Here, we suggest a more stringent version of evasive LWE with the goal of
ensuring that the broken schemes fail to admit a proof under this modified assumption, while the unbroken
ones do admit such a proof. We illustrate this using the scheme of AKY [AKY?24a] — the analysis for
[BDJ24] is similar.

22Note that r need not be hidden in our setting as we do not require the security properties of randomized encodings.
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Assumption 6.1 (Stringent Evasive LWE). Let n,m, t,m’,q € IN be parameters and A be a security
parameter. Let x, x" and x” be parameters for Gaussian distributions. Let Samp be a PPT algorithm that,
on input 1*, outputs

Pc ZZXt,aux e {0,1}*

The modified Evasive LWE assumption says that, for every PPT Samp,

If,  (i)(P,SP+EK/, K/ aux) ~ (P,SP + E/,K,aux) and
C

(ii)(B,P,SB + E,SP + E’, aux) ~ (B, P, Cy, C’, aux)
Then,  (B,P,SB+E, K, aux) ~ (B, P, Co, K, aux)

where (P,aux) < Samp(1*), B + Zy ", Co Z?lxm,C' — ZZ{”,
E + D%;m, K + Dy, E D%;,t, S+ zr
K < B~!(P) with standard deviation x".

In the single-challenge setting, m’ = 1 whereas in the multi-challenge setting, m’ can be an arbitrary
polynomial in the security parameter.

Intuitively, we added an extra condition to check whether it is safe to replace the correlated error with
i.i.d error given auxiliary information. We discuss the reasoning behind this in detail below, using AKY
as the running example.

Why Evasive LWE is too strong as stated: As seen in Section 5.1, in the AKY construction, the term
sTP + e, given aux, can be simplified to:
. F;
Vie[Q], zi=c" K —cly- Hy  x
= (s"B + e]T;) Ki — (sT(Aate — (1, bits(X)) ® G) + ely,) - Him,x
= s"BK; + egK; — sTAattHi"att + sTVEvalg (bits(X)) — elttHl;fm,x
= sTAF, + egK; — sTAF, + Fi(x,sd) — ef Rer — e:IttHI;\iatt,x

= fi(x) [4/2] +PRF(sd, ) +  efKi —ef Re — el Hy
N~~~ i

Noise by ELWE

Evaluation Noise

The usage of evasive LWE allows to replace the error efK; by a fresh i.i.d noise term ef,i in the
pre-condition. Thus, when analyzing the distribution in the pre-condition, this i.i.d noise term is used to
break the correlation between PRF(sd, r;) and e]IheRq: and flood the leakage contained in the latter term.

i

Subsequently, one can argue that f;(x) |q/2] + PRF(sd, r;) is pseudorandom over the entire space as
required by the proof.

However, in the real world, as shown in Claim 5.3, the circuit representation used to compute Af,
can be chosen so that Vi € [Q], PRF(sd, r;)[1] — ef R [1] = 0 mod 2 with probability > 1/2. Since

fi(x) is known by correctness, letting z; = z; — fi(x) Lq}ﬂ, we get:
2 = £i(x) /2] + PRF(sd,1,) + ebK; — efRe; — el — fi(x) [4/2]
Then, due to Claim 5.3, we get that with probability > 1/2,
Vi € [Q], 1] = efK;[1] — el H} [1] mod2.

This in turn, leads to the attack. The core issue is that e} K; does not have enough entropy since K; is
very wide and known publicly, hence it does not do a good job at flooding.
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How the Modification Helps. Note that given the extra check in the pre-condition, we would need to
explicitly check that the distribution sTAg, 4 eTK! (for random eT, K!) can be conjectured computationally
indistinguishable from the distribution sTAf, + eI,i fori.id e},l_ in the presence of aux. For a contrived
choice of Af;, we have seen that this conjecture does not hold — this would prevent the proof from going
through. Similarly, when the pre-condition error is chosen larger as in the attack of Section 4.2, the above
check will fail.

The AKY fix. Subsequent to these attacks, AKY fixed their construction so as to perform a modulus
reduction step which gets rid of the problematic evaluation noise and replaces it with some rounding noise
which cannot be correlated with the PRF output as before. We discuss why the revised AKY construction
does admit a proof under the stricter assumption above.
In more detail, in the revised AKY construction, the term sTP + e[, (after simplification using aux as
discussed above) in the real world now becomes:
PRF(sd, ;) + e} -K— (M- e;high + el T M- errpigh + errioy)

s, low

. . An Ap
where erfyigh, erfiow € {0,1}¢ is rounding error, elhigh = sT L%J — LST%J and e =~ =

sT L%J — LST %J , and Apigh, Ajow are public matrices which do not encode any secrets.

Importantly, note that the evaluation error (M - e;high + el,low + M - errpigh + erroy) cannot be

arbitrarily made to depend on the PRF seed/value and can be conjectured to be flooded by PRF(sd, r;)
by setting the parameters appropriately. We emphasize the subtle circularity: the error depends on s
which is used to hide the PRF seed in the FHE ciphertext, and the PRF output is used to flood the error,
so we cannot claim that the new error is independent of the PRF seed. However, we can conjecture
computational flooding since the new error seems very hard to exploit by the adversary.

Assuming computational flooding as above, the correlated evasive noise e[ K; is not required to break
any dependence between the PRF output and the FHE evaluation noise and f;(x) |q/2] + PRF(sd, r;)
can be conjectured to be pseudorandom as desired in the original formulation of evasive LWE. In this
setting, we can replace elT3 - K by i.i.d error in the pre-condition and a proof under this assumption better
captures the real world.

HLL Assumption. We note that the modified evasive LWE also captures the insecurity of the evasive
circular LWE assumption used in [HLL23] by the same argument as above. In particular, we can see that
the first condition of the pre-condition does not hold because of the same reason as [AKY?24a]. This can
be seen by replacing f;(x) |g/2] + PRF(sd, r;) with f;(s) in the above analysis. However, the scheme of
[HLL23] can be shown to satisfy the stricter pre-condition defined above, and is indeed not broken by the
attack. Intuitively, this is because in the scheme of [HLLL.23], the attacker never recovers any value in the
zeroizing regime, and hence cannot exploit the problematic correlations. Thus, the modified assumption
separates the broken and unbroken schemes, by admitting a proof for the latter and denying a proof for the
former.

The Hope. The strengthening suggested above would insert an extra check for when a “correlated
flooding with mask” term (say LWE with correlated error) can be conjectured indistinguishable to a
“i.1.d flooding with mask” term (say LWE) and would perform the replacement only if this appears safe.
The extra check would fail for the attack scenarios discussed in the present work, such as the “malicious
sampler” attacks as well as “pre-condition error is larger” attacks, cautioning about insecurity. While this
extra check introduces new “flooding with mask” style conjectures, it captures more closely the subtleties
in the noise distributions of these constructions and appears to admit a proof only for constructions that
are secure.

71



Currently, the vulnerabilities of evasive LWE are still being discovered but our hope is that as
we stabilize in our understanding of counter-examples against evasive LWE, we can find meaningful
strengthening of the pre-condition so that the security of the scheme is better fitted with the assumption.

6.2 Contrived Functionality Attacks.

The attack by Branco et al. [BDJ"24][Sec 9] and that in Section 5.2 show that there exists a contrived
“self-referential” functionality for which pseudorandom obfuscation or compact functional encryption
satisfying simulation style security cannot exist. We believe this result is analogous to the impossibilities
known for the random oracle model [CGHO04] or VBB obfuscation [BGI"01] and can be handled
using the same high level approach as in these settings, as discussed in Section 2. The pseudorandom
functionalities that are useful for applications, such as computing blind garbled circuits or FE ciphertexts
[AKY24a, AKY24c], are quite natural and do not fall prey to such attacks. We believe that the proof from
evasive LWE for these functionalities provides strong evidence for real world security of the schemes,
similar to proofs in the ROM.

We additionally remark that the incompressibility style arguments underlying these counter-examples
do not apply in the single challenge setting. Translated into the evasive LWE assumption, single-challenge
means that S is a vector and not a matrix. Hence, one principled way to avoid these counter-examples is
to use evasive LWE in the single-challenge regime.

7 Compact Functional Encryption from Correlated Flooding (or Fixed-Bit
Evasive LWE)

In this section, we study a new modification of evasive LWE, which we call correlated flooding (or fixed-bit
evasive LWE23). Intuitively, the idea in evasive LWE is that if the term SP + E’ in the pre-condition can be
proven pseudorandom over the entire space (given other terms), then the post-condition can be conjectured
secure. In this section, we show, perhaps somewhat surprisingly, that if SP + E’ is pseudorandom not
over the entire space but only over half the space, then it can be used to build full fledged FE for P.

We remark that the term “correlated flooding” is generic and meant to capture the intuition that a
flooding term, carefully generated using a PRF so as to avoid problematic dependencies, can be conjectured
to flood some leaky noise terms revealed during decryption. While fixed-bit evasive LWE is a more
intuitive name (to us), we believe it is misleading to have the word “evasive” in the assumption since
it explicitly allows the adversary to compute values in the zeroizing regime. The construction closely
follows the outline of the construction of compact FE for pseudorandom functionalities by [AKY?24a].

7.1 Correlated Flooding (or Fixed-Bit Evasive LWE) Assumption

Assumption 7.1 (Correlated Flooding). Let n, m, t, 1/, g € IN be parameters and A be a security parameter.
Let x and )’ be parameters for Gaussian distributions. Let Samp be a PPT algorithm that outputs

Sez!""Pez, auxe {01}

on input 1*. We define the following advantage functions:

Advlj{:(A)défPr [Ao(B,SB +E,SP + E/,aux) = 1] — Pr[Ay(B,Co, T + C’,aux) = 1]

def

AdvP ™ (A)= Pr[A; (B, SB + E, K, aux) = 1] — Pr[A;(B, Co, K, aux) = 1]

23As we describe next, the randomness in pre-condition is only over half the space, thus fixing a bit (MSB) to zero.
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: . : S . def
where T € ZZ/” is a matrix computed by an efficient deterministic algorithm Compute as T =
Compute(aux) and

(S, P,aux) — Samp(l/\),B — ngm, Cy Z;llxmlc/ — [7q/4,q/4]n’><t
E < D%';m, E « D_%’/;f

K« B! (P) with standard deviation O(y/mlog(q)),

-1
B P . .
K' « [Co] ( [T N C’] > with standard deviation O(4/m log(q))

We say that the correlated flooding assumption holds for a particular Samp if for every PPT adversary
Ay, there exists another PPT .4 and a polynomial Q(-) such that

AdVE®(A) > AdvF ™ (1) /Q(A) — negl(A).

Note that if each entry of C’ is sampled from 7, the above assumption corresponds to the evasive

LWE assumption. We also note that when 7’ is large enough (say, n’ > m), there is no K’ satisfying the
. B P L
equation { C ] K = [T n C’} . The assumption is defined only for small 7’. In our case, we use the
0

assumption only for the case of n’ = 1. Indeed, for such small 7/, the attack from Section 5.3, which
requires large 7’ no longer applies.

Adapting Lemma from ARYY23. Next, we adapt a lemma from [ARY Y23] to Correlated Flooding
assumption.

Lemma 7.2. Letn, m, t,1’, g € IN be parameters and A be a security parameter. Let x and x' be Gaussian
parameters. Let Samp be a PPT algorithm that outputs

S e ZZ/X”,aux = (auxy,auxp) € S x {0,1}*and P € ZZXt

for some set S. Furthermore, we assume that there exists a public deterministic poly-time algorithm
Reconstruct that allows to derive P from auxp, i.e. P = Reconstruct(aux).
We introduce the following advantage functions:

Advire/()t)(jéfPr [A(B, SB + E, SP + E/, auxy, auxp) = 1]
—Pr[A(B,Co, T+ C/,c,auxp) = 1]
AdviOSt, (A)défPr[A(B, SB + E, K, auxy, auxp) = 1] — Pr[A(B, Co, K, ¢, auxy) = 1]
where T € Zg,Xt is a matrix computed by an efficient deterministic algorithm Compute as
T Com pute(c, auxy) and
(S, aux = (auxy,auxz), P) < Samp(1*), B « zy ",
Co « 2", C « [~q/4,9/4" ", c + S,E < D", E «+ Dy *!

K < B~!(P) with standard deviation O(4/nlog(q))

o 8] (k5]

Then, under the Correlated Flooding Assumption (cited above in Assumption 7.1) with respect to
Samp, if AdvI;lre (A) is negligible for any PPT adversary .4, so is Advf:lOSt (A) for any PPT adversary A.
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Proof. The proof follows the same outline as Lemma 3.4 of [ARY Y23] but we detail it for completeness.
By the assumption, we have (B, SB + E,SP + E/, auxy, auxp) ~. (B,Cy, T + C, ¢, auxy). This in
particular implies (auxy, auxy) =2, (¢, auxy) since we discard the terms making the task of distinguishing
the distributions harder. This further implies (B, Co, T + C’, auxy, auxy) = (B, Co, T + C’, ¢, auxy)
since adding terms (B, Cy, T 4+ C’) where B, Cy, C’ are uniformly random and T can be computed
efficiently from the given terms, T = Compute(auxy, auxz) on the L.H.S and T = Compute(c, aux)
on the R.H.S, does not make the task of distinguishing the distributions easier. We therefore establish
(B,SB + E,SP + E/,auxy, auxa) ~. (B, Co, T + C/, auxy, auxz). Applying the correlated flooding
assumption with respect to Samp defined in the statement, we have (B, SB + E, K, auxy, auxp) =
(B, Cy, K’, auxy, auxy). To complete the proof, it suffices to show

(B, Co, K', auxy, auxp) = (B, Co, K/, ¢, auxy),

where K’ is sampled as Equation (39) with T being T = Compute(auxy,auxz) on the L.H.S and
T = Compute(c, auxy) on the R.H.S. To show this, we recall that the precondition implies (auxy, auxp) /.
(¢, auxy). We then observe that (B, Co, K’) can be sampled publicly given aux,. This suffices to complete
the proof, since having extra terms that can be computed efficiently from the given terms does not make

B } with the

the task of distinguishing the distributions easier. To sample (B, Cp, K), we first sample [ C
0

trapdoor as <[(]:3] ,T> — TrapGen(l"J“”/,l’”,q), then we compute P = Reconstruct(auxp) and T
0
and finally sample K’ by using the trapdoor. O

In Section 7.3.1 we show that if we restrict ourselves to the particular samplers we consider for the
security proof of our FE in the following section (Section 7.2), fixed-bit evasive LWE implies evasive
LWE.

New Attacks? Note that the original intuition for evasive LWE was that pseudorandomness of SP + E’
over the entire space will ensure that zeroizing attacks do not apply. However, as we saw in previous
sections, zeroizing attacks can be developed in certain cases even for evasive LWE and one must apply
counter-measures to ensure safety against these. Given the countermeasures, if one conjectures security
of vanilla evasive LWE, then can the same countermeasures also provide evidence for security in the
half-space regime?

We currently do not know any additional attack strategies on this variant of the assumption as
compared to the standard evasive LWE assumption. We already studied countermeasures for attacks
against evasive LWE in Section 6, here we examine other avenues of attack that have been studied in the
literature and discuss why they do not seem to apply to our setting.

* Attacks against Tensor Structure: The work of Jain et al. (JLLS) [JLLS23] attacked the tensor
structure which was used crucially in the construction of Devdas et al. [DQV " 21]. In particular,
JLLS showed that Kilian randomization on highly tensored matrices does not kill the tensor structure,
and this structure can be exploited for attacks. This attack does not appear to apply to our setting
since we do not rely on tensors.

* Linearization and Sum-Of-Squares. Linearization attacks, as the name suggests, are attacks where
a system of high degree polynomial equations are linearized and then solved using standard
techniques like Gaussian elimination. The sum-of-squares paradigm has been used to develop
attacks [LLV17, BBKK 18, BHJ " 19] against general expanding families of low-degree polynomials
over the reals. These attacks do not seem to apply to the current setting because there aren’t enough
equations for the former class of attacks and the latter class of attacks requires low degree equations
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over the reals, whereas our PRF computation does not suffer any degree restriction, since we do not
use pairings.

* Attack against Gay-Pass Scheme. The Gay-Pass assumption [GP21] asserts that if an encryption
scheme is CPA secure when the adversary has access to certain leakage on the encryption randomness
(called “Shielded Randomness Leakage”), then additionally publishing an encrypted key cycle does
not hurt security. Counterexamples developed against this conjecture [HJL21] do not apply to our
setting since the specific structure of their assumption is very different from ours.

7.2 Construction of Compact FE

In this section we provide our construction of functional encryption for function family fL( ALLA)A(N) =
{f:{0,1}* — {0,1}1%*}, where the depth of a function f € F is at most d(A) = poly(A).

Ingredients. Below, we list the ingredients for our construction.

1. A pseudorandom function PRF : {0,1}* x {0,1}* — [~q/4 + B,q/4 — B]"* that can be
evaluated by a circuit of depth at most dep(A) = poly(A). Here B is chosen to be superpolynomially
smaller than q/4. We note that for our choice of B the statistical distance between the uniform
distribution over [—q/4,q/4] and [—q/4 + B,q/4 — B] is negligible.

Setup(1*,1%) — (mpk, msk). The setup algorithm does the following.

Set Lx = m(A+L)(n+1) [loggq], sample At < Z,gnH)X(LXH)m and (B,B!) «
TrapGen(1"+1,1"% g), where w € O(logq).

Fix a constant C € Z such that C divides g, and satisfies the constraints given by parameter
settings provided later.

Output mpk := (A, B, C)?* and msk := B- 1.

KeyGen(msk, f) — sk . The key generation algorithm does the following.

Sample r < {0,1}" and define function F = F[f, 1] with f, r hardwired as follows.

On input (x,sd), compute and output f(x) |g/2] + PRF(sd, r) € Z;Xﬁ.

Using the fact that the PRF computation and f(x) can be computed by a circuit of depth at most
dep(A) = poly(A), the function F can be computed by a circuit of depth d = poly(dep).

Define functions Fpigp and Fjo,, such that F(x,sd) = C - Fpigh(x, sd) + Fiow(x,sd). Observe
that both C - Fy,jgh and F),,, can also be computed by a circuit of depth d = poly(dep).

Define the homomorphic evaluation circuit VEvaIFhigh = MakeVEvalCkt(n, m, g, C - Fhigh) and
VEvalg,, = MakeVEvalCkt(n,m,q, C - Fio, ). From Lemma 3.15, the depth of both VEvalg,,

and VEvalg,, is dO(log mloglog ) 4+ O(log? logq).

Compute Hihfth = MEvalC(Auw, VEvaly,, ) € Zlng+1)mx€’

HY* = MEvalC(Aay, VEvalp,,) € Z{ X",

. Fhigh _ F
Compute AFhigh — Aatt : HAatt and AFIv:>w - Aatt ) HAZ\:It.

Af. A
Compute Ap = C - { ?th + { E“’WJ and sample K < B71(AF).

24All the algorithms take mpk implicitly.
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— Output skr = (K, 1).
Enc(mpk, x) — ct. The encryption algorithm does the following.

— Sample § <— D, , and sets = (8T, —1)T.
— Sample ep < D7% and compute cg = sTB + eg.
— Sample sd < {0,1}*, Ame < Z[*", eme + Dy, , R < {0,1}"" forall 1 < i <

Z.,0the
(A + L) and compute a GSW encryption as follows. "
_ Afpe _ B (n+1) xm(A+L)
Afhe = <§TAfhe T eghe , X = AneR (X, Sd) ®G e Zq

where R = (Ry, ..., R(y41)). LetLx = m(A +L)(n + 1) [logq] be the bit length of X.

Compute a BGG™ encoding as follows.

ea ¢ Dy " Ly 1= 8T(Aae — (1,bits(X)) © G) + el
— Output ct = (¢, Catt, X).

Dec(sk fr ct) — y. The decryption algorithm does the following.
— Parse sky = (K, r) and ct = (¢, Catt, X).

— Compute Hi”;i‘x = MEvaICX(Aatt,VEvalphigh,X) and Hi‘;ﬁ/x = MEvalCX(A,¢, VEvalg,,, X).

CT . IIFhigh CT . HF|OW
- C tez:=cl - K— |C. | 2" AwX At TAaeX | )
ompute z = cjj ( { c + -

— Fori e [{],sety; =0,ifz; € [—q/4,q/4) and y; = 1 otherwise, where z; is the i-th bit of z.
— Outputy = (y1,...Y¢)-

Parameters. We set our parameters as follows.

B = 20(dep-log®A), g =2"8, n=poly(A,dep), m =0O(nlogg), T=0 <\/ (n+1)log q) ,

C= 2‘“,6, B = 29)‘[3, Ofhe = Oaty = 05 = 0 =224, 0 = 28)‘5, 0 = 27)‘5/\‘*’(1).

Efficiency. Using the above set parameters, we have

Impk| =L - poly(dep, A), [sk¢| = £-poly(dep,A), |ct| =L-poly(dep, 7).

7.2.1 Correctness.
We analyse the correctness of our scheme below.
— First, we note that
Clit Hif:x = (sT(Aar — (1,bits(X)) ® G) + e;tt)Hi:i],x
= sTAqcH,™® — sTVEvalg,, (bits(X)) + el Hy™
= STAFhigh -C- Fhigh (xr Sd) + e;heRFhigh + e;ttHi:f:X
= sTAfg,,, — C - Fhign(x,sd) + eghigh.

) 0n><€ F,
where VEvaIFhigh(blts(X)) = AmeRp,, — (Fhigh (x sd)> and eghigh = efTheRFhigh + e;ttHAhaih,X.
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_ Slmllarly’ C;tt . Hi:‘:;/x — STAFIOW —_— C . F|OW(XI Sd) + el.glow,
0n><€
Flow (X, Sd)

1:“Iow

where VEvalg,, (bits(X)) = AmeRE,, — < ) ande; = ep Rp,, +el H™ .

— Following analyses hold for both b = high and b = low.
By Lemma 3.15,

|RL|| < (m+2) Ntog ] - maxicpu. [ R]|

IN

(m+2)" [logq] - m
(m+2)"10(logq) < B.

IN

and using the depth bound from Section 3.7, we have,
F T dveva d-O(1
[(45.)7] = 25 g <000 <5

where dveyal, denotes the depth of the circuit VEvalr,. Thus [|eF, || < 221\ /AB < 230

— Based on above, we have ,

Fhi
o |G Halx | | S AR = C-Fhign Cosd) + ey, (40)
C C
sTAf, , + el
—C. hghC Fhlth —C- Fhigh (X, Sd)
STAF,
=C- CF“g“J — C - Frigh(x,5d)+C - &,
where ||&] || < 1, since ||ef,, || < 2**B < C
By similar analysis,
clip - Hil:ft,x | sTAf,, — C-Fiow(x,sd) + er 1)
C N C

T T
s AFIow + eF|ow

= CJ —F|0W(X,Sd)

TA
_ SCFJ "~ Fiow(x,5d) 42,

where ||&] || < 1, since |lef,, || <2**f < C
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— Using the above, the Step 7.2 of decryption outputs

CT . HFhigh CT . HF|OW
z=c}-K— (C- T” e R e 42)

sTAg, TA
=sTAp +efK — (C- { CFh'th — C - Fhign(x,sd) + {SCF"’WJ — Fow (X, Sd)) —C-&] +¢f

AFh'h Af AFh'h Ar
— T . 8! low T _ T igl T low
v (o [T [F]) e (e [T oo [

+ C - Fhigh(x,5d) + Fiow(x,sd) + C - e;high +el ., ~C-& +&
=F(x,;sd) +C-el ., +el,,—C & +& +epK
(since F(x,sd) = C - Fhigh(x,sd) + Fiow(x,sd))

= f(x) [9/2] +PRF(sd,x) + C-e] .. +el,,,—C-& +& +eyK

s, low

Afr,. sTAF,. A sTA
In the above, e;high =s { Chlth - Chlth and el,low =8 {EOWJ N {CFIOWJ e e
due to rounding. Let us analyze the sizes of these errors.
T T AFhigh . STAFhigh
es,high =S C C

AFh' h AFh' h AFh' h AFh' h
QT igh | _ | T igh ig ig
o Fee - [ (e - 17 ) + [ 7))

— T AFhigh _|sT AFhigh . AFhigh T AFhigh
C S \c C C

i <1
— ||eZ || < - I1sl
Similarly,
AF, STAF,,
el,low =sT _TI_ - _CIJ
Apg Apg Ar Apg
— qT low _ T low low low
S_c__s<<c MD%CM
Af Ag Afg Afg
— gT low _ T low _ low T low
o | %] (B - 1)) -0 | )
- _ T AFlcrw o AFlow
C C
i <1
— ||eTion|| < - lsl
— Thus, from our parameter setting, we have H PRF(sd,r) + C- e;high + elllow—C -8l +ef + e]TgKH <
1PRF(sd, 1) |+ C| el ygn | + | L iow | +CIIETI + 1ET | + €K < (3/4— B) +B < g/4. Tnpar
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€ Jow ‘+CHéEH + €[l + [legK|| < Cnlls|| +nls|| + C + 1+ Acgrmw =

(C+1)(n|s|| + 1) + AopTmw < 284+0U8A) 8 < B Hence, from Step 4 of decryption we have
that Dec outputs f(x) correctly with probability 1.

. T
ticular, C‘ € high H + ‘

7.3 Proof of Security of Compact FE

Theorem 7.3. Suppose correlated flooding assumption (Assumption 7.1) for the sampler defined in Figure
1 and LWE (Assumption 3.11) holds. Then there exists a FE scheme satisfying VerSel-INDr security.

Proof. Suppose the adversary .4 with randomness coins 4 queries for challenge inputs xg, x; and functions
f1,- .., fo. To prove the very selective security as per Definition 3.2, we want to show that

aux4, mpk = (Au,B,C), <} =s"B+e], auxy, mpk = (A, B,C), cp <+ Z;nw,
Dy := it = 8T (At — (1, bits(X)) ® G) +ely, | ~¢ D1 := Catt Zng+1)m
X = AmeR — (xp,5d) ® G, {K;, l'i}ie[Q] X — Zg"+1)xm()\+L)/ (K], ri}ie[Q]

(43)

where b is the challenge bit chosen by the challengerand aux 4 = (f1, ..., fo, X0, X1, €0INS 4, ¥1, ..., ¥Q, Aatt).
On the R.H.S, K/ is generated as

.
Cp

-1 T Finigh T Filow
B Ak Ca ‘H it ¢ -H it
Ko | 2] ([uf;n]),tz:ﬂ“ c Jﬂ " J i) La/2], € = [a/4,0/4]"
1 1

Ag... Ar,
Here, for i € [Q], we have r; <— {0,1}*, F; = F[f;,r;] and A, = C - Féh'gh + { 12;"’”” as defined

in the construction. Showing Equation (43) suffices to prove the theorem, as the distribution on the
right-hand side is independent of b, which can be seen by observing that f;j(xg) = fi(x1) due to the
constraints imposed on the adversary.

We prove the security in two steps.

1. Step 1. We first show that to prove Equation (43), it suffices to prove

aux, B, ¢f =s"™B+ef, X=AmR—(x5,5d) ®G,

(44)

clie = 8T(Aaee — (L bits(X)) ® G) +elyy, {c]; = sTAF, +e];}iciq)

%C
aux, B, cf « 2%, X ¢z
1x(Lx+1) Clit " ]:\i'highx C;tt‘Hi'lowx
X m att/ att/
ot < Z, * ’ {CL' =L \‘ C J + \‘ C J + fi(xp) [9/2] +(C§)T}ie[Q}
:tiT

(45)

_ : ¢
where aux = (f1,..., fo, X0, X1,C0iNS 4,11, ...,1Q, Aatt, C) and eq ; <— D7 .-

2. Step 2. We prove Equation (44) ~. Equation (45).
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Samp(1%, coinsg;i:;p = (sd,R, b))

Do the following:
— Invoke the adversary A with coins 4 to obtain fi, ..., fg, X0, X1.
— Fix a constant C as defined in the Setup algorithm.

— Sample s <— D7, . and sets = (8T, —1)T.
— Sample Agpe < ZJ*", Agye < Z‘(;H)X(Lxﬂ)m,

— Samplery,..., rg < {0,1}/\,

— Sample efe < D%Ufhe, €.t — D(Z(Z:nm),
_ — Afhe _ T T . . T
Compute X = <§TAfhe el R — (xp,5d) @ G, ]y = sT(Aae — (1, bits(X)) @ G) + el

— Define {Fi}ie[Q] and compute Ag,, ..., Ap, as defined in KeyGen algorithm.

Set S =sT
auxy = (X/ Cztt)

auxy = (f1,..., fQ, X0, X1,C0iNs 4,11, ..., 10, Aatt, C)

P = [Ag[...[[Ag]
Compute(aux) =T = [t]]| - - - ||tTQ],Where foralli € [Q],
T Fi high T Filow
ctt~Hax ctt-HaX
tf=C- l e ‘ + { T |+ filx) 14/2]

Figure 1: Description of the Sampler.

Step 1. We invoke correlated flooding assumption (Lemma 7.2) assumption for a matrix B with the private

coin sampler Samp with coinsgg‘r;p = (sd, R, ) for the L.H.S of Equation (43). The sampler Samp on

input 1* outputs (S, P, aux = (auxj, aux,)) defined as in Figure 1.
By applying correlated flooding assumption w.r.t Samp, it suffices to show Equation (44) ==,
Equation (45) to prove Equation (43).

Step 2. Here, we prove Equation (44) ~. Equation (45) by considering the following sequence of hybrids.
Hybg. This is the distribution as specified in Equation (44).

Hyb,. This hybrid is same as Hyb, except that we abort the security game and output L if the set
{ri}ie[Q] contains a collision. For any i and j with i # j, we have r; = r; with probability 2-* By
the union bound over all combinations of i and j, the probability that the collision occurs can be
bounded by Q%/2%, which is negligible.

Hyb,. This hybrid is same as Hyb,, except we compute
ol . HFi,high ol HFi,Iow
;=C- {“CAX | EE |+ fi(xe) 9/2] + PRF(sd, 1) + e] .
We claim that Hyb; and Hyb, are statistically indistinguishable. To see this, note that:
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— We have

z ,high 1 low
C . att Aatt X + att A Tatt " T AL, X X

sTA STAE,
— { CF, h.th — C - Fihigh(xp,sd)+C - & &+ {CF""WJ — Fijow (Xp, sd)+é{l, (from (40) and (41))
Af. . Agr
—=sTC.- { Féh'th +sT {FC”OWJ — Fi(xp,sd) + e, (from (42))
= sTAg, — fi(xp) — PRF(sd, r;) +e]

In the above, €; = C - €5 high + €isjow + C é{h + él.T/I, where the error components on R.H.S.
are as defined in the correctness.

Fz high Fr low
o ghine ol HY
This implies, sTAf, = C - attCAme + {attcAme + fi(xp) |9/2] +PRF(sd, r;) —
e!, where HeZTH < 26)‘+O(1°gA)5.

— Thus,

(in Hyb;) CL. = sTAf, + eL.

cly Hl;l’highx ot Hi’lowx
= C . C att, _|_ C att, + fl(xb) |_q/2-‘ —|— PRF(Sd/ 1'1) - e;r + e{,l"

Catt

CTtt . Fl,hlgh T . HFI,Iow
(inHyby) ], =C- { : Aame + { Am"‘J + fi(xy) [4/2] + PRF(sd, 1) + e ..

C C

— The statistical indistinguishability then follows by observing that e{li RS —el.T + eL- by noise
ﬂooding (Lemma 3.9) since ||e;|| < 27*B which gets flooded by e;; + Dz,,, where
= 272BA“() for our parameter setting.

It suffices to show that the following distribution is indistinguishable from Equation (45)

aux, B, ¢f =s™B+ef, X=AmR—(xp,5d) @G,

cli = sT(Aae — (1,bits(X)) ® G) + el

F: 0. F:
T . ihigh T . ilow
T _ Catt HAattrX Catt HAatt/X
¢, =C- +
’ C C

Hybs. This hybrid is same as Hyb, except we sample cp < Zg”“, Catt ZgLXH)m and Age

Zgnﬂ)xm, where Age is the the public key used to compute X. We have Hyb, ~. Hybs using

LWE. We show that if there exists an adversary .4 who can distinguish between the two hybrids with
non-negligible advantage, then there is a reduction 3 that breaks LWE security with non-negligible
advantage. The reduction is as follows.

+ fi(xp) [q/2] + PRF(sd, r;) + eL}
i€[Q]

1. The LWE challenger sends A wg € Z"X<mw+m+(LX+l) " and b € me+m+(LX+1)m to B.

2. Bparses Ajwe = (B', Afe, Al), where B’ € ngmw,Afhe c anm Al € ZHX(LXH)
and bT = (bg, bl _, bl), and does the following.
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— Samples b < Z" and sets ¢y :=bf —b.

— Sets Ape = (ﬁ{he> and computes X = ApmeR — (Xp,5d) ® G as in the construction.
fhe

— Sets At = Alyg + (1, bits(X)) © G, Age = (A) where a,,, + Z{* ™", and

Latt

el = bl — (al — (1,bits(X)) ® G), where G and G denote the first 2 and the last
rows, respectively, of gadget matrix G € Z,(;Hl)xm.
— Sends (cp, X, catt) to A.
3. A outputs a bit . B forwards the bit B’ to the LWE challenger.

We note that if the LWE challenger sent b = tAwe + e we, then B simulated Hyb, with A else

if LWE challenger sent random b <— ZZ”HmHLXH)m then B simulated Hybs with \A.

To see the latter case, we note that if b < ZZermJF(LXH)m then it implies bg < Z;’"" , bhe —

ZJ, b + Z§* V" This implies the following.

— Randomness of bg implies the randomness of ¢, := bg — bT.
— Randomness of bge implies Age < Zgnﬂ)xm,

— Randomness of b implies randomness of ¢}, = bl — (al — (1,bits(X)) @ 1], @ g).
Thus it suffices to show that the following distribution is indistinguishable from Equation (45)

aux, B, cp « Z]", X = AmeR — (x,5d) ® G, care < 7 (Lx+1)m

q ’

Fi high Filow
ol -H,"e c.-H,
{CIJ _c. { Tie CAm,XJ N { Ta CAm,xJ + fi(xp) [4/2] + PRF(sd, 1;) +eL}
i€[Q]

Hyb,. This hybrid is same as Hyb; except we sample X <— Zgnﬂ)xm()‘ﬂ‘). We have Hyb; ~; Hyb,

using Leftover Hash Lemma (LHL). By LHL we have that A, R is statistically close to uniform.
Thus X = ApeR — (xp,5d) ® G is statistically close to uniform due to randomness from Ag,cR.
Thus it suffices to show that the following distribution is indistinguishable from Equation (45)

(n+1)xm(A+L)

aux, B, cg + ZI"", X+ Z, , Catt < 2,

CTtt . le,highx CTtt . Hi/lowx
a a
{CL' =C { C = J * { C - J + fi(xp) [9/2] + PRF(sd, ;) +e{,i}
i€[Q]
Hybs.This hybrid is same as the previous hybrid except we change all the PRF values computed using
sd to random. It is straightforward to see that Hyb, and Hybs are indistinguishable due to the

security of PRF. Thus it suffices to show that the following distribution is indistinguishable from
Equation (45)

(n+1)xm(A+L)

aux, B, cg <~ Zj, X<+ 2,4 , Cart < 2y,

Fi high T Filow
cl - H,™M™ cl-H
{CL‘ =C- { - CA“"XJ + { = CAQ“’XJ + fi(x) [9/2] + Ri + eI,z}

where R; < [—q/4+ B,q/4 — B! forall i € [Q].

i€[Q]
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C
(cy;)T fori € [Q]. Hybs a2 Hybg. To see this note that for i € [Q]

CTtt . HFz‘,high CTtt . HFi,Iow
Hybg. In this hybrid we compute CL- =C- |2 Aa“’xJ + |2 CAatt'xJ + fi(xp) [9/2] +

— for our choice of B the statistical distance between the uniform distribution over [—q/4, q/4]
and [—q/4 + B,q/4 — B] is negligible. Thus ¢} ; ~ R; where ¢ ; < [—q/4,q/4]"*" and
R; + [—q/4+ B,q/4 — B]'*“.

— Next, from our parameter setting, we have ||eq ;|| < 2% x 1.

— Wehave R; ~; R; + eL- by noise flooding (Lemma 3.9).

Thus we have the following distribution

(n+1)xm(A+L)

aux, B, cg «+ Zg‘w, X+ Zq , Catt qu,

Fi high Fijow
. -H,"® cl. -H,™
{CL' —C. \‘ att CAatt,XJ + \‘ att CAatt,XJ "’fi(’%) Lq/zl + (Cll,i)T}iG[Q]

which is the distribution in Equation (45). Hence, the proof.

7.3.1 Connection to Evasive LWE

Here, we briefly discuss the connection between evasive and fixed-bit evasive LWE for our specific
application. In particular, we show that if we restrict ourselves to the particular samplers we consider for
the security proof (Section 7.3) of our FE (Section 7.2), fixed-bit evasive LWE implies evasive LWE.

To see this, we start with a pre-condition sampler of evasive LWE that outputs P that is induced by
({xi}i, {f;};) such that {f;(x;) }; is pseudorandom (even given the auxiliary information). By the same
argument as the security proof of our FE in Section 7.3, it follows that even given ({x;};, {f;};), SP + E’
is half-space pseudorandom. This implies the indistinguishability of the post-condition distributions
by the fixed-bit evasive LWE, namely, T 4+ C’ is half-space pseudorandom. However, we can actually
show that T + C’ is pseudorandom over the entire space, not only half-space random, since “the most
significant bit" { f;(x;)}; is also pseudorandom. The post-condition distributions of the fixed-bit evasive
LWE with T + C’ being random correspond to those of evasive LWE, as desired.

8 10 via Weak Succinct LWE Sampling

In this section, we provide our candidate construction of weak succinct LWE sampler (SampCRSGen, LWEGen,
Expand). Since the intuition was discussed in Section 2, we proceed directly to the construction.

8.1 Construction.

Let F = {F: {0,1}* x Z; — [—q/8+ B,q/8 — B|}, where B is set such that it is exponentially
smaller than g, be a family of PRF functions where F € F can be computed by a circuit of depth
dep(A) = poly(A). We construct weak succinct LWE sampler (SampCRSGen, LWEGen, Expand) as
below.

SampCRSGen(l)‘, 1N a; coinsers): On input the security parameter A, a size parameter N, a blow up
factor & and random coins used to sample crs (coinses), the SampCRSGen algorithm does the
following.
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1. Derive parameters params = (g, M, K, W, X, B) as in parameter setting. Let n = poly(A)
andm = O((n+1)logq).

2. Fix a constant C € Z such that C divides 4.

3. Sample A + ZgnH)XWHOg’ﬂ and Ay ZL(IHH)X(LS"H)T”, where we set Lgg = (1 +

1)Am [logq].
4. Output crs = (C, A, Agq, params).

LWEGen(crs; coinsseed): On input common reference string crs and random coins used to sample seedp-,
COINSseed, parsed as (A*, coins), where A* «— Zé\/{xw’ the LWEGen algorithm does the following:

1. Sample S* <« Z,‘;‘/XK and Age < Z7"™.
2. Sample (B, B;!) + TrapGen(1"+1,1"%, g) where w € O(logq).
3. Fori € [K], compute encodings as follows:
(a) Sample t; <— D7, and sett; = (t, =1
(b) Sample ep; <— D% and compute ClTs,i =t/B+ e}T3,i € Zéxmw.
(c) Sample PRF seed sd; € {0,1}*.

(d) Compute FHE ciphertext for PRF seed: Sample efe,; <~ D7, , Ri < {0, 1}mxmA
and compute a GSW encryption as follows.

— Afhe 5 (n+1)xmA
Afhe,z = <E;'|-Afhe + e;rhe,j , Sdz = Afhe,sz — Sdz ®RG e Zq .

We have that Lyg = (1 + 1)Am [logq] is the bit length of sd;.
(e) Compute a BGG™ encoding of sd; as follows.

(Lsd +1)m

egq ¢ Dyt el = tT(Aw — (1,bits(sd;)) ® G) + el ; € 2z F+ D™

(f) Compute IPFE encodings as follows.

e pWlogq o =tA+el + ((S*[-,i])T®g") € Zéxwlogq

Z,0pre’

(2) Setct; = (cB,i, Csq,ir S, 1)
4. For j € [M], compute function keys as follows:
(a) LetF; € F be a PRF function with hardwired input j such that F;(x) = F(x, j). Let

Fj(x) =C- Fhigh,]'(x) —+ F|OW,]‘(X)

where x € {0,1}", Fuign j(x) € [0,4/C] and Fiqy, j(x) € [0,C — 1]. Using the fact that
the PRF computation and hence Fj(x) can be computed by a circuit of depth at most
dep(A) = poly(A), the function Fyigh j(x) and Fy,,,j(x) can also be computed by a
circuit of depth d < poly(dep).

(b) Define the homomorphic evaluation circuit VEvaIFhigh/]. = MakeVEvalCkt(n, m, q,C-
Fhig,;) and VEvalg,,,; = MakeVEvalCkt(n, 1,4, C - Fioy,;). From Lemma 3.15, the

depth of both VEvalg,, . and VEvalg,, . is dO(log mloglogq) + O(log2 log q).
(c) Compute hr,y,, 4, = MEvalC(Ay, VEvals,,, ) € Z{"=""",
hFIow,j/Asd = MEValC(ASd/VEValFbW’]-) c ZSLSd+1)m
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(d) Compute AFpign; = Asd - hFhigh,j/Asd and ARy, = Asq - hFIcw,j/Asd'

afF,. . - a .
= [ |

(f) Let Amask,j = A- G_l((A* UI ])T) S Z;H_l
(g) Sample k; < BT_1 (aFj,err + amask,j)-

5. Set seedgx = ({Cti}iem,{kj}je[M]/A*)-

6. Output (seedp+, A*,S*).

(e) Compute

Expand(crs, seedp+): On input common reference string crs and seedg-, parse crs = (C, A, A4, params)
and seedp- = ({¢B,i, €sd,i, Sdi, €i }ic[k), {Kj}je(m), A*) and do the following.
1. Foralli € [K],j € [M],
(a) Compute cmask,ij = €] - GH((A*[],-])T).
(b) Compute h

= MEvalCX(Aqq, VEvalg,, ,sd;)

~

~ = MEvalCX(Ay, VEvalg,, ,sd;)

h

Fiow,j-Asd,sdi
T h ~ T h ~
Csdi Fhigh,jrAsd/SdiJ \‘Csd,l Flow,j/AsdrSdiJ

C C

(d) Compute z;; = Cmask,i,j + CFjerri — Cp K;

Fhigh,j,Asd,sdi

(c) Compute CFjerr,i = C \‘

21,1 22,1 . ZK,1
2. Set and output B* =

Zl,M Zz,M ZK,M

Parameters and Constraints. We set our parameters as follows.

B = ZO(dep'l"gSA), n = poly(A,dep), m =0O(nlogq), T=0 <\ /(n+1)log q) , U = 24Aﬁ

0t = Othe = Osq = Opre = 224, B = O((W + C) - oipre + 08)poly (), C=2%p, q=2"p
Constraints.
* N = MK (constraint of the sampler).
« (K+ M)(1+42W) < N, for some constant § < 1 (for J-succinctness).
« M? < N°poly(A,logq) (for SRE succinctness).

Correctness. We now analyze the correctness of our weak succinct LWE sampler.

Claim 8.1. Let B = q/8. Then the weak succinct LWE sampler (SampCRSGen, LWEGen, Expand) as
described above satisfies correctness as in Section 3.8.

Proof. To prove the claim, we start by analyzing individual term as below and then aggregate them to get
B*.
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* We first start by analyzing the term cmask,i,; for all i € [K],j € [M].

Cmaskij = €] -G ((A*[j,-])T)
(fTA+e +((S*[,i)T®g") - GTH(A*[,-])T)
=t AG ' ((A™[j, ])T) + ]G ((A*[j, ])T) + ((S*[ )T ®g")G  ((A*[j,-])T)
=t amaskj + €] G ((A™[j,])T) + (S *[ i, A[j,-])
(as AGH((A*[j, )T) = mask,j from construction.)
=t amaskj + €/ G ((A™[j,])T) + (A*[j, -], S*[,])

(46)
* Next, we analyze the term ¢, Mg A forallie [K],j € [M].
i igh,js As
Cldrthhigh] Al = (tT(Asq — (1, bits(sd;)) ® G) + e, i)thgh,jrAsd/S/a[
- t ASthh|gh] tTVEVaIFhlgh (Sd ) + esd ZhFh,gh] A, d/S/ai (47)

= tl thigh] C Fhlgh](Sd ) + efhe lthlgh] i + eSd thhlgh] Asd,§ii
— T . . ,
= ti thigh,j —C- Fhigh,](Sdl) + thigh,j/l

071

where VEvaIFhigh/].(sd,-) = Afhe,ithigh,].,i — <C ' Fhighj(Sdi)> and CFyign i efheszhlgh] i+ esol ZhFh|gh] Ay

* Similar to analysis of Equation (47), we have for all i € [K],j € [M],
C.SI-CI thIow] sd,sAdi = t;'I-al::low,j - C ’ Flowlj(Sdi) + eFIow,j/i

07!

WhereVEvaIplowJ.(sdi) = Afhe’irFIOW,j,i — (C ‘ Flowj(Sdi)> and CFiyy ;i = efheszIow] i+ esd thbW] Ayl

* We have following analysis for both y = high and p = low.
ByLemma3.15, wehave [rf, ;| < (m+2)7 [log g1 maxiey||R] Wl < (m+2)¥ [logq] m < B.
and using depth bound from Section 3.7,

dVEva o
g, s < (m+2)7"0 [logq] < 200083 < 3,

Next, we have ’er,j/i| |efhe1rF;4/1 +esd1hF A, sd| > ’efheszwl‘ + le] €sd,i F A sAd,-| <

VAGmepm + VA0uP(Lsg + 1)m < 234B.
* Now, forall i € [K],j € [M],

T ~ T
C \‘CSd,thhigh,jrAsdISdiJ —C ti AFpgn,; — C- Fhigh,j(Sdi) + thigh,j,iJ

C C

tTaF. .—C'Fh' h'(Sd')
_ 1 high,j igh,j 1 5 .
=C C +C- €n,ji
where ‘511,]‘,1" < 1, since \thith,i! < 23A[§ < 23A/§ =C
tTaF ioh i
=C lchgh]J — C - Frign,j(sdi) + C - &,
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By similar analysis, for all i € [K],j € [M],

C

T ~
rsd,z’hFlow,j,Asd,sd,-

« Foralli € [K],j €|

T
Csd,i
CFj,err,i =C

tlap, .
=C \‘l?ng — C - Fhigh,j(sdi) +C- &, ;i + \‘ i AFoy,
aAF, .. i ~
= Ct;r \‘Ejghl/J -+ CEthhigh,j —-C- Fhigh,j(Sdl') +C- eh,j,i + t;r \‘

C

t.TaF .—C'F| Wi sd;
1 low,j O /]( Z)J —f—él,]’l

J B t;-raplow/]. —C- F|OW’]'(Sdi) + eFIOW’j'iJ

C

T
ti aFIow,j

= CJ — Flow,j(sdi) + 21,

M],

h ~ T h -~
Fhigh,jAsd,sdi Cd,i Fiow,j,Asd,sdi

C C

C C

where ’51,]',1" < 1, since ‘erW,/,i‘ < 23 B < 23 B=C

(48)

J — Fiow,j(sdi) + €1

al::Iow j
/]
C + €t Fiow,j

— Flow,j(sdi) + €1

Fhigh,j AFow,j
— |+ | —=7| ) = CFhign,j(sdi) — Fiow,j(sdi) + Cet, Fyy,

Sy (e]?

+ C - épji + gy, + 1

= thaFj,err - F]'(Sdi) + Cetithigh,j +C- é411,]',1‘ + €t Flow,j + él,j,i

h o Fpigh,j F|ow,j : Aed. (ed:) =
where ap, e = (C | —£% | + | —¢* | ) from construction and C - Fhigh,j(sdi) + Flow,j(sd;) =

F;(sd;) by definition of F;. We will now analyze error €t; Frgn; AN €4, Fy,, -

— We have from above

) 221

T
— thigh,j B ti thigh,j
etithigh/]‘ - Y C C
N N N I N Y
- C : C
— thigh/j 7 thigh/j thigh/j
il o e A e
— _ |y AFpigh B AFyign;
- t C C

<1

= eti/Fhigh/j| < n|ti|
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— Similarly,

— ’eti,FmW/]" S n’tl‘
e Foralli € [K],j € [M],
cp ki = (/B + ep,)k;

= tlTBBgl (aFj,err + amask,j) + eg,ikj “49)
= t;raF]-,err + t;‘ramask,j + eL,ik]'

+ From Equation (46), (48), and (49), we have for all i € [K],j € [M],

Zij = CTmask,i,j
= G+ ]G (A )T) + (AL, S" 1)) + Gar,er — Fi(sdi)+
Cet, Fyg,; T C - 8nji + €t F,,; T 8Lji — (tz'TaF;fe" + 4 amasij + ep K )

= (A%[j, -], S"[,i]) +ei}

T _ AT .
+ CF]-,err,i CB,ik]

where ei*’]. = el-TG—l((A* [], ])T) — Fj(sdi) + Cetithith +C- éh,]-,i + €t; Fiow, + El,j,i — eg’ikj.
We have |eZ-TG_1((A* [], ])T) + Ceti’Fhith +C- éh,j,i + €t Fioy, + €~],]',1' - e};’ik]“ < ﬁO]pFEW log g+
(C+1)(nvV Aoy +1) + Aogtmw < O((W + C)oipre + 0B)poly(A) = B where oy = ojprg by

our parameter setting.
Since, |Fj(sd;)| < § — B, we have |e*,]-\ < i

1

Finally, we have

Z11 221 .o ZKA
B* = :
Zl,M ZZ,M ZK,M
(A*[1,-],8*[,1]) +ef 4 (A*[1,-],8*[-,2]) +e5; ... (A*[L,-],S*[,K]) +ex,
— B = : : : :
(A*[M, -], $*[,1]) +efpy (AT [M,-],S7[,2]) + €55 ... (A*[M,-],S*[,K]) +ex m

This implies B* = A*S* + E* and |B* — A*S*| = ‘ei*,j| < 1. Hence, the proof.
O

Claim 8.2. Suppose there exists § < 1 such that (K + M) (1 + 2W) < N°. Then, weak succinct LWE
sampler (SampCRSGen, LWEGen, Expand) as described above is J-succinct.
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Proof.
bitlength(seedg*, A*, S*) = bitlength(({cti}iem, {k]}]E[M]I A*), A*, S*)
= bitlength(({c,i, Csa i, sdi, €i}ic (), {k;}jepmy, A¥), A*, S¥)
= (K(mw + (Leg + 1)m + (n + 1)mA + Wlogq) + Mmw + 2MW + WK) log g
< (Kpoly(A,logq) + KWpoly(log q) + Mpoly(A, log q)
+2MW log g + WKlog g
< (K+2KW + M +2MW)poly(A,logq)
< (K+ M)(142W)poly(A,logg)
< N’ poly(A,logq)
Hence, the proof. O

Next, we show that our construction satisfies Definition 3.16.

Claim 8.3. Assuming LWE(M, W, g, X) holds, where ¥ is uniform distribution over [—B, B],
Dy := (coinscrs, COINSgeed, b = A*s' + ') a2 D1 := (coinses, COINSeed, b Zfiw)

where s’ < Zg‘], e’ — x¥M, coinses are the random coins used to sample (A, Agg) and COiNSgeeq =
(A*, coins) where coins are the random coins used to sample (B, S*, Afne, @i, {ti, 5d;, efhe,i, Ry, €sd,i, i Fic[x])
such that crs = SampCRSGen(1%, 1V, &; coinsys), (seedp+, A*, S*) <— LWEGen (crs; coinsseeq ).

Proof. To prove this claim, we show that if there exists an adversary A who can distinguish between Dy
and D7 with non-negligible advantage, then there is a reduction 3 that breaks LWE(M, W, g, X) security
with non-negligible advantage. The reduction is as follows.

1. On receiving 1* from A, forward it to LWE challenger.

2. The LWE challenger samples B < {0,1}, A* « Zf]\“w, s’ ZE]N, and returns (A*,b) to B
where b = A*s’ + e/ if f=0and b - Z}if p = 1.

3. Sample random coinscs and coins, set coinsseeq = (A*, coins).

4. Output (coinscrs, COINSseed, b) to A.

5. On receiving ' from A, forward 8’ to LWE challenger.
It is easy to see that if § = 0, then B simulated Dy and if § = 1, then B simulated D;. Hence, the
proof. O
8.2 Security Conjecture

Finally, we state our conjecture that the above construction satisfies weak security or weak Bo-Flooding as
stated in Definition 3.18.

Conjecture 8.4 (Conjectured security). Assuming LWE(M, W, g, X), our construction of SLS given by
(SampCRSGen, LWEGen, Expand) satisfies weak B¢ flooding (Definition 3.18), for By = aB.

Conjecture 8.5 (Standalone By flooding). We define following conjecture, which implies weak security of
our construction of weak SLS given by (SampCRSGen, LWEGen, Expand).
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* Let M, K, %, B, B, 0,08, Bfiood be parameters. We will specify the constraints on these parameters
later.

* Let PRF: {0,1}* x Z, — [—q/8 + B,q/8 — B| be a secure PRF.

« Let F = {F; : {0,1}* = [—q/8+ B,q/8—Bl;j € Z;} be a family of functions such that for
j € Z;, Fj(sd;) = PRF(sd;, j) for some i € Z,.

* Let C be a constant such that C divides 4. For any function, F; € F, let F; = C - Fyighj + Fiow,;-

e Let MEvalC and VEval be as defined in Section 3.7. Then,

For

{Fj € F}icmpy Lsa = (n+1)Am [logq],L = W [logq] +m(Lsq +1) +m,

(B,B; ') « TrapGen(1""1,17%,g), Ay  Z\" /¥t - g 1) xWhogal,

Az Z", A= (A, Ay As), A"« Z)Y,

VEvalg,,, = MakeVEvalCkt(n, m, g, C - Fhign,j), VEvalg,,, = MakeVEvalCkt(1,m,q, C - Fioy ;),
hr,,,, = MEvalC(Ag, VEvalr,,, ) € Z{™"V", hg,,. = MEvalC(Ag, VEvalg,, ) € Z{""""

Hhigh = (hFhigh,l’ SRR hFhigh,M)’ Hiow = (hFIow,l’ sy hFIow,M)
Apigh = A2 - Hhigh, Ajow = A2 - Hiow,

A i Aow — *
Aerr =C- L thhJ + L (I: J ’ Amask = A1G 1((A )T)/ P= Aerr+Amaskr

{t <Dy ticky {ti={, - hicr, TT = (t1,..., tx),
S« ZZVXK, E < [~ Bfiood, Briood)*X, B = A*S +E,

-~ KxL Kxmw

C «+ Zq , Cg + Zq ,

E« Dy<", Eg < Dy, E« x"*"'8q,

aux = (C/ Fl/ cecy FM/ M/ K/ X/ §/ ,B/ /5-1 U.B/ Bflood)/
the following two distributions are indistinguishable

Dy := (A,B,A*,B,TA+E,TB+ Eg, B;!(P),aux)
D, = (ABA"B, C , Cp ,B/'(P)aw) (50)

The rationale for security of the above is heuristic, and derived from the conjectured security of the
“fixed bit” evasive LWE assumption. Essentially the assumption performs computational flooding by
generating a flooding term using a well chosen PRF and uses ideas of modulus reduction discussed before
to heuristically ensure that there are no exploitable dependencies between the error being flooded and the
error used to perform the flooding.

Parameters.
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Setting Constraint/explanation
p=q/8 p<q/8

B<B/((a+1)-2%) B is LWE error. Bg = «B. B > Bo - 2.
For this setting, S floods Bfod, i.6. E* floods E.

,80 = IXE ﬁo = IXE
Bficod = (Bo + B)2* Bficod = (Bo + B)2*

0B, 0 are LWE noises
X is B bounded distribution.

Lemma 8.6. Assuming Conjecture 8.4 and subexponential LWE, there exists an iQO.

Proof. The lemma follows from results in [DQV "21] that shows following series of implications: a
é-succinct weak SLS implies é—succinct (strong) SLS (Theorem 3.20) which in turn implies succinct
randomized encoding (SRE) (Theorem 3.21) Finally, the proof completes by invoking Theorem 3.22
which says that assuming subexponential SRE, there exists an iQO. U

Lemma 8.7. Assuming Conjecture 8.5 and subexponential LWE, there exists an iO.

Proof. The proof follows in two steps: (i) observing that assuming Conjecture 8.5 our construction of weak
SLS satisfies weak security (weak Bo flooding), (ii) weak SLS implies iO from the proof of lemma 8.6.
We now prove Step (i). For this, we first observe that to prove weak SLS security (Equation (10)), we
need to prove Equation (51).

C,A, Ay, params, {C]T3,i’ sd;, c_ld’i, ciT,}, ,
DO = IE[K]

{k;}icm A" E* —EG(B),B=A"S+EC=A'R+E
~e D= C: A, Asq, params, {C‘E'i’ sdis Cag i C’T’}ie[K} ' (51)
{kj}jcm, A" E*—EG'(B)+EB=AS+EC=A"R+E-G

where in both Dg and D for all i € [K], ¢f. = t'/B+ef i,s/di = ApeiRi —sd; ® G, ], =
tT(Asg — (1, bits(sd;)) ® G) + ely ¢ =tA+el +((S7[,i])T®gT)and
Afhe « Fnxm )
Afe; = SRR )
fhed (aghe,i =t Ame +ef;
We prove Equation (51) using a sequence of hybrids Hyby, . . ., Hyb,, and prove that Hyb, ~ Hyb; ~
.. = Hyby,, where Hyb is the Dy distribution and Hyb, is the D; distribution of Equation (51).

Hybg. This is the Dy distribution.

Hyb;. This is the same as Hyb, except that we sample C < ZQ/IXMIqu. Hyby ~, Hyb; by a

straightforward reduction to LWE. This is because A* +— Zé\“w, R is not used anywhere else and
E « xM*M198q where ¥ is B bounded.

Hyb,. This is the same as Hyb; except that we compute for all i € [K], cf; < Z;*",af_; <
Afpe,i < 21
fhe,i q ) and

1% (Lyg+1)m ~ 1xW1
Z}ixm,cldi — qu( sd )m,ciT — qu %89 Then we set Ape; = T
’ ’ Afpre i
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Hyb3.

Hyb4.

Hyb5.

Hyb6.

Hyb7.

Hybg.

Hyb,.

¢/ =¢ 4+ ((S*[-,i])T ® gT). The rest of the components are computed as in Hyb;. Hyb; ~. Hyb,
by a straightforward reduction to Conjecture 8.5.

This is the same as Hyb, except that we compute s/d\ — Z("H)XW\ forall i € [K]. Hyb, =~ Hybs
using leftover hash lemma. Since the proof is the same as proof of Hyb, ~ Hybj in proof of
precondition as in Section 5.1, we skip the indistinguishability argument.

This is the same as Hyb; except that we compute cT — ZlXWIqu for all i € [K]. Since,

~ 1xW1 1 Wl
C;[(_qu ogq xWlogq

and €] is not used anywhere else, ¢! Z, . Hence, Hybs =~ Hyb,.

At this point, we restate the distribution as in Hyb, for clarity.

o 1) xmA
oL, ¢ ZV ", sd; oz,
C,A, Ay, params, ’ ( ) Wi ,
__ T I1x(Leg+1)m 7 1xWloggq
Dyyp, == Coa,i < 2y € 2y ) ic[K]
MxMloggq

{kj}jE[M}IA*IE* EG™ ( ) B A* S—I—E C %Z

This is the same as Hyb, except that instead of computing each element of E* as PRF(sd;, j) for
alli € [K],j € [M], we sample U* < DM K The indistinguishability between Hyb, and Hybs
follows from the PRF security. Hence, we get the following distribution.

- 1) xmA
ol ZV ", sd; oz,
C, A, Ay, params, B 15 (Lag 1) 1xWlogg ,
— T sd T
DHyb5 = Cod,i — Z ;€ Z '} iex
MxMloggq

{k]}]e[M],A*,U* EG™ ( ) B A* S—I—E C %Z

This is the same as Hybs except that we add E to U* — EG(B). Smce B> (Bo+ B)23 =
2%} Bfiood, U* floods E. Therefore, U* — EG™!(B) ~, U* — EG™! ) + E. Hence, Hybs ~
Hyb, by noise flooding.

This is the same as Hyby except that we undo the changes made in Hybs. We compute each

element of E* as PRF(sd;, j) for all i € [K],j € [M]. The indistinguishability between Hyby and

Hyb, follows from the PRF security.

This is the same as Hyb; except that we undo the changes made in Hyb,. We compute ¢/ =
¢l +((8*[,i])T®g") foralli € [K]. Since, €] + Z;XW]qu and €] is not used anywhere else,
¢/ =¢ + ((S*[-,i])T ® g7) is also uniformly distributed in Z;XWIqu. Hence, Hyb, ~ Hybg.

This is the same as Hybg except that we undo the changes made in Hyb;. Here we compute

sd; = AfheiR; —sd; ® G where A < Z(n+1)xm foralli € [K]. We skip the indistinguishability
argument as this is the same as Hyb; ~ Hyb2

Hybq. This is the same as Hybg except that we undo the changes made in Hyb,. Here we compute

fOI' alli € [K] C;Z = tTB + e;,i’ Afhe,i = E;'r‘&fhe + e;;rhelz-, Cld,i = t;‘r(Asd - (11 bitS(S/ai)) ® G) +
elyi ¢ =tiA+el + ((S[,i])T ®gT). Hyby ~c Hyb;y assuming Conjecture 8.5. Hence, we
get the followmg dlstrlbution.

cBl—tTB—l—eBz,sd = Ape;R; —sd; ® G,
C, A, Agy, params, ¢ cly =t (A — (1, bits(sd;)) ® G) + el /

of =tfA+el +((S[i)T®8").) i g
MxMloggq

Dhyby, =

{ki}jepm, A" E*—EG'(B)+E,B=A"S+E C+ 7,
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Age < Z1m
where Agpei = < fhe 1 >

T A T
t; Afhe + €f ;

Hybq;. This is the same as Hyb,q except that we subtract G from C. Hyb;y &~ Hyb;; as subtracting G
which is independent term from C, does not make the task of distinguishing any easier.

Hyb{,. This is the same as Hyb;; except that we compute C = A*R + E — G. Hyb;; = Hyb{, using a
straightforward reduction to LWE. Hence, we get the following distribution.
C]Ts,i = tZ-TB + elT;,i/;CI\i = Amme,iRi —sd; ® G,
C, A, Asy, params, § ¢l . = t](As — (1, bits(sd;)) ® G) + e , ,
CiT = tiTA + ez‘T +((S*[,i)T®gT), ic[K]
{k;}jepm, A E*—EG !(B)+E,B=A"S+EC=A"R+E—-G

Dyp,, =

Age « Z1>m
where Ay == ( fhe 1 )

T A T
t; Ame + eq. ;

Note that Dyyp,, = D1. Hence, the proof. ]
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