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Contemporary Cryptography
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Contemporary Cryptography (with a Quantum Computer)
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Contemporary Cryptography (with a Quantum Computer)

TLS-ECDHE-RSA-AES256-GCM-SHA384

Hardness of 
factoring

Hardness of 
EC DLOG

AES256: 
ideal cipher

SHA384:
collision resistant

Public-key Cryptography Symmetric-Key Cryptography

Shor’s algorithm (1994) Grover’s algorithm (1996)

(“Double” Key Sizes!)
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Practical Quantum Computers(?)

Major investments in industry

Major research in academia

http://www.quantiki.org/groups Justin Trudeau, Canadian PM, Apr. 2016

Major interest from politicians

http://www.quantiki.org/groups
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Quantum Computing Getting More Practical
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—Michele Mosca, Nov. 2015
(eprint/2015/1075)

“I estimate a 1-in-7 chance of breaking RSA-2048 by 
2026, and a 1-in-2 chance by 2031.”
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—Kaspersky Security Bulletin
(Dec 2015)

https://securelist.com/files/2015/11/KSB_2
016_Predictions_FINAL.pdf 

“The crypt-apocalypse is nigh!”
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What kicked things off?

“IAD will initiate a 
transition to 

quantum resistant 
algorithms in the 

not too distant 
future.”

 —NSA Information 
Assurance Directorate, 

Aug. 2015 Apr. 2016Jan. 2016
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NIST Timeline

September 2016 Feedback on call for proposals

Fall 2016 Formal call for proposals

Nov. 30, 2017 Deadline for submissions

Early 2018 Workshop—submitter’s presentations

3–5 years Analysis phase

2 years Draft standards ready
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Post-Quantum or Quantum-Safe Crypto

“No known exponential quantum speedup”

Lattices 24 4 28

Codes 19 5 24

Multivariate 6 7 13

Hash - 4 4

Others
(Braids, Chebyshev, 
Finite Automata, 
Hypercomplex No.s, 
Isogeny, Random 
Walk)

7 2 9

RSA 1 1 2

Source: (NIST) https://twitter.com/DemocraticLuntz/status/937702005631586304

PKE

Sig.

https://twitter.com/DemocraticLuntz/status/937702005631586304
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What are the challenges?

Design better post-quantum key exchange and signature schemes

Improve classical and quantum attacks

Pick parameter sizes

Develop fast, secure implementations

Integrate them into the existing infrastructure
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This Talk: Key-Exchange

TLS traffic, messages encrypted and 
saved today vulnerable to attacks 
decades from now.

Signatures can still be done with 
traditional primitives; require online 
quantum computer to cause havoc.

Premise: large-scale quantum computers don’t exist right 
now, but we want to protect today’s communication 

against tomorrow’s adversary

Courtesy Wired



FSTTCS Lattice Workshop (Dec 2017)

Motivation

Lattice Background

Frodo Key Exchange (ACM CCS 2016)

FrodoKEM: our NIST proposal
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Motivation

Lattice Background

Frodo Key Exchange (ACM CCS 2016)

FrodoKEM: our NIST proposal
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Learning with Errors

Random matrix A, secret x and output 
Find x?

A x

ou
tp

ut

ℤq
n × n 

=

ℤq
n ℤq

n 

Easily solved using 
Gaussian elimination
(Linear Algebra 101)

✓
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Learning with Errors [Regev ’05]

Random matrix A, secret x, small noise e, and 
output. Find x?

A x

ou
tp

ut

ℤq
n × n 

=

ℤq
n ℤq

n 

Search
Learning with Errors 

probleme+

e
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Learning with Errors [Regev ’05]

Random matrix A, secret x, small noise e.
Distinguish (A, Ax+e) from (A, random)?

A x

ra
nd

om

ℤq
n × n ℤq

n ℤq
n 

Decision
Learning with Errors 

probleme+

e

≈c
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Learning with Errors with Short Secrets [Regev ’05]

Random matrix A, small secret x, small noise e.
Distinguish (A, Ax+e) from (A, random)?

A x

ra
nd

om

ℤq
n × n ℤq

n ℤq
n 

Decision
Learning with Errors 

(w/ short secrets) 
probleme+

e

≈c

x
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Other Variants

A

What if A has additional structure?
E.g., A is cyclic (each row is a shift of the row above), we 
get Ring Learning with Errors [LPR ’10]
Closely related to: NTRU, M-LWE, NTRUPrime, … 

✓ Better key-sizes, faster (but complicated) arithmetic via FFT, …

✗ Carefully instantiate ring and noise
Provably weak ring+noise instances [ELOS ’15, CLS ’15, ...]

Quantum (sub-exponential) approximations for Ideal-SVP in some rings 
[CGS ’14, ...] (attacks don’t affect RLWE at the present)
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FrodoCCS: Key-Exchange

gxy ≈ yAx

Choose 
random x Choose 

random y

gx

gy

Ax+e

Choose 
random 
small y, e′

Choose 
random 
small x, e

public A

≈ yAx
gxy

yA+e′

Short secrets to enable “close enough” values to be agreed upon
Key exchange now has a failure probability

Agreement between values—reconciliation!

[Regev'05, LP'11]
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FrodoCCS: Key-Exchange

Uses two matrix forms of LWE:
• Public key is n x n matrix
• Shared secret is m x n matrix

A generated 
pseudorandomly

Decision
Learning with Errors 

(w/ short secrets) 
problem

Approximate shared 
secret + reconciliation

Assume same as A 
being generated 

uniformly at random
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FrodoCCS: Key-Exchange

Rounding

We extract 4 bits from each entry in 
the shared secret
(Previous work only did 1-bit)

Error distribution
through Rényi divergence

Fixed table over [-5, 5]
Close to discrete Gaussian
(R.D. of ~1.000301)
12 bits of randomness to sample

Parameter sizes, rounding, 
and error distribution all 
found via search scripts.



FSTTCS Lattice Workshop (Dec 2017)

FrodoCCS: Parameters

“Recommended”

156-bit classical security,
142-bit quantum security,
112-bit plausible lower bound

• n = 752, m = 8, q = 215

• ᶩ = approximation to rounded 
Gaussian with 11 elements

• Failure: 2-36.5

• Total communication: 22.6 KiB

“Paranoid”

191-bit classical security,
174-bit quantum security,
138-bit plausible lower bound

• n = 864, m = 8, q = 215

• ᶩ = approximation to rounded 
Gaussian with 13 elements

• Failure: 2-35.8

• Total communication: 25.9 KiB

DEPR
ECAT

ED!



FSTTCS Lattice Workshop (Dec 2017)

FrodoCCS: Stand-alone benchmarks

DEPR
ECAT

ED!
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FrodoCCS: Integration into TLS 1.2

New ciphersuite 
TLS-KEX-SIG-AES256-GCM-SHA384

• SIG = RSA or ECDSA signatures for 
authentication

• KEX = Post-quantum key exchange

• AES-256 in GCM for authenticated 
encryption

• SHA-384 for HMAC-KDF
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FrodoCCS: Security in TLS1.2

Model
Authenticated and Confidential Channel Establishment (ACCE) [JKSS ’12]

Theorem
Signed LWE/ring-LWE ciphersuite is ACCE-secure if underlying primitives 
(signatures, LWE/ring-LWE, authenticated encryption) are secure

Technical details—need to move server’s signature to end of TLS handshake because oracle-DH 
assumptions don’t hold for ring-LWE or use an IND-CCA KEM for key exchange

NIST submission
(next part of the talk)
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FrodoCCS: TLS1.2 Handshake Performance (v. NewHope-ECDSA)

ECDSA
RSA

ECDH 
nistp256

BCNS 
(ring-LWE)

NewHope
(ring-LWE)

NTRU

Frodo

better
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Session key is secure if either problem is hard

If post-quantum choices fail catastrophically 
we still have some baseline protection 

FrodoCCS: Hybrid ciphersuites

Traditional 
(RSA/EC)

Lattice

Hybrid Mode
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FrodoCCS: TLS1.2 Throughput Performance (hybrid ECDHE/ECDSA)

NewHope

BCNS

better

1 B 1 KiB 10 KiB 100 KiB

Frodo

NTRU
1.49x

1.16x
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Motivation

Lattice Background

Frodo Key Exchange (ACM CCS 2016)

FrodoKEM: our NIST proposal
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FrodoKEM: our NIST proposal

● Generic, algebraically unstructured lattices

● Parameters from worst-case reductions and conservative cryptanalysis
○ “Wide enough” Gaussians with worst-case reductions

○ core-SVP hardness-based cryptanalysis estimates (NewHope, Frodo, CRYSTALS—Kyber, etc.)

● Simple design
○ Free modular arithmetic (q = 216)

○ Simple Gaussian sampling

○ Parallelizable matrix-vector operations

○ Key encapsulation without reconciliation

○ Simple code
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FrodoKEM: our NIST proposal (contd.)

● Simple design
○ Free modular arithmetic (q = 216)

○ Simple Gaussian sampling

○ Parallelizable matrix-vector operations

○ Key encapsulation without reconciliation

○ Simple code

● Flexible, fine-grained choice of parameters (might support hom. enc.)

● Dynamically generated A to defend against all-for-the-price-of-one attacks

(AES and cSHAKE variants)
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FrodoCCS vs. FrodoKEM

FrodoCCS FrodoKEM

Generic Lattices, Core-SVP hardness,
Free modular arithmetic,
Simple Gaussian sampling,
Dynamically generated A ✓

“Wide enough” Gaussians ✘ “Wide enough” Gaussians ✓

Generic Lattices, Core-SVP hardness,
Free modular arithmetic,
Simple Gaussian sampling,
Dynamically generated A ✓

Key exchange with reconciliation Key encapsulation

CPA-secure, small error rate CCA-secure, negligible error rate

Security reduction outline ✘ Security reduction outline ✓



FSTTCS Lattice Workshop (Dec 2017)

FrodoKEM vs. FrodoCCS

Key exchange with reconciliation Key encapsulation

CPA-secure, small error rate CCA-secure, negligible error rate
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FrodoKEM vs. FrodoCCS

Key exchange with reconciliation Key encapsulation

CPA-secure, small error rate CCA-secure, negligible error rate

KeyGen (pk, sk)

Encaps (ctxt, key)pk

Decaps(ctxt, sk) key
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FrodoKEM vs. FrodoCCS

Key exchange with reconciliation Key encapsulation

CPA-secure, small error rate CCA-secure, negligible error rate

KeyGen (pk, sk)

Encaps (ctxt, key)pk

Decaps(ctxt, sk) key   
Can be used for symm. encryption!
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FrodoKEM vs. FrodoCCS

Key exchange with reconciliation Key encapsulation

CPA-secure, small error rate CCA-secure, negligible error rate

Adversary

Decaps( • , sk) 

Challenger
Chooses either

c , K0= Encaps( pk ) or
unif. key K1

c, K*
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IND-CPA secure 
FrodoPKE

FrodoKEM: Outline

FrodoPKE.KeyGen

FrodoPKE.Enc

FrodoPKE.Dec
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IND-CPA secure 
FrodoPKE

FrodoKEM: Outline

FrodoPKE.KeyGen

FrodoPKE.Enc

FrodoPKE.Dec
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Encode messages in B-bits chunks into the MSB

IND-CPA secure 
FrodoPKE

FrodoKEM: Outline

FrodoPKE.KeyGen

FrodoPKE.Enc

FrodoPKE.Dec
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IND-CPA secure 
FrodoPKE

FrodoKEM: Outline

FrodoPKE.KeyGen

FrodoPKE.Enc

FrodoPKE.Dec
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Targhi-Unruh Quantum 
Fujisaki-Okamoto
Transform (QFO)

IND-CCA secure 
FrodoKEM

FrodoKEM.KeyGen

FrodoKEM.Enc

FrodoKEM.Dec

“Implicit rejection,
K is a hash of m”

*Need to worry about
  decryption error

IND-CPA secure 
FrodoPKE

FrodoKEM: Outline

FrodoPKE.KeyGen

FrodoPKE.Enc

FrodoPKE.Dec
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IND-CCA secure 
FrodoKEM

FrodoKEM.KeyGen

FrodoKEM.Enc

FrodoKEM.Dec

FrodoKEM: Outline
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IND-CCA secure 
FrodoKEM

FrodoKEM.KeyGen

FrodoKEM.Enc

FrodoKEM.Dec

FrodoKEM: Outline
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IND-CCA secure 
FrodoKEM

FrodoKEM.KeyGen

FrodoKEM.Enc

FrodoKEM.Dec

FrodoKEM: Outline
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● FrodoKEM
○ Generic lattices, with “wide enough” Gaussians
○ Reduction from BDD (with Discrete Gaussian Samples)
○ Reductions where ᶥ  only depends on the smoothing parameter, number of DGS
○ Set very conservative estimates for both (s.p.=2-150, N = 2256)

FrodoKEM: “Wide enough” Gaussians

Main Design Goal of Frodo: Conservative and Practical

Well studied problem!

Challenge: LWE parameters that respect worst-case reductions

● FrodoCCS
○ Generic lattices, but narrow Gaussians
○ Need ᶥ  > c√n where is c a constant—can be improved from [Regev 05]
○ Still not small enough for practical values
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FrodoKEM: Parameter Sets
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FrodoKEM: Parameter Sets
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FrodoKEM: Parameter Sets

“Paranoid estimate” based off of list-size of any 
sieving algorithm is even more conservative

This estimate satisfies NIST Level1
and Level3 targets resp.
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FrodoKEM: Parameter Sets
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)

Average case LWE
(with “wide” ᶥ values) 

[PRS-D ’17, Lemma 5.4]
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)

Average case LWE
(with “wide” ᶥ values) 

LWE with short 
secrets

[ACPS ’09, Lemma 2]
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)

Average case LWE
(with “wide” ᶥ values) 

LWE with short 
secrets

LWE with 
pseudorandom A

[Indifferentiability argument]
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)

Average case LWE
(with “wide” ᶥ values) 

LWE with short 
secrets

LWE with 
pseudorandom A

IND-CPA security of 
FrodoPKE*[LP ’11, Theorem 3.2 or 

BCD+ ’16, Theorem 5.1]
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)

Average case LWE
(with “wide” ᶥ values) 

LWE with short 
secrets

LWE with 
pseudorandom A

IND-CPA security of 
FrodoPKE*

IND-CCA security of 
FrodoKEM*

QFO transform [TU ’16]
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)

Average case LWE
(with “wide” ᶥ values) 

LWE with short 
secrets

LWE with 
pseudorandom A

IND-CPA security of 
FrodoPKE*

IND-CCA security of 
FrodoKEM

QFO transform [TU ’16]

Rényi Divergence
[LSS ’14]
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FrodoKEM: Security Reductions

Worst-case lattice 
problems (BDDwDGS)

IND-CCA security of 
FrodoKEM
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FrodoKEM: Stand-alone Benchmarks

          ≈ 1.1 msec
  ≈ 2.1 msec
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FrodoKEM: Key Sizes
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FrodoKEM: Summary

1.49x

1.16x

Practical
Encryption ≈ 0.5 ms
Decryption ≈ 0.5 ms
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FrodoKEM: Summary

Practical Quantum-Secure
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FrodoKEM: Summary

Practical Quantum-Secure

Worst-case lattice 
problems (BDDwDGS)

Average case LWE
(with Tbl 1. ᶥ values) 

LWE with short 
secrets

LWE with 
pseudorandom A

IND-CPA security of 
FrodoPKE*

IND-CCA security of 
FrodoKEM

QFO transform [TU ’16]

Rényi Divergence
[LSS ’14]
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FrodoKEM: Summary

Practical Quantum-Secure Key Encapsulation

FrodoKEM.KeyGen

FrodoKEM.Enc

FrodoKEM.Dec
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FrodoKEM: Summary

Practical Quantum-Secure Key Encapsulation
from (Generic) Lattices

Worst-case lattice 
problems (BDDwDGS)

IND-CCA security of 
FrodoKEM
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FrodoKEM: Summary

Practical Quantum-Secure Key Encapsulation
from (Generic) Lattices

Thank You!

Any Questions?

pseudorandom@google.com, team@frodokem.org


