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Big Data is Useful

• Cloud computing

• Efficiencies in cost, productivity, innovation 

• Development: fighting poverty

– Scientists combined satellite imagery 
and machine learning to predict poverty

• Smart Cities & Meters

• Healthcare
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Can we use all this technology without 
violating individual privacy?



Paranoia about Privacy è
Reluctance to share data è

Conflict with Big Data Benefits 
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Personalized Medicine

“The dream for tomorrow’s medicine is 
to understand the links between DNA 
and disease — and to tailor therapies 
accordingly. But scientists have a 
problem: how to keep genetic data 
and medical records secure while still 
enabling the massive, cloud-based 
analyses needed to make meaningful 
associations.”
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Erika Check Hayden, Nature, 2015



Case Study: Cloud Computing
• Functionality:

– Store big data on cloud

– Cloud can perform expensive computations for us

• Plus Security:

– Access control on encrypted data

– Compute on encrypted data (eg medical research)

• Plus Efficiency: 

– Running time should not depend on database size

– Support inputs of variable size
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What we want from a database in the cloud?

Sources: cloudtweaks.com, officeguycartoons.com

SECURITY FUNCTIONALITY EFFICIENCY
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What we want from a database in the cloud?

Sources: cloudtweaks.com, officeguycartoons.com

SECURITY FUNCTIONALITY EFFICIENCY

MOM?

SIR?



Can cryptography meet the challenge?



(PKBob , SKBob) (PKAlice , SKAlice)

Public Key Encryption



(PKBob , SKBob) (PKAlice , SKAlice)

CT = Enc(PKAlice , m)

Public Key Encryption



(PKBob , SKBob) (PKAlice , SKAlice)

CT = Enc(PKAlice , m)

Public Key Encryption

m = Decrypt(SKAlice , CT)



(PKBob , SKBob) (PKAlice , SKAlice)

CT = Enc(PKAlice , m)

Public Key Encryption

m = Decrypt(SKAlice , CT)

Access control: CT for single 
entity only.

Encrypted Computation: 

Decryptor gets all or nothing.



Basic Requirement

IITM Access control over encrypted data

Attribute Based Encryption!



Attribute based Encryption (ABE) [SW05, GPSW06]

File 1

File 3

File 2

IITM



File 1

File 3

File 2

IITM

SK {“Role:”, “Dept:”
“Affiliation:”, “DOJ:”}

Secret keys correspond 
to users’ attributes

Attribute based Encryption (ABE) [SW05, GPSW06]



File 1

File 3

File 2

IITM

Encrypted with same PK 
but different “policies”

SK {“Role:”, “Dept:”
“Affiliation:”, “DOJ:”}

Secret keys correspond 
to users’ attributes

Attribute based Encryption (ABE) [SW05, GPSW06]



IITM

SKProf
Encrypted with same PK 
but different “policies” File 1

File 3

File 2

“Role: Professor”
“Dept: CS”
“Affiliation: IITM”
“DOJ: 01/01/95”

Attribute based Encryption (ABE) [SW05, GPSW06]



IITM

SKStud

Encrypted with same PK 
but different “policies” File 1

File 3

File 2

“Role: Student”
“Dept: EE”
“Affiliation: IITM”
“DOJ: 14/07/15”

Attribute based Encryption (ABE) [SW05, GPSW06]



IITM

Encrypted with same PK 
but different “policies” File 1

File 3

File 2

SKAdmin

“Role: Admin”
“Dept: Acad”
“Affiliation: IITM”
“DOJ: 28/02/14”

Attribute based Encryption (ABE) [SW05, GPSW06]



IITM

SKProf

SKStud

File 1

File 3

File 2

Attribute based Encryption (ABE) [SW05, GPSW06]

Collusion 
Resistance



Ciphertext-Policy ABE

IITM

File 1

File 3

File 2

SKProf

SKStud

SKAdmin

“Role: Professor”
“Dept: CS”
“Affiliation: IITM”
“DOJ: 01/01/95”

“Role: Admin”
“Dept: Acad”
“Affiliation: IITM”
“DOJ: 28/02/14”

“Role: Student”
“Dept: EE”
“Affiliation: IITM”
“DOJ: 14/07/15”

Encrypted w.r.t. “policies”



Key-Policy ABE [SW05]
File 1

File 3

File 2

IITM

“Role: Professor”
“Dept: CS”
“Affiliation: IITM”
“DOJ: 01/01/95”

SKProf

SKStud

SKAdmin

“Role: Admin”
“Dept: Acad”
“Affiliation: IITM”
“DOJ: 28/02/14”

“Role: Student”
“Dept: EE”
“Affiliation: IITM”
“DOJ: 14/07/15”

Encrypted w.r.t. “attributes”



Generalization: Functional Encryption [BSW11, O’N10]

Secret Keys
for function f

Decrypt to learn f(X)

Ciphertexts
for input X



Encrypt (x):

Keygen(F):

skF

ct

y = F(x)

Decrypt ( skF, ct ):

ct

skF

Security: 
Adversary possessing keys for multiple 
circuits Fi cannot distinguish Enc(x0) from 
Enc(x1) unless Fi(x0)         Fi(x1) 
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Encryption with Partial Decryption Keys

6=
<latexit sha1_base64="+7RhLb2Ei+GxlsZSdytQfUzk2wo=">AAAB63icdVDLSgMxFM3UV62vqks3wSK4GmbasY9d0Y3LCvYB7VAyaaYNTTJjkhHK0F9w40IRt/6QO//GTFtBRQ9cOJxzL/feE8SMKu04H1ZubX1jcyu/XdjZ3ds/KB4edVSUSEzaOGKR7AVIEUYFaWuqGenFkiAeMNINpleZ370nUtFI3OpZTHyOxoKGFCOdSQNB7obFkmOXq67nVaBje9VaxXMMaTTqF04durazQAms0BoW3wejCCecCI0ZUqrvOrH2UyQ1xYzMC4NEkRjhKRqTvqECcaL8dHHrHJ4ZZQTDSJoSGi7U7xMp4krNeGA6OdIT9dvLxL+8fqLDup9SESeaCLxcFCYM6ghmj8MRlQRrNjMEYUnNrRBPkERYm3gKJoSvT+H/pFO23YpdvvFKzctVHHlwAk7BOXBBDTTBNWiBNsBgAh7AE3i2uPVovVivy9actZo5Bj9gvX0CkO+OmQ==</latexit>



Encrypt(x) x = genomic data of users 

Keygen(F) F: some medical research algo

skF

y = F(x)

Decrypt ( skF, ct ):

ct(Chris)

skF
Security: No one’s personal genomic data 

is leaked!
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Personalized Medicine?

ct(Maggie)

ct(Paul) ct(Roya)

ct(Maggie) ct(Chris)

ct(Paul) ct(Roya)



Spam Detection on Encrypted Email
Say we have a program P to detect spam on unencrypted email.  

Email Gateway
Encrypted 
email

Key for P

Forward if 
not spam



All encrypted data should 
look “the same” so as to 
hide underlying plaintext

Want to compute on 
encrypted data so as to be 
useful, e.g. Data Mining

E
N
C
R
Y
P
T
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Challenges: Walking the Fine Line



Attribute Based Encryption



Prior Work
Key Policy

• Restricted circuit classes (point 
functions, threshold functions, NC1
circuits…) : [SW05, GPSW06, BW07, 
KSW08, LOS+10, OT10, OT12, CW14, 
AFV11, LW11, LW12, Wat12, Wee14, 
Att14, GV15, AF18, AMY19a, AMY19b 

• Polynomial Sized Circuits: GVW13, 
BGG+14, GVW15, BV16
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Ciphertext Policy

• Restricted circuit classes (point 
functions, threshold functions, NC1
circuits…): BSW07, Wat11, LOS+10, 
OT10, LW12, RW13, Att14, Wee14, 
AHY15, CGW15, AC17, KW19, AMY19b, 
Tsa19,KNYY20,AY20a] 

• Polynomial Sized Circuits: ?



Our Results
Key Policy

• Restricted circuit classes (point 
functions, threshold functions, NC1
circuits…) : [SW05, GPSW06, BW07, 
KSW08, LOS+10, OT10, OT12, CW14, 
AFV11, LW11, LW12, Wat12, Wee14, 
Att14, GV15, AF18, AMY19a, AMY19b 

• Polynomial Sized Circuits: GVW13, 
BGG+14, GVW15, BV16

31

Ciphertext Policy

• Restricted circuit classes (point 
functions, threshold functions, NC1
circuits…): BSW07, Wat11, LOS+10, 
OT10, LW12, RW13, Att14, Wee14, 
AHY15, CGW15, AC17, KW19, AMY19b, 
Tsa19,KNYY20,AY20a] 

• Polynomial Sized Circuits: AY20                
(symmetric key, from Learning With 
Errors)



SK Ciphertext-Policy ABE [SW05, GPSW06]

SetUp

Security
Parameter, �

<latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit><latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit><latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit><latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit>

KeyGen

Message m
<latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit><latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit><latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit><latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit>

Encrypt

MSK
<latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit>

f
<latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit><latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit><latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit><latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit>

Decrypt m if f(x) = 1, else ?
<latexit sha1_base64="TELmJjIYJvnSaGIqEFa7Epf2eC4=">AAACHHicbVDLSgMxFM3UV62vqks3wY5QQcpMXehGKLpxWcE+oFNKJr3ThmYeJBmxDPMhbvwVNy4UceNC8G9Mp7PQ6oHA4Zx7k5PjRpxJZVlfRmFpeWV1rbhe2tjc2t4p7+61ZRgLCi0a8lB0XSKBswBaiikO3UgA8V0OHXdyNfM7dyAkC4NbNY2g75NRwDxGidLSoHxq+iZmHjYTJ7sscXkMqZdWHZ+osesl9+nxhW2eYOASsOm4oTIH5YpVszLgv8TOSQXlaA7KH84wpLEPgaKcSNmzrUj1EyIUoxzSkhNLiAidkBH0NA2ID7KfZHlSfKSVIfZCoU+gcKb+3EiIL+XUd/XkLLJc9Gbif14vVt55P2FBFCsI6PwhL+ZYhXjWFB4yAVTxqSaECqazYjomglCl+yzpEuzFL/8l7XrNtmr2Tb3SuMzrKKIDdIiqyEZnqIGuURO1EEUP6Am9oFfj0Xg23oz3+WjByHf20S8Yn98s0qAn</latexit><latexit sha1_base64="TELmJjIYJvnSaGIqEFa7Epf2eC4=">AAACHHicbVDLSgMxFM3UV62vqks3wY5QQcpMXehGKLpxWcE+oFNKJr3ThmYeJBmxDPMhbvwVNy4UceNC8G9Mp7PQ6oHA4Zx7k5PjRpxJZVlfRmFpeWV1rbhe2tjc2t4p7+61ZRgLCi0a8lB0XSKBswBaiikO3UgA8V0OHXdyNfM7dyAkC4NbNY2g75NRwDxGidLSoHxq+iZmHjYTJ7sscXkMqZdWHZ+osesl9+nxhW2eYOASsOm4oTIH5YpVszLgv8TOSQXlaA7KH84wpLEPgaKcSNmzrUj1EyIUoxzSkhNLiAidkBH0NA2ID7KfZHlSfKSVIfZCoU+gcKb+3EiIL+XUd/XkLLJc9Gbif14vVt55P2FBFCsI6PwhL+ZYhXjWFB4yAVTxqSaECqazYjomglCl+yzpEuzFL/8l7XrNtmr2Tb3SuMzrKKIDdIiqyEZnqIGuURO1EEUP6Am9oFfj0Xg23oz3+WjByHf20S8Yn98s0qAn</latexit><latexit sha1_base64="TELmJjIYJvnSaGIqEFa7Epf2eC4=">AAACHHicbVDLSgMxFM3UV62vqks3wY5QQcpMXehGKLpxWcE+oFNKJr3ThmYeJBmxDPMhbvwVNy4UceNC8G9Mp7PQ6oHA4Zx7k5PjRpxJZVlfRmFpeWV1rbhe2tjc2t4p7+61ZRgLCi0a8lB0XSKBswBaiikO3UgA8V0OHXdyNfM7dyAkC4NbNY2g75NRwDxGidLSoHxq+iZmHjYTJ7sscXkMqZdWHZ+osesl9+nxhW2eYOASsOm4oTIH5YpVszLgv8TOSQXlaA7KH84wpLEPgaKcSNmzrUj1EyIUoxzSkhNLiAidkBH0NA2ID7KfZHlSfKSVIfZCoU+gcKb+3EiIL+XUd/XkLLJc9Gbif14vVt55P2FBFCsI6PwhL+ZYhXjWFB4yAVTxqSaECqazYjomglCl+yzpEuzFL/8l7XrNtmr2Tb3SuMzrKKIDdIiqyEZnqIGuURO1EEUP6Am9oFfj0Xg23oz3+WjByHf20S8Yn98s0qAn</latexit><latexit sha1_base64="TELmJjIYJvnSaGIqEFa7Epf2eC4=">AAACHHicbVDLSgMxFM3UV62vqks3wY5QQcpMXehGKLpxWcE+oFNKJr3ThmYeJBmxDPMhbvwVNy4UceNC8G9Mp7PQ6oHA4Zx7k5PjRpxJZVlfRmFpeWV1rbhe2tjc2t4p7+61ZRgLCi0a8lB0XSKBswBaiikO3UgA8V0OHXdyNfM7dyAkC4NbNY2g75NRwDxGidLSoHxq+iZmHjYTJ7sscXkMqZdWHZ+osesl9+nxhW2eYOASsOm4oTIH5YpVszLgv8TOSQXlaA7KH84wpLEPgaKcSNmzrUj1EyIUoxzSkhNLiAidkBH0NA2ID7KfZHlSfKSVIfZCoU+gcKb+3EiIL+XUd/XkLLJc9Gbif14vVt55P2FBFCsI6PwhL+ZYhXjWFB4yAVTxqSaECqazYjomglCl+yzpEuzFL/8l7XrNtmr2Tb3SuMzrKKIDdIiqyEZnqIGuURO1EEUP6Am9oFfj0Xg23oz3+WjByHf20S8Yn98s0qAn</latexit>
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MSK
<latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit>

MSK
<latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit>

skx

ctf,m

x



Universal Circuit U:  Takes as input f, x and computes U(f, x) = f(x).

Folklore Approach: Via Universal Circuits
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Folklore Transformation

x Input

f Function

x Ux f f

Use key policy ABE for circuits (GVW13,BGG+14) to build ciphertext policy ABE.

• CP-ABE Encryption creates KP-ABE ciphertext for (f, m)
• CP-ABE KeyGen creates KP-ABE key for function Ux
• CP-ABE Decryption is same as KP-ABE decryption

Drawbacks:
1. Size of PK, CT, runtime of setup, Kgen, Enc, 

Dec grow with max function size fmax
2. Cannot support unbounded size circuits



To support unbounded circuits: Only encrypt and decrypt should depend on circuit size 

Redistributing Computation [AMY19]
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Idea: Distribute computation of KP-ABE keygen for function Ux between CP-ABE  encrypt and 
CP-ABE keygen so that each respects efficiency requirement of CP-ABE

Problem : Computing KP-ABE keygen for function Ux forces CP-ABE keygen to depend on fmax 
since Ux must support inputs of size fmax 

Use Functional Encryption!

CP-ABE
KeyGenMSK, x KP-ABE.SK(Ux)

CP-ABE
KeyGen

x

KP-ABE.SK(Ux)
CP-ABE
Encrypt

MSK



(Key Policy) Functional Encryption (FE) 
[SW05, BSW11, O’N10]

SetUp

Security
Parameter, �

<latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit><latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit><latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit><latexit sha1_base64="N0OBAAZPuC+HB59qvtuQggqUxTE=">AAACCXicbZC7TsMwFIYdriXcAowsFi0SA6qSLjBWsDAWQS9SG1WOc9JadS6yHaQo6srCq7AwgBArb8DG2+C0GaDllyz9+s85Pjqfl3AmlW1/Gyura+sbm5Utc3tnd2/fOjjsyDgVFNo05rHoeUQCZxG0FVMceokAEnocut7kuqh3H0BIFkf3KkvADckoYgGjROloaOE7oKlgKjPNFhEkBAXiHNcGXH/hkxo2h1bVrtsz4WXjlKaKSrWG1tfAj2kaQqQoJ1L2HTtRbk6EYpTD1BykEhJCJ2QEfW0jvVO6+eySKT7ViY+DWOgXKTxLf0/kJJQyCz3dGRI1lou1Ivyv1k9VcOnmLEpSBRGdLwpSjlWMCyzYZwKo4pk2hGoejGI61kCo5iELCM7iycum06g7dt25bVSbVyWOCjpGJ+gMOegCNdENaqE2ougRPaNX9GY8GS/Gu/Exb10xypkj9EfG5w/L3Zhx</latexit>

(PK,MSK)
<latexit sha1_base64="YT35cRFHZLpc6gQUkx8yuwO/zjY=">AAACIHicbVBLS8NAGNzUV62vqEcvwVaoICXppR6LXgQRKtoHNKFstpt26WYTdjdCCPkpXvwrXjwoojf9NW7TKNo6sDDMfK8dN6RESNP80ApLyyura8X10sbm1vaOvrvXEUHEEW6jgAa850KBKWG4LYmkuBdyDH2X4q47OZ/63TvMBQnYrYxD7PhwxIhHEJRKGuiNSjWxszEJiiFLbR/KsfCS1mWannw7HA9/jKsb5RxXBnrZrJkZjEVi5aQMcrQG+rs9DFDkYyYRhUL0LTOUTgK5JIjitGRHAocQTeAI9xVl0MfCSbL9qXGklKHhBVw9Jo1M/d2RQF+I2HdVZXbmvDcV//P6kfROnYSwMJKYodkiL6KGDIxpWsaQcIwkjRWBiBN1q4HGkEMkVaYlFYI1/+VF0qnXLLNmXdfLzbM8jiI4AIegCizQAE1wAVqgDRC4B4/gGbxoD9qT9qq9zUoLWt6zD/5A+/wCtjKkhA==</latexit><latexit sha1_base64="YT35cRFHZLpc6gQUkx8yuwO/zjY=">AAACIHicbVBLS8NAGNzUV62vqEcvwVaoICXppR6LXgQRKtoHNKFstpt26WYTdjdCCPkpXvwrXjwoojf9NW7TKNo6sDDMfK8dN6RESNP80ApLyyura8X10sbm1vaOvrvXEUHEEW6jgAa850KBKWG4LYmkuBdyDH2X4q47OZ/63TvMBQnYrYxD7PhwxIhHEJRKGuiNSjWxszEJiiFLbR/KsfCS1mWannw7HA9/jKsb5RxXBnrZrJkZjEVi5aQMcrQG+rs9DFDkYyYRhUL0LTOUTgK5JIjitGRHAocQTeAI9xVl0MfCSbL9qXGklKHhBVw9Jo1M/d2RQF+I2HdVZXbmvDcV//P6kfROnYSwMJKYodkiL6KGDIxpWsaQcIwkjRWBiBN1q4HGkEMkVaYlFYI1/+VF0qnXLLNmXdfLzbM8jiI4AIegCizQAE1wAVqgDRC4B4/gGbxoD9qT9qq9zUoLWt6zD/5A+/wCtjKkhA==</latexit><latexit sha1_base64="YT35cRFHZLpc6gQUkx8yuwO/zjY=">AAACIHicbVBLS8NAGNzUV62vqEcvwVaoICXppR6LXgQRKtoHNKFstpt26WYTdjdCCPkpXvwrXjwoojf9NW7TKNo6sDDMfK8dN6RESNP80ApLyyura8X10sbm1vaOvrvXEUHEEW6jgAa850KBKWG4LYmkuBdyDH2X4q47OZ/63TvMBQnYrYxD7PhwxIhHEJRKGuiNSjWxszEJiiFLbR/KsfCS1mWannw7HA9/jKsb5RxXBnrZrJkZjEVi5aQMcrQG+rs9DFDkYyYRhUL0LTOUTgK5JIjitGRHAocQTeAI9xVl0MfCSbL9qXGklKHhBVw9Jo1M/d2RQF+I2HdVZXbmvDcV//P6kfROnYSwMJKYodkiL6KGDIxpWsaQcIwkjRWBiBN1q4HGkEMkVaYlFYI1/+VF0qnXLLNmXdfLzbM8jiI4AIegCizQAE1wAVqgDRC4B4/gGbxoD9qT9qq9zUoLWt6zD/5A+/wCtjKkhA==</latexit><latexit sha1_base64="YT35cRFHZLpc6gQUkx8yuwO/zjY=">AAACIHicbVBLS8NAGNzUV62vqEcvwVaoICXppR6LXgQRKtoHNKFstpt26WYTdjdCCPkpXvwrXjwoojf9NW7TKNo6sDDMfK8dN6RESNP80ApLyyura8X10sbm1vaOvrvXEUHEEW6jgAa850KBKWG4LYmkuBdyDH2X4q47OZ/63TvMBQnYrYxD7PhwxIhHEJRKGuiNSjWxszEJiiFLbR/KsfCS1mWannw7HA9/jKsb5RxXBnrZrJkZjEVi5aQMcrQG+rs9DFDkYyYRhUL0LTOUTgK5JIjitGRHAocQTeAI9xVl0MfCSbL9qXGklKHhBVw9Jo1M/d2RQF+I2HdVZXbmvDcV//P6kfROnYSwMJKYodkiL6KGDIxpWsaQcIwkjRWBiBN1q4HGkEMkVaYlFYI1/+VF0qnXLLNmXdfLzbM8jiI4AIegCizQAE1wAVqgDRC4B4/gGbxoD9qT9qq9zUoLWt6zD/5A+/wCtjKkhA==</latexit>

Decrypt f(m)
<latexit sha1_base64="C8Ei6yE7/93jcbs2fxd+GFmzXJE=">AAAB/XicbVC7TsMwFL0pr1Je4bGxWLRIZamSLjBWsDAWiT6kNqoc12mtOk5kO0glqvgVFgYQYuU/2Pgb3DQDtBzpSkfn3Ovre/yYM6Ud59sqrK1vbG4Vt0s7u3v7B/bhUVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uRm7nceqFQsEvd6GlMvxCPBAkawNtLAPqmk/eyV1OcJnQWzanhRGdhlp+ZkQKvEzUkZcjQH9ld/GJEkpEITjpXquU6svRRLzQins1I/UTTGZIJHtGeowCFVXprtnaFzowxREElTQqNM/T2R4lCpaeibzhDrsVr25uJ/Xi/RwZWXMhEnmgqyWBQkHOkIzaNAQyYp0XxqCCaSmb8iMsYSE20CK5kQ3OWTV0m7XnOdmntXLzeu8ziKcApnUAUXLqEBt9CEFhB4hGd4hTfryXqx3q2PRWvBymeO4Q+szx8OWZTw</latexit><latexit sha1_base64="C8Ei6yE7/93jcbs2fxd+GFmzXJE=">AAAB/XicbVC7TsMwFL0pr1Je4bGxWLRIZamSLjBWsDAWiT6kNqoc12mtOk5kO0glqvgVFgYQYuU/2Pgb3DQDtBzpSkfn3Ovre/yYM6Ud59sqrK1vbG4Vt0s7u3v7B/bhUVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uRm7nceqFQsEvd6GlMvxCPBAkawNtLAPqmk/eyV1OcJnQWzanhRGdhlp+ZkQKvEzUkZcjQH9ld/GJEkpEITjpXquU6svRRLzQins1I/UTTGZIJHtGeowCFVXprtnaFzowxREElTQqNM/T2R4lCpaeibzhDrsVr25uJ/Xi/RwZWXMhEnmgqyWBQkHOkIzaNAQyYp0XxqCCaSmb8iMsYSE20CK5kQ3OWTV0m7XnOdmntXLzeu8ziKcApnUAUXLqEBt9CEFhB4hGd4hTfryXqx3q2PRWvBymeO4Q+szx8OWZTw</latexit><latexit sha1_base64="C8Ei6yE7/93jcbs2fxd+GFmzXJE=">AAAB/XicbVC7TsMwFL0pr1Je4bGxWLRIZamSLjBWsDAWiT6kNqoc12mtOk5kO0glqvgVFgYQYuU/2Pgb3DQDtBzpSkfn3Ovre/yYM6Ud59sqrK1vbG4Vt0s7u3v7B/bhUVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uRm7nceqFQsEvd6GlMvxCPBAkawNtLAPqmk/eyV1OcJnQWzanhRGdhlp+ZkQKvEzUkZcjQH9ld/GJEkpEITjpXquU6svRRLzQins1I/UTTGZIJHtGeowCFVXprtnaFzowxREElTQqNM/T2R4lCpaeibzhDrsVr25uJ/Xi/RwZWXMhEnmgqyWBQkHOkIzaNAQyYp0XxqCCaSmb8iMsYSE20CK5kQ3OWTV0m7XnOdmntXLzeu8ziKcApnUAUXLqEBt9CEFhB4hGd4hTfryXqx3q2PRWvBymeO4Q+szx8OWZTw</latexit><latexit sha1_base64="C8Ei6yE7/93jcbs2fxd+GFmzXJE=">AAAB/XicbVC7TsMwFL0pr1Je4bGxWLRIZamSLjBWsDAWiT6kNqoc12mtOk5kO0glqvgVFgYQYuU/2Pgb3DQDtBzpSkfn3Ovre/yYM6Ud59sqrK1vbG4Vt0s7u3v7B/bhUVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uRm7nceqFQsEvd6GlMvxCPBAkawNtLAPqmk/eyV1OcJnQWzanhRGdhlp+ZkQKvEzUkZcjQH9ld/GJEkpEITjpXquU6svRRLzQins1I/UTTGZIJHtGeowCFVXprtnaFzowxREElTQqNM/T2R4lCpaeibzhDrsVr25uJ/Xi/RwZWXMhEnmgqyWBQkHOkIzaNAQyYp0XxqCCaSmb8iMsYSE20CK5kQ3OWTV0m7XnOdmntXLzeu8ziKcApnUAUXLqEBt9CEFhB4hGd4hTfryXqx3q2PRWvBymeO4Q+szx8OWZTw</latexit>

Encrypt
PK<latexit sha1_base64="BA05IxIlo2kGAcnL5LhU5Bw4DMI=">AAACBHicbVA9S8NAGH5Tv2r9ijp2CbaCU0m66Fh0EVwq2FZoQrlcL+3RyyXcXYQQMrj4V1wcFHH1R7j5b7ymGbT1gYOH53m/7vFjRqWy7W+jsra+sblV3a7t7O7tH5iHR30ZJQKTHo5YJO59JAmjnPQUVYzcx4Kg0Gdk4M+u5v7ggQhJI36n0ph4IZpwGlCMlJZGZr2ZucWUDKeI526I1FQGWfcmz5sjs2G37ALWKnFK0oAS3ZH55Y4jnISEK8yQlEPHjpWXIaEoZiSvuYkkMcIzNCFDTTkKifSyYn1unWplbAWR0I8rq1B/d2QolDINfV1ZHLnszcX/vGGiggsvozxOFOF4sShImKUia56INaaCYMVSTRAWVN9q4SkSCCudW02H4Cx/eZX02y3Hbjm37UbnsoyjCnU4gTNw4Bw6cA1d6AGGR3iGV3gznowX4934WJRWjLLnGP7A+PwBXEGYhw==</latexit><latexit sha1_base64="BA05IxIlo2kGAcnL5LhU5Bw4DMI=">AAACBHicbVA9S8NAGH5Tv2r9ijp2CbaCU0m66Fh0EVwq2FZoQrlcL+3RyyXcXYQQMrj4V1wcFHH1R7j5b7ymGbT1gYOH53m/7vFjRqWy7W+jsra+sblV3a7t7O7tH5iHR30ZJQKTHo5YJO59JAmjnPQUVYzcx4Kg0Gdk4M+u5v7ggQhJI36n0ph4IZpwGlCMlJZGZr2ZucWUDKeI526I1FQGWfcmz5sjs2G37ALWKnFK0oAS3ZH55Y4jnISEK8yQlEPHjpWXIaEoZiSvuYkkMcIzNCFDTTkKifSyYn1unWplbAWR0I8rq1B/d2QolDINfV1ZHLnszcX/vGGiggsvozxOFOF4sShImKUia56INaaCYMVSTRAWVN9q4SkSCCudW02H4Cx/eZX02y3Hbjm37UbnsoyjCnU4gTNw4Bw6cA1d6AGGR3iGV3gznowX4934WJRWjLLnGP7A+PwBXEGYhw==</latexit><latexit sha1_base64="BA05IxIlo2kGAcnL5LhU5Bw4DMI=">AAACBHicbVA9S8NAGH5Tv2r9ijp2CbaCU0m66Fh0EVwq2FZoQrlcL+3RyyXcXYQQMrj4V1wcFHH1R7j5b7ymGbT1gYOH53m/7vFjRqWy7W+jsra+sblV3a7t7O7tH5iHR30ZJQKTHo5YJO59JAmjnPQUVYzcx4Kg0Gdk4M+u5v7ggQhJI36n0ph4IZpwGlCMlJZGZr2ZucWUDKeI526I1FQGWfcmz5sjs2G37ALWKnFK0oAS3ZH55Y4jnISEK8yQlEPHjpWXIaEoZiSvuYkkMcIzNCFDTTkKifSyYn1unWplbAWR0I8rq1B/d2QolDINfV1ZHLnszcX/vGGiggsvozxOFOF4sShImKUia56INaaCYMVSTRAWVN9q4SkSCCudW02H4Cx/eZX02y3Hbjm37UbnsoyjCnU4gTNw4Bw6cA1d6AGGR3iGV3gznowX4934WJRWjLLnGP7A+PwBXEGYhw==</latexit><latexit sha1_base64="BA05IxIlo2kGAcnL5LhU5Bw4DMI=">AAACBHicbVA9S8NAGH5Tv2r9ijp2CbaCU0m66Fh0EVwq2FZoQrlcL+3RyyXcXYQQMrj4V1wcFHH1R7j5b7ymGbT1gYOH53m/7vFjRqWy7W+jsra+sblV3a7t7O7tH5iHR30ZJQKTHo5YJO59JAmjnPQUVYzcx4Kg0Gdk4M+u5v7ggQhJI36n0ph4IZpwGlCMlJZGZr2ZucWUDKeI526I1FQGWfcmz5sjs2G37ALWKnFK0oAS3ZH55Y4jnISEK8yQlEPHjpWXIaEoZiSvuYkkMcIzNCFDTTkKifSyYn1unWplbAWR0I8rq1B/d2QolDINfV1ZHLnszcX/vGGiggsvozxOFOF4sShImKUia56INaaCYMVSTRAWVN9q4SkSCCudW02H4Cx/eZX02y3Hbjm37UbnsoyjCnU4gTNw4Bw6cA1d6AGGR3iGV3gznowX4934WJRWjLLnGP7A+PwBXEGYhw==</latexit>

Message m
<latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit><latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit><latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit><latexit sha1_base64="mGZgfnegk290reZOuM/2YWsuqv0=">AAAB9HicbVA9TwJBEJ3DL8Qv1NJmI5hYkTsaLYk2NiaYyEcCF7K3DLBhb+/c3SMhF36HjYXG2Ppj7Pw3LnCFgi+Z5OW9mczMC2LBtXHdbye3sbm1vZPfLeztHxweFY9PmjpKFMMGi0Sk2gHVKLjEhuFGYDtWSMNAYCsY38791gSV5pF8NNMY/ZAOJR9wRo2V/HvUmg6RlNNwVu4VS27FXYCsEy8jJchQ7xW/uv2IJSFKwwTVuuO5sfFTqgxnAmeFbqIxpmxsN3QslTRE7aeLo2fkwip9MoiULWnIQv09kdJQ62kY2M6QmpFe9ebif14nMYNrP+UyTgxKtlw0SAQxEZknQPpcITNiagllittbCRtRRZmxORVsCN7qy+ukWa14bsV7qJZqN1kceTiDc7gED66gBndQhwYweIJneIU3Z+K8OO/Ox7I152Qzp/AHzucP9ViRjA==</latexit>

Ciphertext CT(m)
<latexit sha1_base64="Wuw4BXHbQdBcybFOpPyxRtcyw54=">AAACEnicbVC7TsMwFHV4U14BRhaLgtQuVdIFxooujCC1gNRWlePetFYdJ7JvEFWUb2DhV1gYQIiViY2/wU078DqSpaNz7rWPT5BIYdDzPp2FxaXlldW19dLG5tb2jru7d2XiVHNo81jG+iZgBqRQ0EaBEm4SDSwKJFwH4+bUv74FbUSsWjhJoBexoRKh4Ayt1HerTZGMQCPcIT3KusWFGZ8wlXcjhiMTZs1Wnlei6lHfLXs1rwD9S/w5KZM5LvruR3cQ8zQChVwyYzq+l2AvYxoFl5CXuqmBhPExG0LHUsUiML2sSJDTY6sMaBhrexTSQv2+kbHImEkU2Mki529vKv7ndVIMT3uZUEmKoPjsoTCVFGM67YcOhAaOcmIJ41rYrJSPmGYcbYslW4L/+8t/yVW95ns1/7JebpzN61gjB+SQVIhPTkiDnJML0iac3JNH8kxenAfnyXl13majC858Z5/8gPP+Bafzng0=</latexit><latexit sha1_base64="Wuw4BXHbQdBcybFOpPyxRtcyw54=">AAACEnicbVC7TsMwFHV4U14BRhaLgtQuVdIFxooujCC1gNRWlePetFYdJ7JvEFWUb2DhV1gYQIiViY2/wU078DqSpaNz7rWPT5BIYdDzPp2FxaXlldW19dLG5tb2jru7d2XiVHNo81jG+iZgBqRQ0EaBEm4SDSwKJFwH4+bUv74FbUSsWjhJoBexoRKh4Ayt1HerTZGMQCPcIT3KusWFGZ8wlXcjhiMTZs1Wnlei6lHfLXs1rwD9S/w5KZM5LvruR3cQ8zQChVwyYzq+l2AvYxoFl5CXuqmBhPExG0LHUsUiML2sSJDTY6sMaBhrexTSQv2+kbHImEkU2Mki529vKv7ndVIMT3uZUEmKoPjsoTCVFGM67YcOhAaOcmIJ41rYrJSPmGYcbYslW4L/+8t/yVW95ns1/7JebpzN61gjB+SQVIhPTkiDnJML0iac3JNH8kxenAfnyXl13majC858Z5/8gPP+Bafzng0=</latexit><latexit sha1_base64="Wuw4BXHbQdBcybFOpPyxRtcyw54=">AAACEnicbVC7TsMwFHV4U14BRhaLgtQuVdIFxooujCC1gNRWlePetFYdJ7JvEFWUb2DhV1gYQIiViY2/wU078DqSpaNz7rWPT5BIYdDzPp2FxaXlldW19dLG5tb2jru7d2XiVHNo81jG+iZgBqRQ0EaBEm4SDSwKJFwH4+bUv74FbUSsWjhJoBexoRKh4Ayt1HerTZGMQCPcIT3KusWFGZ8wlXcjhiMTZs1Wnlei6lHfLXs1rwD9S/w5KZM5LvruR3cQ8zQChVwyYzq+l2AvYxoFl5CXuqmBhPExG0LHUsUiML2sSJDTY6sMaBhrexTSQv2+kbHImEkU2Mki529vKv7ndVIMT3uZUEmKoPjsoTCVFGM67YcOhAaOcmIJ41rYrJSPmGYcbYslW4L/+8t/yVW95ns1/7JebpzN61gjB+SQVIhPTkiDnJML0iac3JNH8kxenAfnyXl13majC858Z5/8gPP+Bafzng0=</latexit><latexit sha1_base64="Wuw4BXHbQdBcybFOpPyxRtcyw54=">AAACEnicbVC7TsMwFHV4U14BRhaLgtQuVdIFxooujCC1gNRWlePetFYdJ7JvEFWUb2DhV1gYQIiViY2/wU078DqSpaNz7rWPT5BIYdDzPp2FxaXlldW19dLG5tb2jru7d2XiVHNo81jG+iZgBqRQ0EaBEm4SDSwKJFwH4+bUv74FbUSsWjhJoBexoRKh4Ayt1HerTZGMQCPcIT3KusWFGZ8wlXcjhiMTZs1Wnlei6lHfLXs1rwD9S/w5KZM5LvruR3cQ8zQChVwyYzq+l2AvYxoFl5CXuqmBhPExG0LHUsUiML2sSJDTY6sMaBhrexTSQv2+kbHImEkU2Mki529vKv7ndVIMT3uZUEmKoPjsoTCVFGM67YcOhAaOcmIJ41rYrJSPmGYcbYslW4L/+8t/yVW95ns1/7JebpzN61gjB+SQVIhPTkiDnJML0iac3JNH8kxenAfnyXl13majC858Z5/8gPP+Bafzng0=</latexit>

KeyGen

MSK
<latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit><latexit sha1_base64="KEnUMuCsDYkk1v8NXQs6XfDobXM=">AAACBHicbVDLSsNAFJ34rPUVddlNsBVclaQbXRbdCCJUtA9oQplMb9qhk0mYmQglZOHGX3HjQhG3foQ7/8ZpmoW2Hhg4nHNfc/yYUals+9tYWV1b39gsbZW3d3b39s2Dw46MEkGgTSIWiZ6PJTDKoa2oYtCLBeDQZ9D1J5czv/sAQtKI36tpDF6IR5wGlGClpYFZqaVuPiUVMMzcEKuxDNKbu+ssqw3Mql23c1jLxClIFRVoDcwvdxiRJASuCMNS9h07Vl6KhaKEQVZ2EwkxJhM8gr6mHIcgvTRfn1knWhlaQST048rK1d8dKQ6lnIa+rsyvXPRm4n9eP1HBuZdSHicKOJkvChJmqciaJWINqQCi2FQTTATVt1pkjAUmSudW1iE4i19eJp1G3bHrzm2j2rwo4iihCjpGp8hBZ6iJrlALtRFBj+gZvaI348l4Md6Nj3npilH0HKE/MD5/ACsNmGc=</latexit>

f
<latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit><latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit><latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit><latexit sha1_base64="zJHPslTqGjLfOtlRKFhpNhLbRRA=">AAAB+nicbVC7TsMwFHXKq5RXCiOLRYvEVCVdYKxgYSwSfUhtVDnuTWvVcSLbAVUhn8LCAEKsfAkbf4ObZoCWI13p6Jx7fX2PH3OmtON8W6WNza3tnfJuZW//4PDIrh53VZRICh0a8Uj2faKAMwEdzTSHfiyBhD6Hnj+7Wfi9B5CKReJez2PwQjIRLGCUaCON7Gp9mD+S+jyBLA2y+siuOQ0nB14nbkFqqEB7ZH8NxxFNQhCacqLUwHVi7aVEakY5ZJVhoiAmdEYmMDBUkBCUl+ZbM3xulDEOImlKaJyrvydSEio1D33TGRI9VaveQvzPGyQ6uPJSJuJEg6DLRUHCsY7wIgc8ZhKo5nNDCJXM/BXTKZGEapNWxYTgrp68TrrNhus03LtmrXVdxFFGp+gMXSAXXaIWukVt1EEUPaJn9IrerCfrxXq3PpatJauYOUF/YH3+AGjZlBQ=</latexit>

skf
<latexit sha1_base64="u53azNz5U0D/FAKTeOdqkhop0jc=">AAACE3icbVDLSsNAFJ34rPUVdekm2ArioiTd6LLoxmUF+4A2hMnkph06mYSZiVBC/sGNv+LGhSJu3bjzb5ymEbT1wMDhnPua4yeMSmXbX8bK6tr6xmZlq7q9s7u3bx4cdmWcCgIdErNY9H0sgVEOHUUVg34iAEc+g54/uZ75vXsQksb8Tk0TcCM84jSkBCsteeZ5PRsWUzIBQT6MsBrLMJOTPPd+DJ+lkId53TNrdsMuYC0TpyQ1VKLtmZ/DICZpBFwRhqUcOHai3AwLRQmDvDpMJSSYTPAIBppyHIF0s2Jpbp1qJbDCWOjHlVWovzsyHEk5jXxdWRy96M3E/7xBqsJLN6M8SRVwMl8UpsxSsTULyAqoAKLYVBNMBNW3WmSMBSZKx1jVITiLX14m3WbDsRvObbPWuirjqKBjdILOkIMuUAvdoDbqIIIe0BN6Qa/Go/FsvBnv89IVo+w5Qn9gfHwDfj6fyA==</latexit><latexit sha1_base64="u53azNz5U0D/FAKTeOdqkhop0jc=">AAACE3icbVDLSsNAFJ34rPUVdekm2ArioiTd6LLoxmUF+4A2hMnkph06mYSZiVBC/sGNv+LGhSJu3bjzb5ymEbT1wMDhnPua4yeMSmXbX8bK6tr6xmZlq7q9s7u3bx4cdmWcCgIdErNY9H0sgVEOHUUVg34iAEc+g54/uZ75vXsQksb8Tk0TcCM84jSkBCsteeZ5PRsWUzIBQT6MsBrLMJOTPPd+DJ+lkId53TNrdsMuYC0TpyQ1VKLtmZ/DICZpBFwRhqUcOHai3AwLRQmDvDpMJSSYTPAIBppyHIF0s2Jpbp1qJbDCWOjHlVWovzsyHEk5jXxdWRy96M3E/7xBqsJLN6M8SRVwMl8UpsxSsTULyAqoAKLYVBNMBNW3WmSMBSZKx1jVITiLX14m3WbDsRvObbPWuirjqKBjdILOkIMuUAvdoDbqIIIe0BN6Qa/Go/FsvBnv89IVo+w5Qn9gfHwDfj6fyA==</latexit><latexit sha1_base64="u53azNz5U0D/FAKTeOdqkhop0jc=">AAACE3icbVDLSsNAFJ34rPUVdekm2ArioiTd6LLoxmUF+4A2hMnkph06mYSZiVBC/sGNv+LGhSJu3bjzb5ymEbT1wMDhnPua4yeMSmXbX8bK6tr6xmZlq7q9s7u3bx4cdmWcCgIdErNY9H0sgVEOHUUVg34iAEc+g54/uZ75vXsQksb8Tk0TcCM84jSkBCsteeZ5PRsWUzIBQT6MsBrLMJOTPPd+DJ+lkId53TNrdsMuYC0TpyQ1VKLtmZ/DICZpBFwRhqUcOHai3AwLRQmDvDpMJSSYTPAIBppyHIF0s2Jpbp1qJbDCWOjHlVWovzsyHEk5jXxdWRy96M3E/7xBqsJLN6M8SRVwMl8UpsxSsTULyAqoAKLYVBNMBNW3WmSMBSZKx1jVITiLX14m3WbDsRvObbPWuirjqKBjdILOkIMuUAvdoDbqIIIe0BN6Qa/Go/FsvBnv89IVo+w5Qn9gfHwDfj6fyA==</latexit><latexit sha1_base64="u53azNz5U0D/FAKTeOdqkhop0jc=">AAACE3icbVDLSsNAFJ34rPUVdekm2ArioiTd6LLoxmUF+4A2hMnkph06mYSZiVBC/sGNv+LGhSJu3bjzb5ymEbT1wMDhnPua4yeMSmXbX8bK6tr6xmZlq7q9s7u3bx4cdmWcCgIdErNY9H0sgVEOHUUVg34iAEc+g54/uZ75vXsQksb8Tk0TcCM84jSkBCsteeZ5PRsWUzIBQT6MsBrLMJOTPPd+DJ+lkId53TNrdsMuYC0TpyQ1VKLtmZ/DICZpBFwRhqUcOHai3AwLRQmDvDpMJSSYTPAIBppyHIF0s2Jpbp1qJbDCWOjHlVWovzsyHEk5jXxdWRy96M3E/7xBqsJLN6M8SRVwMl8UpsxSsTULyAqoAKLYVBNMBNW3WmSMBSZKx1jVITiLX14m3WbDsRvObbPWuirjqKBjdILOkIMuUAvdoDbqIIIe0BN6Qa/Go/FsvBnv89IVo+w5Qn9gfHwDfj6fyA==</latexit>

For single key security, can be based on LWE (GKPVZ13,Agr17)
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Solution: FE helps to defer the computation of KP-ABE KeyGen
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Redistributing Computation

CP-ABE
KeyGen𝑥

FE.Enc(x)



Solution: FE helps to defer the computation of KP-ABE KeyGen
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Redistributing Computation

CP-ABE
KeyGen𝑥

CP-ABE
Encrypt

FE.Enc(x)

FE.KeyGen(C)

f, m



Solution: FE helps to defer the computation of KP-ABE KeyGen
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Redistributing Computation

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encryptf, m

FE.KeyGen(C)



Solution: FE helps to defer the computation of KP-ABE KeyGen
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Redistributing Computation

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encrypt

FE.KeyGen(C)

C(x): KP-ABE.KeyGen(MSK, Ux)

= KP-ABE.SK(Ux)

Observe: C depends on fmax but C(x) is short by BGG+14
f, m



Solution: FE helps to defer the computation of KP-ABE KeyGen
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Redistributing Computation

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encrypt

FE.KeyGen(C)

C(x): KP-ABE.KeyGen(MSK, Ux)

= KP-ABE.SK(Ux)
m or ?

<latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit>

KP-ABE.CT(f,m)

ABE Decrypt

f, m
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Redistributing Computation

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encrypt

FE.KeyGen(C)

= KP-ABE.SK(Ux)
m or ?

<latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit>

KP-ABE.CT(f,m)

ABE Decrypt

f, m
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Redistributing Computation

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encrypt

FE.KeyGen(C)

= KP-ABE.SK(Ux)
m or ?

<latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit>

KP-ABE.CT(f,m)

ABE Decrypt

• FE needs a careful implementation.

• Need FE.Enc(x) does not grow with |C|

• Use 1-key, succinct FE [GKP+13] (from LWE).

• Ensures |FE ciphertext| ∝ dep, inp, out

• Can bound dep, inp, out, so CP-ABE KeyGen

does not depend on fmax

f, m
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Redistributing Computation

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encryptf, m

FE.KeyGen(C)

= KP-ABE.SK(Ux)
m or ?

<latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit>

KP-ABE.CT(f,m)

ABE Decrypt

As a result,

• Time(CP-ABE-KeyGen) ∝ 𝑥

• Time(CP-ABE-Encrypt) ∝ f .

• Decryptor gets required KP-ABE secret key on 

the fly.

Restricts 
scheme to 

Symmetric Key



So far, only bounded size circuits….

Supporting Circuits of Unbounded Size

44

Problem: If KP-ABE must encrypt f, KP-ABE setup must be initialized with bound fmax 
è only supports bounded circuits.

Idea: Let CP-ABE Encrypt, which knows |f|, run KP-ABE setup. 
Possible since symmetric Key
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Supporting Circuits of Unbounded Size

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encrypt𝒇,𝒎

FE.KeyGen(C)

= KP-ABE.SK(Ux)
m or ?

<latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit>

KP-ABE.CT(f,m)

ABE Decrypt

KP-ABE.Setup(|f|)

Depends on 
|f|
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Supporting Circuits of Unbounded Size

FE Decrypt C(x)

CP-ABE
KeyGen𝑥

FE.Enc(x)
CP-ABE
Encrypt𝒇,𝒎

FE.KeyGen(C)

= KP-ABE.SK(Ux)
m or ?

<latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit><latexit sha1_base64="UcXBzvu5AQzEFxvBjX45f+UVTho=">AAAB9HicbVC7TgJBFJ3FF+ILtbSZyJpYkV0aLYk2lpgImMCGzA6zMGEe68xdErLhO2wsNMbWj7HzbxwehYKnOjnn3txzT5wKbiEIvr3CxubW9k5xt7S3f3B4VD4+aVmdGcqaVAttHmNimeCKNYGDYI+pYUTGgrXj0e3Mb4+ZsVyrB5ikLJJkoHjCKQEnRb70sTbY78Ya/F65ElSDOfA6CZekgpZo9Mpf3b6mmWQKqCDWdsIghSgnBjgVbFrqZpalhI7IgHUcVUQyG+Xz0FN84ZQ+Ttz1RCvAc/X3Rk6ktRMZu0lJYGhXvZn4n9fJILmOcq7SDJiii0NJJjBoPGsA97lhFMTEEUINd1kxHRJDKLieSq6EcPXlddKqVcOgGt7XKvWbZR1FdIbO0SUK0RWqozvUQE1E0RN6Rq/ozRt7L96797EYLXjLnVP0B97nD62rkLk=</latexit>

KP-ABE.CT(f,m)

ABE Decrypt

KP-ABE.Setup(|f|)

Depends on 
|f|

Description for C varies with length of |f| è FE 
must support as many keys as function lengths

FE from LWE 
only secure for 

single key
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Supporting Circuits of Unbounded Size

Solution: Pad circuit size to power of 2, and run λ instances of single key FE

CP-ABE KeyGen does not know |f| so computes Fe.Enc for all λ FEs



What about supporting inputs of 
unbounded lengths?



Circuits are powerful, but…

• Non uniform model of computation

• Support fixed length inputs

• Function description changes based on input length

• Incurs worst-case runtime over all inputs of a certain 
length
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x4
<latexit sha1_base64="QVa5LWad7NkigO9NPa6hCJm+D9U=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16CbaCp5IUQY9FLx4r2FZoQ9hsNu3SzSbsbqQl5K948aCIV/+IN/+N2zQHbX0w8HhvZmfn+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/qRZRW</latexit><latexit sha1_base64="QVa5LWad7NkigO9NPa6hCJm+D9U=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16CbaCp5IUQY9FLx4r2FZoQ9hsNu3SzSbsbqQl5K948aCIV/+IN/+N2zQHbX0w8HhvZmfn+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/qRZRW</latexit><latexit sha1_base64="QVa5LWad7NkigO9NPa6hCJm+D9U=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16CbaCp5IUQY9FLx4r2FZoQ9hsNu3SzSbsbqQl5K948aCIV/+IN/+N2zQHbX0w8HhvZmfn+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/qRZRW</latexit><latexit sha1_base64="QVa5LWad7NkigO9NPa6hCJm+D9U=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16CbaCp5IUQY9FLx4r2FZoQ9hsNu3SzSbsbqQl5K948aCIV/+IN/+N2zQHbX0w8HhvZmfn+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/qRZRW</latexit>

x3
<latexit sha1_base64="ITB7hJGaB3ouIw/9bGhrEoKyAHU=">AAAB+3icbVA9T8MwEL2Ur1K+QhlZIlokpiopA4wVLIxFoi1SG0WO47RWHSeyHdQqyl9hYQAhVv4IG/8GN80ALU866em9O5/v+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/ov5RV</latexit><latexit sha1_base64="ITB7hJGaB3ouIw/9bGhrEoKyAHU=">AAAB+3icbVA9T8MwEL2Ur1K+QhlZIlokpiopA4wVLIxFoi1SG0WO47RWHSeyHdQqyl9hYQAhVv4IG/8GN80ALU866em9O5/v+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/ov5RV</latexit><latexit sha1_base64="ITB7hJGaB3ouIw/9bGhrEoKyAHU=">AAAB+3icbVA9T8MwEL2Ur1K+QhlZIlokpiopA4wVLIxFoi1SG0WO47RWHSeyHdQqyl9hYQAhVv4IG/8GN80ALU866em9O5/v+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/ov5RV</latexit><latexit sha1_base64="ITB7hJGaB3ouIw/9bGhrEoKyAHU=">AAAB+3icbVA9T8MwEL2Ur1K+QhlZIlokpiopA4wVLIxFoi1SG0WO47RWHSeyHdQqyl9hYQAhVv4IG/8GN80ALU866em9O5/v+QmjUtn2t1HZ2Nza3qnu1vb2Dw6PzON6X8apwKSHYxaLRx9JwignPUUVI4+JICjyGRn409uFP3giQtKYP6h5QtwIjTkNKUZKS55Zb2aj4pVMkCCfeZd50zMbdssuYK0TpyQNKNH1zK9REOM0IlxhhqQcOnai3AwJRTEjeW2USpIgPEVjMtSUo4hINyu25ta5VgIrjIUurqxC/T2RoUjKeeTrzgipiVz1FuJ/3jBV4bWbUZ6kinC8XBSmzFKxtQjCCqggWLG5JggLqv9q4QkSCCsdV02H4KyevE767ZZjt5z7dqNzU8ZRhVM4gwtw4Ao6cAdd6AGGGTzDK7wZufFivBsfy9aKUc6cwB8Ynz/ov5RV</latexit>

x2
<latexit sha1_base64="i8EFJtWfQRQLOx2aIo8h2SGNnDs=">AAAB+3icbVC7TsMwFL0pr1JeoYwsES0SU5V0gbGChbFI9CG1UeQ4TmvVcSLbQa2i/AoLAwix8iNs/A1umgFajnSlo3Pu9fU9fsKoVLb9bVS2tnd296r7tYPDo+MT87Tel3EqMOnhmMVi6CNJGOWkp6hiZJgIgiKfkYE/u1v6gyciJI35o1okxI3QhNOQYqS05Jn1ZjYuXskECfK5186bntmwW3YBa5M4JWlAia5nfo2DGKcR4QozJOXIsRPlZkgoihnJa+NUkgThGZqQkaYcRUS6WbE1ty61ElhhLHRxZRXq74kMRVIuIl93RkhN5bq3FP/zRqkKb9yM8iRVhOPVojBlloqtZRBWQAXBii00QVhQ/VcLT5FAWOm4ajoEZ/3kTdJvtxy75Ty0G53bMo4qnMMFXIED19CBe+hCDzDM4Rle4c3IjRfj3fhYtVaMcuYM/sD4/AHnOZRU</latexit><latexit sha1_base64="i8EFJtWfQRQLOx2aIo8h2SGNnDs=">AAAB+3icbVC7TsMwFL0pr1JeoYwsES0SU5V0gbGChbFI9CG1UeQ4TmvVcSLbQa2i/AoLAwix8iNs/A1umgFajnSlo3Pu9fU9fsKoVLb9bVS2tnd296r7tYPDo+MT87Tel3EqMOnhmMVi6CNJGOWkp6hiZJgIgiKfkYE/u1v6gyciJI35o1okxI3QhNOQYqS05Jn1ZjYuXskECfK5186bntmwW3YBa5M4JWlAia5nfo2DGKcR4QozJOXIsRPlZkgoihnJa+NUkgThGZqQkaYcRUS6WbE1ty61ElhhLHRxZRXq74kMRVIuIl93RkhN5bq3FP/zRqkKb9yM8iRVhOPVojBlloqtZRBWQAXBii00QVhQ/VcLT5FAWOm4ajoEZ/3kTdJvtxy75Ty0G53bMo4qnMMFXIED19CBe+hCDzDM4Rle4c3IjRfj3fhYtVaMcuYM/sD4/AHnOZRU</latexit><latexit sha1_base64="i8EFJtWfQRQLOx2aIo8h2SGNnDs=">AAAB+3icbVC7TsMwFL0pr1JeoYwsES0SU5V0gbGChbFI9CG1UeQ4TmvVcSLbQa2i/AoLAwix8iNs/A1umgFajnSlo3Pu9fU9fsKoVLb9bVS2tnd296r7tYPDo+MT87Tel3EqMOnhmMVi6CNJGOWkp6hiZJgIgiKfkYE/u1v6gyciJI35o1okxI3QhNOQYqS05Jn1ZjYuXskECfK5186bntmwW3YBa5M4JWlAia5nfo2DGKcR4QozJOXIsRPlZkgoihnJa+NUkgThGZqQkaYcRUS6WbE1ty61ElhhLHRxZRXq74kMRVIuIl93RkhN5bq3FP/zRqkKb9yM8iRVhOPVojBlloqtZRBWQAXBii00QVhQ/VcLT5FAWOm4ajoEZ/3kTdJvtxy75Ty0G53bMo4qnMMFXIED19CBe+hCDzDM4Rle4c3IjRfj3fhYtVaMcuYM/sD4/AHnOZRU</latexit><latexit sha1_base64="i8EFJtWfQRQLOx2aIo8h2SGNnDs=">AAAB+3icbVC7TsMwFL0pr1JeoYwsES0SU5V0gbGChbFI9CG1UeQ4TmvVcSLbQa2i/AoLAwix8iNs/A1umgFajnSlo3Pu9fU9fsKoVLb9bVS2tnd296r7tYPDo+MT87Tel3EqMOnhmMVi6CNJGOWkp6hiZJgIgiKfkYE/u1v6gyciJI35o1okxI3QhNOQYqS05Jn1ZjYuXskECfK5186bntmwW3YBa5M4JWlAia5nfo2DGKcR4QozJOXIsRPlZkgoihnJa+NUkgThGZqQkaYcRUS6WbE1ty61ElhhLHRxZRXq74kMRVIuIl93RkhN5bq3FP/zRqkKb9yM8iRVhOPVojBlloqtZRBWQAXBii00QVhQ/VcLT5FAWOm4ajoEZ/3kTdJvtxy75Ty0G53bMo4qnMMFXIED19CBe+hCDzDM4Rle4c3IjRfj3fhYtVaMcuYM/sD4/AHnOZRU</latexit>

x1
<latexit sha1_base64="Lknj4wmk1rs3vgHZY81DUMzLlqc=">AAAB+3icbVC7TsMwFHXKq5RXKCOLRYvEVCVdYKxgYSwSfUhtFDnOTWvVech2UKsov8LCAEKs/Agbf4ObZoCWI13p6Jx7fX2Pl3AmlWV9G5Wt7Z3dvep+7eDw6PjEPK33ZZwKCj0a81gMPSKBswh6iikOw0QACT0OA292t/QHTyAki6NHtUjACckkYgGjRGnJNevNbFy8kgnw87lr503XbFgtqwDeJHZJGqhE1zW/xn5M0xAiRTmRcmRbiXIyIhSjHPLaOJWQEDojExhpGpEQpJMVW3N8qRUfB7HQFSlcqL8nMhJKuQg93RkSNZXr3lL8zxulKrhxMhYlqYKIrhYFKccqxssgsM8EUMUXmhAqmP4rplMiCFU6rpoOwV4/eZP02y3batkP7Ubntoyjis7RBbpCNrpGHXSPuqiHKJqjZ/SK3ozceDHejY9Va8UoZ87QHxifP+WzlFM=</latexit><latexit sha1_base64="Lknj4wmk1rs3vgHZY81DUMzLlqc=">AAAB+3icbVC7TsMwFHXKq5RXKCOLRYvEVCVdYKxgYSwSfUhtFDnOTWvVech2UKsov8LCAEKs/Agbf4ObZoCWI13p6Jx7fX2Pl3AmlWV9G5Wt7Z3dvep+7eDw6PjEPK33ZZwKCj0a81gMPSKBswh6iikOw0QACT0OA292t/QHTyAki6NHtUjACckkYgGjRGnJNevNbFy8kgnw87lr503XbFgtqwDeJHZJGqhE1zW/xn5M0xAiRTmRcmRbiXIyIhSjHPLaOJWQEDojExhpGpEQpJMVW3N8qRUfB7HQFSlcqL8nMhJKuQg93RkSNZXr3lL8zxulKrhxMhYlqYKIrhYFKccqxssgsM8EUMUXmhAqmP4rplMiCFU6rpoOwV4/eZP02y3batkP7Ubntoyjis7RBbpCNrpGHXSPuqiHKJqjZ/SK3ozceDHejY9Va8UoZ87QHxifP+WzlFM=</latexit><latexit sha1_base64="Lknj4wmk1rs3vgHZY81DUMzLlqc=">AAAB+3icbVC7TsMwFHXKq5RXKCOLRYvEVCVdYKxgYSwSfUhtFDnOTWvVech2UKsov8LCAEKs/Agbf4ObZoCWI13p6Jx7fX2Pl3AmlWV9G5Wt7Z3dvep+7eDw6PjEPK33ZZwKCj0a81gMPSKBswh6iikOw0QACT0OA292t/QHTyAki6NHtUjACckkYgGjRGnJNevNbFy8kgnw87lr503XbFgtqwDeJHZJGqhE1zW/xn5M0xAiRTmRcmRbiXIyIhSjHPLaOJWQEDojExhpGpEQpJMVW3N8qRUfB7HQFSlcqL8nMhJKuQg93RkSNZXr3lL8zxulKrhxMhYlqYKIrhYFKccqxssgsM8EUMUXmhAqmP4rplMiCFU6rpoOwV4/eZP02y3batkP7Ubntoyjis7RBbpCNrpGHXSPuqiHKJqjZ/SK3ozceDHejY9Va8UoZ87QHxifP+WzlFM=</latexit><latexit sha1_base64="Lknj4wmk1rs3vgHZY81DUMzLlqc=">AAAB+3icbVC7TsMwFHXKq5RXKCOLRYvEVCVdYKxgYSwSfUhtFDnOTWvVech2UKsov8LCAEKs/Agbf4ObZoCWI13p6Jx7fX2Pl3AmlWV9G5Wt7Z3dvep+7eDw6PjEPK33ZZwKCj0a81gMPSKBswh6iikOw0QACT0OA292t/QHTyAki6NHtUjACckkYgGjRGnJNevNbFy8kgnw87lr503XbFgtqwDeJHZJGqhE1zW/xn5M0xAiRTmRcmRbiXIyIhSjHPLaOJWQEDojExhpGpEQpJMVW3N8qRUfB7HQFSlcqL8nMhJKuQg93RkSNZXr3lL8zxulKrhxMhYlqYKIrhYFKccqxssgsM8EUMUXmhAqmP4rplMiCFU6rpoOwV4/eZP02y3batkP7Ubntoyjis7RBbpCNrpGHXSPuqiHKJqjZ/SK3ozceDHejY9Va8UoZ87QHxifP+WzlFM=</latexit>



Uniform Models of Computation

Finite automata, Turing Machines, RAM:

• Supports arbitrary length inputs

• Fixed description for all inputs

• Input-specific runtime
Image Courtesy: http:/aturingmachine.com/

http://aturingmachine.com/


What is known (unbounded inputs)

Construction Model KP / CP Number
of Keys Assumption

[Wat12] DFA KP Unbounded q-type assumption on 
bilinear maps

[Att14] DFA KP & CP Unbounded q-type assumption on 
bilinear maps

[AS17] DFA KP Single LWE

[AMY19a] NFA KP Unbounded LWE

[AMY19b] DFA KP & CP Unbounded DLIN

[AMSY21] TM KP Bounded LWE



Goal: ABE for uniform models of computation
• Encryptor chooses attribute of unbounded (poly) length
• Key corresponds to machine (DFA/NFA/TM/...)
– Keygen does not know input length.
– Same key for any input length

• Decryption succeeds iff machine accepts input

Main challenges?
• Previously, encryptor and key generator could agree on input length n
• Assign common “PK component” PKi (matrix or group element) for each 

index i ∈[n], use to compute both CT and SK

52



Deterministic Finite Automata

1 2 3 4

0 0 0 0,1

1 1 1

Accepting 
State

Alphabet: Σ = 0,1 ,
Set of States = {1,2,3,4}, Accepting state = {4}, 

111000 ⇒ Accept 
010100 ⇒Reject

Single outgoing edge from a 
state w.r.t an alphabet. 
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Non Deterministic Finite Automata

1 2 3 4

0 0 0 0,1

1 1 1

Accepting 
State

0

- Number of outgoing edges from a state w.r.t an alphabet can be arbitrary.

- The input is accepted if there is an accepting path.  
54



ABE for NFA: A Two Step Solution [AMY19a]

NfaABEu,b

(unbounded length inputs, 
bounded NFA machines)

NfaABEb,u

(bounded length inputs, 
unbounded NFA machines)

uNfaABE
(unbounded length inputs, 
unbounded NFA machines)
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Naive solution: 

• For security parameter λ, input (attribute) length |𝐱| ≤ 2λ. MSK for NfaABEu,b is a PRF key K. 

Constructing NfaABEu,b
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Naive solution: 

• For security parameter λ, input (attribute) length |𝐱| ≤ 2λ. MSK for NfaABEu,b is a PRF key K. 

• Use an ABE scheme for circuits to sample 2λ key pairs (using K) for each input length.

(ABE.PK2,ABE.MSK2)
<latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit>

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

(ABE.PK1,ABE.MSK1)
<latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit>

. . . 
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Constructing NfaABEu,b



Naive solution: 

• For security parameter λ, input (attribute) length |𝐱| ≤ 2λ. MSK for NfaABEu,b is a PRF key K. 

• Use an ABE scheme for circuits to sample 2λ key pairs (using K) for each input length.

• Encrypt message 𝑚 under attribute 𝐱 with . 

(ABE.PK2,ABE.MSK2)
<latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit>

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

(ABE.PK1,ABE.MSK1)
<latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit>

. . . 

ABE.PK|x|
<latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit>
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Constructing NfaABEu,b



Naive solution: 

• For security parameter λ, input (attribute) length |𝐱| ≤ 2λ. MSK for NfaABEu,b is a PRF key K. 

• Use an ABE scheme for circuits to sample 2λ key pairs (using K) for each input length.

• Encrypt message 𝑚 under attribute 𝐱 with . 

• Convert NFA 𝑀 to a set of 2λ circuits

(ABE.PK2,ABE.MSK2)
<latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit>

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

(ABE.PK1,ABE.MSK1)
<latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit>

. . . 

ABE.PK|x|
<latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit>
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Constructing NfaABEu,b



Naive solution: 

• For security parameter λ, input (attribute) length |𝐱| ≤ 2λ. MSK for NfaABEu,b is a PRF key K. 

• Use an ABE scheme for circuits to sample 2λ key pairs (using K) for each input length.

• Encrypt message 𝑚 under attribute 𝐱 with . 

• Convert NFA 𝑀 to a set of 2λ circuits, one for each input length. 

(ABE.PK2,ABE.MSK2)
<latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit>

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

(ABE.PK1,ABE.MSK1)
<latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit>

. . . 

ABE.PK|x|
<latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit>

. . . cM1
<latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit>

cM2
<latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit>

cM2�
<latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit>
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Constructing NfaABEu,b



Naive solution: 

• For security parameter λ, input (attribute) length |𝐱| ≤ 2λ. MSK for NfaABEu,b is a PRF key K. 

• Use an ABE scheme for circuits to sample 2λ key pairs (using K) for each input length.

• Encrypt message 𝑚 under attribute 𝐱 with . 

• Convert NFA 𝑀 to a set of 2λ circuits, one for each input length. Generate a secret key for each circuit.

(ABE.PK2,ABE.MSK2)
<latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit>

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

(ABE.PK1,ABE.MSK1)
<latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit>

. . . 

ABE.PK|x|
<latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit>

. . . cM1
<latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit>

cM2
<latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit>

cM2�
<latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit>

ABE.skcM2
<latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit><latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit><latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit><latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit>

ABE.skcM1
<latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit><latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit><latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit><latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit>

ABE.skcM2�<latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit>
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Constructing NfaABEu,b



Naive solution: 

• Note |𝐱| ≤ 2λ. Let MSK: PRF key K. 

• Use an ABE scheme for circuits to sample 2λ key pairs (using K) for each input length.

• Encrypt message 𝑚 under attribute 𝐱 with . 

• Convert NFA 𝑀 to a set of 2λ circuits, one for each input length. Generate a secret key for each circuit.

• Decryptor knows 𝑖 = 𝐱 , chooses.                   accordingly; decrypts to get 𝑚, if 𝑀 accepts 𝐱.

(ABE.PK2,ABE.MSK2)
<latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit><latexit sha1_base64="M+OOhtAMJRIY04RThcZvdbeUci4=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZthu3iCZ9Ht/Yg5knd7cJxrm1mrYI2FF409NVk0VaVtfjmdkMY+C4AKolTTtiJoJUQCp4INM06sWERon3RZU9uA+Ey1kvF1Q3ykSQd7odQvADymsxMJ8ZUa+K7uHG88XxvB/2rNGLzzVsKDKAYW0MlHXiwwhHgUFe5wySiIgTaESq53xbRHJKGgA83oEOz5kxdNrViwrYJ9V8yWytM40ugAHaI8stEZKqFrVEFVRNETekFv6N14Nl6ND+Nz0poypjP76I+M71+cWqBZ</latexit>

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

(ABE.PK1,ABE.MSK1)
<latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit><latexit sha1_base64="Ei3E/3nzlX1PF1ZHlceUWrv/uWU=">AAACHXicbZDLSgMxFIYz9VbrbdSlm2ArVJAyUwRd1oogiFDRXqBTSibNtKGZC8kZoQx9ETe+ihsXirhwI76N6WVRW38I/HznHHLO70aCK7CsHyO1tLyyupZez2xsbm3vmLt7NRXGkrIqDUUoGy5RTPCAVYGDYI1IMuK7gtXd/uWoXn9kUvEweIBBxFo+6Qbc45SARm3zNOcI5kHe8Qn0lJdclK8KlZth2z7Bs+j2fsQcybs9OM61zaxVsMbCi8aemiyaqtI2v5xOSGOfBUAFUappWxG0EiKBU8GGGSdWLCK0T7qsqW1AfKZayfi6IT7SpIO9UOoXAB7T2YmE+EoNfFd3jjeer43gf7VmDN55K+FBFAML6OQjLxYYQjyKCne4ZBTEQBtCJde7YtojklDQgWZ0CPb8yYumVizYVsG+K2ZL5WkcaXSADlEe2egMldA1qqAqougJvaA39G48G6/Gh/E5aU0Z05l99EfG9y+ZLqBX</latexit>

. . . 

ABE.PK|x|
<latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit><latexit sha1_base64="t981nRziSmtLLSFvdZjbsbnqkws=">AAACCXicbVDLSsNAFJ3UV62vqEs3g63gqiTd6LJWBMFNBfuANoTJdNIOnUzCzEQsabZu/BU3LhRx6x+482+cpllo64ELh3Pu5d57vIhRqSzr2yisrK6tbxQ3S1vbO7t75v5BW4axwKSFQxaKrockYZSTlqKKkW4kCAo8Rjre+HLmd+6JkDTkd2oSESdAQ059ipHSkmvCSj9AaiT95KJxVW3epG4yzRTPTx7SaVpxzbJVtTLAZWLnpAxyNF3zqz8IcRwQrjBDUvZsK1JOgoSimJG01I8liRAeoyHpacpRQKSTZJ+k8EQrA+iHQhdXMFN/TyQokHISeLozO3vRm4n/eb1Y+edOQnkUK8LxfJEfM6hCOIsFDqggWLGJJggLqm+FeIQEwkqHV9Ih2IsvL5N2rWpbVfu2Vq438jiK4Agcg1NggzNQB9egCVoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH2iGmiY=</latexit>

. . . cM1
<latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit><latexit sha1_base64="dqrGjZ7jhsbhkL05oS+ta+xfcIk=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9d26b9echjMHXiVuQWqoQNu3vwZhQrMYhKacKNV3nVR7OZGaUQ7TyiBTkBI6JkPoGypIDMrL54dP8alRQhwl0pTQeK7+nshJrNQkDkxnTPRILXsz8T+vn+nowsuZSDMNgi4WRRnHOsGzFHDIJFDNJ4YQKpm5FdMRkYRqk1XFhOAuv7xKus2G6zTc22atdVnEUUbH6ASdIRedoxa6Rm3UQRRl6Bm9ojfryXqx3q2PRWvJKmaO0B9Ynz/3/pKe</latexit>

cM2
<latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit><latexit sha1_base64="8lJPG2XRjAvvLWFGp63CDp9g674=">AAAB+HicbVBNT8JAEN3iF+IHVY9eNoKJJ9Jy0SPRixcTTARMoGm22yls2G6b3a0GG36JFw8a49Wf4s1/4wI9KPiSSV7em8nMvCDlTGnH+bZKa+sbm1vl7crO7t5+1T447KokkxQ6NOGJvA+IAs4EdDTTHO5TCSQOOPSC8dXM7z2AVCwRd3qSgheToWARo0Qbyber9cEjC2FEdH4z9Zt13645DWcOvErcgtRQgbZvfw3ChGYxCE05UarvOqn2ciI1oxymlUGmICV0TIbQN1SQGJSXzw+f4lOjhDhKpCmh8Vz9PZGTWKlJHJjOmOiRWvZm4n9eP9PRhZczkWYaBF0sijKOdYJnKeCQSaCaTwwhVDJzK6YjIgnVJquKCcFdfnmVdJsN12m4t81a67KIo4yO0Qk6Qy46Ry10jdqogyjK0DN6RW/Wk/VivVsfi9aSVcwcoT+wPn8A+YOSnw==</latexit>

cM2�
<latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit>

ABE.skcM2
<latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit><latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit><latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit><latexit sha1_base64="YX7QLyB3OYHXxtd1A6jxbrI+42c=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9aWRZXVdZppUDLhO7IDVQoD2sfjl+hJOQcIUZknJgW7FyUyQUxYxkFSeRJEZ4gkZkoClHIZFumh+TwROt+DCIhH5cwVz93ZGiUMpp6OnKfPNFbyb+5w0SFZy7KeVxogjH80FBwqCK4CwZ6FNBsGJTTRAWVO8K8RgJhJXOr6JDsBdPXibdhmlbpn3bqDVbRRxlcASOwSmwwRlogmvQBh2AwSN4Bq/gzXgyXox342NeWjKKnkPwB8bnD7GWm2E=</latexit>

ABE.skcM1
<latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit><latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit><latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit><latexit sha1_base64="J43+3AY0+ZKpQNl08Bfp4aSgd3w=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9sbOsrqss08oBl4ldkBoo0B5Wvxw/wklIuMIMSTmwrVi5KRKKYkayipNIEiM8QSMy0JSjkEg3zY/J4IlWfBhEQj+uYK7+7khRKOU09HRlvvmiNxP/8waJCs7dlPI4UYTj+aAgYVBFcJYM9KkgWLGpJggLqneFeIwEwkrnV9Eh2IsnL5Nuw7Qt075t1JqtIo4yOALH4BTY4Aw0wTVogw7A4BE8g1fwZjwZL8a78TEvLRlFzyH4A+PzB7APm2A=</latexit>

ABE.skcM2�<latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit>

ABE.skcMi
<latexit sha1_base64="W9FRD3dFrSxz4aXOE3gNpPqjZzE=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9oVlW11WWaeWAy8QuSA0UaA+rX44f4SQkXGGGpBzYVqzcFAlFMSNZxUkkiRGeoBEZaMpRSKSb5sdk8EQrPgwioR9XMFd/d6QolHIaeroy33zRm4n/eYNEBeduSnmcKMLxfFCQMKgiOEsG+lQQrNhUE4QF1btCPEYCYaXzq+gQ7MWTl0m3YdqWad82as1WEUcZHIFjcApscAaa4Bq0QQdg8AiewSt4M56MF+Pd+JiXloyi5xD8gfH5AwWmm5g=</latexit><latexit sha1_base64="W9FRD3dFrSxz4aXOE3gNpPqjZzE=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9oVlW11WWaeWAy8QuSA0UaA+rX44f4SQkXGGGpBzYVqzcFAlFMSNZxUkkiRGeoBEZaMpRSKSb5sdk8EQrPgwioR9XMFd/d6QolHIaeroy33zRm4n/eYNEBeduSnmcKMLxfFCQMKgiOEsG+lQQrNhUE4QF1btCPEYCYaXzq+gQ7MWTl0m3YdqWad82as1WEUcZHIFjcApscAaa4Bq0QQdg8AiewSt4M56MF+Pd+JiXloyi5xD8gfH5AwWmm5g=</latexit><latexit sha1_base64="W9FRD3dFrSxz4aXOE3gNpPqjZzE=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9oVlW11WWaeWAy8QuSA0UaA+rX44f4SQkXGGGpBzYVqzcFAlFMSNZxUkkiRGeoBEZaMpRSKSb5sdk8EQrPgwioR9XMFd/d6QolHIaeroy33zRm4n/eYNEBeduSnmcKMLxfFCQMKgiOEsG+lQQrNhUE4QF1btCPEYCYaXzq+gQ7MWTl0m3YdqWad82as1WEUcZHIFjcApscAaa4Bq0QQdg8AiewSt4M56MF+Pd+JiXloyi5xD8gfH5AwWmm5g=</latexit><latexit sha1_base64="W9FRD3dFrSxz4aXOE3gNpPqjZzE=">AAACDHicbVDLSsNAFJ3UV62vqks3g63gKiTd6LJWBDdCBfuAJpTJZNIOnUzCzEQpIR/gxl9x40IRt36AO//GaZqFth4YOHPOvdx7jxczKpVlfRulldW19Y3yZmVre2d3r7p/0JVRIjDp4IhFou8hSRjlpKOoYqQfC4JCj5GeN7mc+b17IiSN+J2axsQN0YjTgGKktDSs1upOiNRYBulF68qUk2yYOg/UJ2Ok0hv9oVlW11WWaeWAy8QuSA0UaA+rX44f4SQkXGGGpBzYVqzcFAlFMSNZxUkkiRGeoBEZaMpRSKSb5sdk8EQrPgwioR9XMFd/d6QolHIaeroy33zRm4n/eYNEBeduSnmcKMLxfFCQMKgiOEsG+lQQrNhUE4QF1btCPEYCYaXzq+gQ7MWTl0m3YdqWad82as1WEUcZHIFjcApscAaa4Bq0QQdg8AiewSt4M56MF+Pd+JiXloyi5xD8gfH5AwWmm5g=</latexit>
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Problem #1: Too many keys

• Key size exponential, via 2λ instances of ABE.
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Problem #1: Too many keys

• Key size exponential, via 2λ instances of ABE.

Solution: Handle only inputs of length 2𝑖, ∀𝑖 ∈ 0, 𝜆 .
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Problem #1: Too many keys

• Key size exponential, via 2λ instances of ABE.

Solution: Handle only inputs of length 2𝑖, ∀𝑖 ∈ 0, 𝜆 . Generate ABE keys for λ + 1 instances only.

• Pad 𝐱 (such that 2𝑖 − 1 < |𝐱| ≤ 2𝑖) with ⊥ to make 𝐱# = (𝐱, ⊥, … , ⊥) of length 2𝑖.

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

. . . (ABE.PK20 ,ABE.MSK20)
<latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit>

(ABE.PK21 ,ABE.MSK21)
<latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit>
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Problem #1: Too many keys

• Key size exponential, via 2λ instances of ABE.

Solution: Handle only inputs of length 2𝑖, ∀𝑖 ∈ 0, 𝜆 . Generate ABE keys for λ + 1 instances only.

• Pad 𝐱 (such that 2𝑖 − 1 < |𝐱| ≤ 2𝑖) with ⊥ to make 𝐱# = (𝐱, ⊥, … , ⊥) of length 2𝑖.

• Encrypt message 𝑚 under attribute 𝐱′ with

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

. . . (ABE.PK20 ,ABE.MSK20)
<latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit>

(ABE.PK21 ,ABE.MSK21)
<latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit>

ABE.PK|x0|
<latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit>
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Constructing NfaABEu,b



Problem #1: Too many keys

• Key size exponential, via 2λ instances of ABE.

Solution: Handle only inputs of length 2𝑖, ∀𝑖 ∈ 0, 𝜆 . Generate ABE keys for λ + 1 instances only.

• Pad 𝐱 (such that 2𝑖 − 1 < |𝐱| ≤ 2𝑖) with ⊥ to make 𝐱# = (𝐱, ⊥, … , ⊥) of length 2𝑖.

• Encrypt message 𝑚 under attribute 𝐱′ with 

• Convert NFA 𝑀 to a set of λ + 1 circuits. 

. . . cM2�
<latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit>

cM20
<latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit><latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit><latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit><latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit>

cM21
<latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit><latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit><latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit><latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit>

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

. . . (ABE.PK20 ,ABE.MSK20)
<latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit>

(ABE.PK21 ,ABE.MSK21)
<latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit>

67

ABE.PK|x0|
<latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit>

Constructing NfaABEu,b



Problem #1: Too many keys

• Key size exponential, via 2λ instances of ABE.

Solution: Handle only inputs of length 2𝑖, ∀𝑖 ∈ 0, 𝜆 . Generate ABE keys for λ + 1 instances only.

• Pad 𝐱 (such that 2𝑖 − 1 < |𝐱| ≤ 2𝑖) with ⊥ to make 𝐱# = (𝐱, ⊥, … , ⊥) of length 2𝑖.

• Encrypt message 𝑚 under attribute 𝐱′ with 

• Convert NFA 𝑀 to a set of λ + 1 circuits. Generate λ + 1 ABE secret keys.

(ABE.PK2� ,ABE.MSK2�)
<latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit><latexit sha1_base64="kOa9OtiDgXcBc3yojdGbSgIem0s="></latexit>

. . . (ABE.PK20 ,ABE.MSK20)
<latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit><latexit sha1_base64="+ADv1UGR1shwFUZbOV1sjwfscM4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA5O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHBWOjtQ==</latexit>

(ABE.PK21 ,ABE.MSK21)
<latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit><latexit sha1_base64="yq6g/y3nG/Nhp7WIeKjROQ0ZyR4=">AAACJXicbZDLSgMxFIYz9VbrrerSTbAVKkiZ6UYXLmpFEESoaC/QqSWTZtrQzIXkjFCGvowbX8WNC4sIrnwV04tQW38I/HznHHLO74SCKzDNLyOxtLyyupZcT21sbm3vpHf3qiqIJGUVGohA1h2imOA+qwAHweqhZMRzBKs5vctRvfbEpOKB/wD9kDU90vG5yykBjVrp86wtmAs52yPQVW58UbrKl28GrbjwaA1O8Cy+vf/ltuSdLhxnW+mMmTfHwovGmpoMmqrcSg/tdkAjj/lABVGqYZkhNGMigVPBBik7UiwktEc6rKGtTzymmvH4ygE+0qSN3UDq5wMe09mJmHhK9T1Hd463nq+N4H+1RgTuWTPmfhgB8+nkIzcSGAI8igy3uWQURF8bQiXXu2LaJZJQ0MGmdAjW/MmLplrIW2beuitkiqVpHEl0gA5RDlnoFBXRNSqjCqLoGb2idzQ0Xow348P4nLQmjOnMPvoj4/sHCJWjtw==</latexit>

. . . cM2�
<latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit><latexit sha1_base64="P10EEnQO2f5QkLsd1KFzEGpD8Og=">AAACAnicbVDLSsNAFJ34rPUVdSVugq3gqiTd6LLoxo1QwT6gjWEymbRDJ5Mwc6OUENz4K25cKOLWr3Dn3zhts9DWAwOHc+7hzj1+wpkC2/42lpZXVtfWSxvlza3tnV1zb7+t4lQS2iIxj2XXx4pyJmgLGHDaTSTFkc9pxx9dTvzOPZWKxeIWxgl1IzwQLGQEg5Y887Daf2ABHWLIrnMvq9/1uQ4HOK96ZsWu2VNYi8QpSAUVaHrmVz+ISRpRAYRjpXqOnYCbYQmMcJqX+6miCSYjPKA9TQWOqHKz6Qm5daKVwApjqZ8Aa6r+TmQ4Umoc+XoywjBU895E/M/rpRCeuxkTSQpUkNmiMOUWxNakDytgkhLgY00wkUz/1SJDLDEB3VpZl+DMn7xI2vWaY9ecm3qlcVHUUUJH6BidIgedoQa6Qk3UQgQ9omf0it6MJ+PFeDc+ZqNLRpE5QH9gfP4A5UKXFg==</latexit>

ABE.skcM2�<latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit><latexit sha1_base64="qUm3SV8TU8zM3H1y3TzPG/tqp0Y=">AAACFHicbVDLS8MwHE7na85X1aOX4CYIQml30eOcCF6ECe4Bay1pmm5h6YMkVUbpH+HFf8WLB0W8evDmf2PW7aCbHwS+fL9H8n1ewqiQpvmtlZaWV1bXyuuVjc2t7R19d68j4pRj0sYxi3nPQ4IwGpG2pJKRXsIJCj1Gut7oYlLv3hMuaBzdynFCnBANIhpQjKSSXP2kZodIDkWQnTcvDTHK3cx+oD4ZIpldq0v9zmZqm4/yvObqVdMwC8BFYs1IFczQcvUv249xGpJIYoaE6FtmIp0McUkxI3nFTgVJEB6hAekrGqGQCCcrTOXwSCk+DGKuTiRhof6eyFAoxDj0VGfhYL42Ef+r9VMZnDkZjZJUkghPHwpSBmUMJwlBn3KCJRsrgjCn6q8QDxFHWKocKyoEa97yIunUDcs0rJt6tdGcxVEGB+AQHAMLnIIGuAIt0AYYPIJn8AretCftRXvXPqatJW02sw/+QPv8AQdVnsw=</latexit>

ABE.skcM21<latexit sha1_base64="00i4m/EtMXePmeLabkDw/BJUei0=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdlWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/73ScBA==</latexit><latexit sha1_base64="00i4m/EtMXePmeLabkDw/BJUei0=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdlWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/73ScBA==</latexit><latexit sha1_base64="00i4m/EtMXePmeLabkDw/BJUei0=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdlWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/73ScBA==</latexit><latexit sha1_base64="00i4m/EtMXePmeLabkDw/BJUei0=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdlWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/73ScBA==</latexit>

ABE.skcM20<latexit sha1_base64="r33ncckJlv1CJCa8djdlkpnXrSc=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdmWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/7e2cAw==</latexit><latexit sha1_base64="r33ncckJlv1CJCa8djdlkpnXrSc=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdmWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/7e2cAw==</latexit><latexit sha1_base64="r33ncckJlv1CJCa8djdlkpnXrSc=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdmWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/7e2cAw==</latexit><latexit sha1_base64="r33ncckJlv1CJCa8djdlkpnXrSc=">AAACDnicbVC7TsMwFHXKq5RXgJHFoq3EFCVdYCxFSCxIRaIPqQ2R4zitVech2wFVUb6AhV9hYQAhVmY2/gY3zQAtR7J0fM69uvceN2ZUSNP81korq2vrG+XNytb2zu6evn/QFVHCMengiEW87yJBGA1JR1LJSD/mBAUuIz13cjHze/eECxqFt3IaEztAo5D6FCOpJEev14YBkmPhp+etS0NMMicdPlCPjJFMr9WncWdmWc3Rq6Zh5oDLxCpIFRRoO/rX0ItwEpBQYoaEGFhmLO0UcUkxI1llmAgSIzxBIzJQNEQBEXaan5PBulI86EdcvVDCXP3dkaJAiGngqsp890VvJv7nDRLpn9kpDeNEkhDPB/kJgzKCs2ygRznBkk0VQZhTtSvEY8QRlirBigrBWjx5mXQbhmUa1k2j2mwVcZTBETgGJ8ACp6AJrkAbdAAGj+AZvII37Ul70d61j3lpSSt6DsEfaJ8/7e2cAw==</latexit>

cM20
<latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit><latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit><latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit><latexit sha1_base64="HFO4nX0WgLGY05mrblT/WZXqyf4=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvT2te2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9myUTQ==</latexit>

cM21
<latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit><latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit><latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit><latexit sha1_base64="ouzVd9pAl2q+O/Vr1Bg6LJCHNXk=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CbaCp5L0oseiFy9CBfsBbQybzaZdutmE3YkSQv0rXjwo4tUf4s1/47bNQVsfDDzem2Fmnp9wpsC2v43S2vrG5lZ5u7Kzu7d/YB4edVWcSkI7JOax7PtYUc4E7QADTvuJpDjyOe35k6uZ33ugUrFY3EGWUDfCI8FCRjBoyTOr9eEjC+gYQ34z9fLmvTOte2bNbthzWKvEKUgNFWh75tcwiEkaUQGEY6UGjp2Am2MJjHA6rQxTRRNMJnhEB5oKHFHl5vPjp9apVgIrjKUuAdZc/T2R40ipLPJ1Z4RhrJa9mfifN0ghvHBzJpIUqCCLRWHKLYitWRJWwCQlwDNNMJFM32qRMZaYgM6rokNwll9eJd1mw7Ebzm2z1ros4iijY3SCzpCDzlELXaM26iCCMvSMXtGb8WS8GO/Gx6K1ZBQzVfQHxucP9/KUTg==</latexit>

68

ABE.PK|x0|
<latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit><latexit sha1_base64="BXZqhwk5zjyPtFJRhftM6hqC64Q=">AAACCnicbVDLSsNAFJ3UV62vqEs3o63oKiTd6LJWBMFNBfuANoTJdNIOnTyYmYglzdqNv+LGhSJu/QJ3/o3TNAttPXDhcM693HuPGzEqpGl+a4Wl5ZXVteJ6aWNza3tH391riTDmmDRxyELecZEgjAakKalkpBNxgnyXkbY7upz67XvCBQ2DOzmOiO2jQUA9ipFUkqMfVno+kkPhJRf1K6NxkzrJJFNcL3lITyZpxdHLpmFmgIvEykkZ5Gg4+levH+LYJ4HEDAnRtcxI2gnikmJG0lIvFiRCeIQGpKtogHwi7CR7JYXHSulDL+SqAgkz9fdEgnwhxr6rOrO7572p+J/XjaV3bic0iGJJAjxb5MUMyhBOc4F9ygmWbKwIwpyqWyEeIo6wVOmVVAjW/MuLpFU1LNOwbqvlWj2PowgOwBE4BRY4AzVwDRqgCTB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wB1HiaVw==</latexit>

Constructing NfaABEu,b



Problem #2: Too large keys
• Secret key size                      may be exponential

Possible way out: 
• Use suitable ABE [BGG+14]. SK sizes short : poly(𝜆, 𝑑) for depth d circuits

How to bound circuit depth?
• Naïve conversion of M to circuit results in circuits of depth 2𝑖

• Use divide-and-conquer technique to evaluate 𝑀.

• Ensures circuit depth = polylog(|𝐱|) => is poly(λ).

���ABE.skcM2i

���
<latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit><latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit><latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit><latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit>

���ABE.skcM2i

���
<latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit><latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit><latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit><latexit sha1_base64="IZbNZFgJyIeq3CdpnymslPf0Fd0=">AAACG3icbVC7SgNBFJ31GeMrammzmAhWYTeNljEi2AgRzAOyMcxO7iZDZh/M3FXCZv/Dxl+xsVDESrDwb5w8Ck08MHDmnHuZOceNBFdoWd/G0vLK6tp6ZiO7ubW9s5vb26+rMJYMaiwUoWy6VIHgAdSQo4BmJIH6roCGO7gY+417kIqHwS0OI2j7tBdwjzOKWurkSgVHgIcjx6fYV15yXrksqkHaSZwH3oU+xeRaX0p3PE0dyXt9HBU6ubxVtCYwF4k9I3kyQ7WT+3S6IYt9CJAJqlTLtiJsJ1QiZwLSrBMriCgb0B60NA2oD6qdTLKl5rFWuqYXSn0CNCfq742E+koNfVdPTiLMe2PxP68Vo3fWTngQxQgBmz7kxcLE0BwXZXa5BIZiqAllkuu/mqxPJWWo68zqEuz5yIukXiraVtG+KeXLlVkdGXJIjsgJsckpKZMrUiU1wsgjeSav5M14Ml6Md+NjOrpkzHYOyB8YXz9Wo6I3</latexit>
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Constructing NfaABEu,b
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<latexit sha1_base64="YgRBXvF1IhhhoP+RM5SMJWjM9Lw=">AAACCXicbVC7SgNBFJ2NrxhfUUubwUSwCrtptAza2AgRzAOyMcxO7iZDZh/M3FXCJq2Nv2JjoYitf2Dn3zh5FJp44MLhnHu59x4vlkKjbX9bmZXVtfWN7GZua3tndy+/f1DXUaI41HgkI9X0mAYpQqihQAnNWAELPAkNb3A58Rv3oLSIwlscxtAOWC8UvuAMjdTJ06IrwceR+yC60GeYXo87aflOjF0len0cFTv5gl2yp6DLxJmTApmj2sl/ud2IJwGEyCXTuuXYMbZTplBwCeOcm2iIGR+wHrQMDVkAup1OPxnTE6N0qR8pUyHSqfp7ImWB1sPAM50Bw75e9Cbif14rQf+8nYowThBCPlvkJ5JiRCex0K5QwFEODWFcCXMr5X2mGEcTXs6E4Cy+vEzq5ZJjl5ybcqFyMY8jS47IMTklDjkjFXJFqqRGOHkkz+SVvFlP1ov1bn3MWjPWfOaQ/IH1+QP+wpqB</latexit><latexit sha1_base64="YgRBXvF1IhhhoP+RM5SMJWjM9Lw=">AAACCXicbVC7SgNBFJ2NrxhfUUubwUSwCrtptAza2AgRzAOyMcxO7iZDZh/M3FXCJq2Nv2JjoYitf2Dn3zh5FJp44MLhnHu59x4vlkKjbX9bmZXVtfWN7GZua3tndy+/f1DXUaI41HgkI9X0mAYpQqihQAnNWAELPAkNb3A58Rv3oLSIwlscxtAOWC8UvuAMjdTJ06IrwceR+yC60GeYXo87aflOjF0len0cFTv5gl2yp6DLxJmTApmj2sl/ud2IJwGEyCXTuuXYMbZTplBwCeOcm2iIGR+wHrQMDVkAup1OPxnTE6N0qR8pUyHSqfp7ImWB1sPAM50Bw75e9Cbif14rQf+8nYowThBCPlvkJ5JiRCex0K5QwFEODWFcCXMr5X2mGEcTXs6E4Cy+vEzq5ZJjl5ybcqFyMY8jS47IMTklDjkjFXJFqqRGOHkkz+SVvFlP1ov1bn3MWjPWfOaQ/IH1+QP+wpqB</latexit><latexit sha1_base64="YgRBXvF1IhhhoP+RM5SMJWjM9Lw=">AAACCXicbVC7SgNBFJ2NrxhfUUubwUSwCrtptAza2AgRzAOyMcxO7iZDZh/M3FXCJq2Nv2JjoYitf2Dn3zh5FJp44MLhnHu59x4vlkKjbX9bmZXVtfWN7GZua3tndy+/f1DXUaI41HgkI9X0mAYpQqihQAnNWAELPAkNb3A58Rv3oLSIwlscxtAOWC8UvuAMjdTJ06IrwceR+yC60GeYXo87aflOjF0len0cFTv5gl2yp6DLxJmTApmj2sl/ud2IJwGEyCXTuuXYMbZTplBwCeOcm2iIGR+wHrQMDVkAup1OPxnTE6N0qR8pUyHSqfp7ImWB1sPAM50Bw75e9Cbif14rQf+8nYowThBCPlvkJ5JiRCex0K5QwFEODWFcCXMr5X2mGEcTXs6E4Cy+vEzq5ZJjl5ybcqFyMY8jS47IMTklDjkjFXJFqqRGOHkkz+SVvFlP1ov1bn3MWjPWfOaQ/IH1+QP+wpqB</latexit><latexit sha1_base64="YgRBXvF1IhhhoP+RM5SMJWjM9Lw=">AAACCXicbVC7SgNBFJ2NrxhfUUubwUSwCrtptAza2AgRzAOyMcxO7iZDZh/M3FXCJq2Nv2JjoYitf2Dn3zh5FJp44MLhnHu59x4vlkKjbX9bmZXVtfWN7GZua3tndy+/f1DXUaI41HgkI9X0mAYpQqihQAnNWAELPAkNb3A58Rv3oLSIwlscxtAOWC8UvuAMjdTJ06IrwceR+yC60GeYXo87aflOjF0len0cFTv5gl2yp6DLxJmTApmj2sl/ud2IJwGEyCXTuuXYMbZTplBwCeOcm2iIGR+wHrQMDVkAup1OPxnTE6N0qR8pUyHSqfp7ImWB1sPAM50Bw75e9Cbif14rQf+8nYowThBCPlvkJ5JiRCex0K5QwFEODWFcCXMr5X2mGEcTXs6E4Cy+vEzq5ZJjl5ybcqFyMY8jS47IMTklDjkjFXJFqqRGOHkkz+SVvFlP1ov1bn3MWjPWfOaQ/IH1+QP+wpqB</latexit>

Problem #3: Inefficient keygen
• too large to even be read

• Keygen cannot know input length

• Even if it did, runtime must be independent of this

Solution: Redistribute computation
• Encryptor and decryptor know input length, and can run in time O(|x|)

• Delegate inefficient part of keygen to enc and dec! 

• Key Tool: Functional Encryption
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Constructing NfaABEu,b



Women in Science
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Is Science Objective?

“Whenever the subject of women in science comes up, there are 
people fiercely committed to the idea that sexism does not exist. 
They will point to everything and anything else to explain 
differences while becoming angry and condescending if you even 
suggest that discrimination could be a factor. But these people 
are wrong. This data shows they are wrong.”

[Ilana Yurkiewicz,Scientific American 2012]
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Can we be open to this idea?

https://www.scientificamerican.com/author/ilana-yurkiewicz/
https://blogs.scientificamerican.com/unofficial-prognosis/study-shows-gender-bias-in-science-is-real-heres-why-it-matters/


Society has biases!
A girl receives literally thousands of suggestions over time that tell 
her what her place/role  is… 

- My earliest memory: Blessings received when touching feet 
of elders
- Today’s experience: Society accepts women who need, not 
women who lead
- Enormous pressure felt by (esp.) MS/PhD students about     
“own desires” versus family/expectations. Seen many bright 
young girls giving up or compromising heavily on career
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Sometimes, discards/rebels. 
Often internalizes/compromises.





”A parent had shared a snapshot of her six-year-old 
child’s homework – a worksheet asking pupils to 

research a scientist or inventor. So far, so normal. But 
the question, in jaunty Comic Sans, read: “Who was 
he? How old were they when they began inventing? 

Did they have a wife and family?”
-- Laura Bates, The Guardian

Students referred as “boys”

Prof. X and Shweta, Dr. Uday and wife

Future of country depends on “these guys”

Gender Biased Forms

Faculty daughter or wife?



Society has biases! And Science?
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Scientists are supposed to be objective, able to evaluate data 
and results without being swayed by emotions or biases. This is 
a fundamental tenet of science. What this extensive literature 
shows is, in fact, scientists are people, subject to the same 
cultural norms and beliefs as the rest of society.

[Prof. Alison Coil, UCSD]



• Women can’t do math
• Women are good at rote learning not reasoning
• It is not feminine to argue
• Why would Google pay so much to hire a woman whose just going 

to go on maternity leave
• I saw a very beautiful woman on our floor today and I wondered, 

what she is doing on the science floor?
• Your paper has better chances since it will get sympathy, being an all 

woman paper
• You left your parents to follow your desires? Our daughters would 

never do that
• If you study so much, who will marry you?
• Women need to put family first



So… what next?
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It only matters if you let it!

• Is this daunting/depressing? Seeing it is overcoming it!

• Reject these suggestions and they cannot touch you.
• Calling it out? Take a call. 
• Preserve creative energy: results talk loudest!
• Cultivate support system
• Personally: Follow(ed) gut even when no support. Willing to 

accept consequences.



No Looking Back!
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Thank You Images Credit: MF Hussain, Hans Hoffman

Life is not easy for any of us. But what 
of that? We must have perseverance 
and above all confidence in ourselves. 
We must believe that we are gifted for 
something and that this thing must be 
attained. 

--- Marie Curie 
(first scientist to be awarded a Nobel 
Prize in two different categories)


